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I. O0mme mosoxeHus

1.1. Tlomutuka wuHdopmarmonHoii Oe3zonacHoctu (manee — Ilonmutuka WD)
MyHHIIUTIAIEHOTO  OFOJKETHOTO 00IIe00pa3oBaTesIbHOTO yupexaeHus: «O0cepBaTopckast
cpenHsAs 00meoOpa3oBarenpHas MIKOJNA 3€JEHOJ0JIBCKOr0 MYHHUIMIAIBHOTO paiioHa
Pecniy6nuku Tarapcran» (masiee — YupexkjaeHue) ompenesseT Iedd U 3aJadyd CUCTEMbI
oOecrieyeHus: HMH(POPMAIIMOHHON 0€30MaCHOCTH M YCTAHABIMBAET COBOKYIHOCTH IMPaBUII,
TpeOOBaHUN M PYKOBOJSIIUX MPUHIMIIOB B 00JIacTH WH(OPMAIMOHHOW 0€30MacHOCTH,
KOTOPBIMU PYKOBOJCTBYETCSl Y UPEXKICHUE B CBOEH JEATEIbHOCTH.

1.2. Tlonutuka Vb yunuThIBaeT COBpEMEHHOE COCTOSIHUE U ONMKaiIlie nepcrneKTUBbI
pa3BuTHS WHPOPMAITMOHHBIX TEXHOJIOTHH B YUPEKICHUH, IENU, 33Ja4il W TIPAaBOBHIE
OCHOBBI UX JKCIUTyaTalllH, PeXUMbI (DYHKIIMOHUPOBAHHUS, a TAKXKE COJEPKUT aHATN3 yrpo3
0€30MacHOCTH 17151 00BEKTOB U CYOBEKTOB MHPOPMALIMOHHBIX OTHOIIECHUN Y UpexKIeHUS.

1.3. Obecrieuerne MHPOPMANMOHHONW O€30MAaCHOCTH BKIIIOYAeT B cels IJOOYI0
JeSTENbHOCTh, HAMPABJIEHHYIO Ha 3aIIUTY HH(OPMALIIH.

1.4. HWuadopmanuonHas  O€30MacHOCTb  YUpEKIEHHUs,  3aKJIOYaeTcsi B
HEYKOCHHUTEJIbHOM COOJIIOJIGHUH BCEMH COTPYAHHUKAMHU YUpekJeHus TpeOOBaHUNU U
MPUHIUTIOB, U370k eHHbIX B [lonmmTuke Ub.

15. Paspaborka Ilomutuku Wb, BHeceHHMe W3MEHEHMH W OOUUH KOHTPOJIb
BBITIOJTHEHUSI TpeOOBaHM 10 o0ecrieyeHNI0 NHPOPMAITMOHHON 0€30MaCHOCTH Y UpexKACHUS
OCYIIECTBIIICTCS 3aMECTHTEIIEM AUPEKTOpa MO WHGOpPMATH3AITUT

1.6. Tlonmutuka Ub saBisieTcss METO0JIOTHYECKONM OCHOBOM Il 0OeCTIeUeHUs peKuMa
uHGOpPMAIIMOHHOW ~ 0€30MacHOCTH,  CIYXKHUT  PYKOBOJACTBOM  TpH  pa3paboTKe
COOTBETCTBYIOIIUX NOJIOKEHUIN, TPABUJI, HHCTPYKIIUH.

1.7. Bce coTpyaHuKd YUpekIeHUs OTBETCTBEHHBI 3a 0O0ECICUECHHE BBITIOIHEHUS
TpeOoBaHUi MH(OPMALIMOHHON Oe30nacHOCTH, onpeaenseMblx B Hactosuiei [lomutuke Ub.



1.8. Tlomutuka Ub pa3zpaborana Ha OCHOBE HOPMATHUBHBIX U PACHOPSIUTEIBHBIX
JIOKYMEHTOB B 001acTu nHpOpMannoHHOK O6e3onmacHocTH Poccuiickoit denepannu.

1.9. Tlomutuka Wb sBnsercs AOKYMEHTOM, JOCTYIHBIM KaXXIAOMY COTPYIHUKY
Yupexaenus

1.10.  Jloxymentamu,  getamusupytomumu — nonoxkeHuss  Ilomutukn — Ub
OPUMEHUTENFHO K OJHOW WIJIM HECKOIbKHM O0JIACTSIM HMH(OPMAIMOHHOW 0€30MacHOCTH,
BUJAM W TEXHOJIOTHUSAM JEATEIBHOCTH YUPEXKICHUS, SBISAIOTCS YACTHBIC MOJUTHKH IIO
oOecrieyeHu0 MHPOPMAIIMOHHONW O€30MacCHOCTH, HMHCTPYKIUHU, METOJAUYECKHE MOCOOUs U
PEKOMEHAIK, KOTOpBIE SIBIAIOTCS JTOKyMEHTaMH IO HMH()OPMALMOHHON 0€e30macHOCTH
BTOPOT'O YPOBHSI.

2. O0beKTH HHGPOPMAILMOHHOM 0€30ITACHOCTH

2.1. OcHOBHBIMH OOBEKTAMH HH(OPMAITMOHHOW OE30MaCHOCTH B YUpEKICHUU
SIBIISTFOTCSL:

— uH(opMalMoHHas UHQPACTPYKTYpa, BKIIOYAIONIAs TEXHUYECKUE M MPOrPaMMHO-
anmnapaTtHble KOMIUIEKCHI, WH(OPMAIIMOHHBIE CHUCTEMbI, CHUCTEMbl W CPEICTBA 3aIIUThHI
uH(pOpMaILUK, CUCTEMBI HU(WJIN) MOACUCTEMBbl 00pabOTKU U aHaIu3a WH(OpMAaIMK CpecTBa
00paboTku, Tiepeayil U 0TOOpaKeHMs, B TOM YMCie KaHaJIbl HHPOPMAITMOHHOTO OOMEHa U
TEJIEKOMMYHHUKAIINHA, OOBEKTHI M IOMEIIEHHS, B KOTOPBIX Pa3MEIICHbI TAKHE CHCTEMBI.

— uH(GOpPMAIMOHHBIE PECYpPChl € OTrPaHUYEHHBIM JIOCTYIIOM, COCTAaBIISIOLINE
TOCYyapCTBEHHYIO  TailHy, MEpCOHAJIbHBIE  JaHHBIC, CBEICHHUS  OTPAHUYCHHOTO
pacTlpoCTpaHEeHUs WM WHBIC YYBCTBUTEIBHBIC K CIYYaliHBIM M HECAHKIIMOHUPOBAHHBIM
BO3JCHCTBUSAM W HapYIICHWIO WX O€30MacHOCTH WH(OPMAIMOHHBIE PECYPCHI, a TaKXKe
OTKpBITO pacrpocTpaHsieMas uHdopmaiusi, HeoOXxomumasi Juisi paboThl YUpeKIeHUs,
HE3aBUCUMO OT ()OPMBI U BUJIA €€ TIPEICTABIICHUS;

— mpoueccel 00pabotku uHpopmanuu B ECKC Vupexnenus, nHdopmainroHHbIe
TEXHOJIOTUH, PErIaMeHThl U MPOIeaAypbl BBOAA, cOopa, 00pabOTKH, XpaHEHUs U Mepeaadu
uHpOpMAIHH;

— TMepcoHal pa3pabOT4YMKOB, IMOJb30BATENCH cuUCTEM U 00eCHeurBaIOIIUN ee
cTabuiIbHOE (PYHKIIMOHUPOBAHMUE;

2.2. UVuadopmanmonHas cpena YUpEKICHUS, JIOKATbHO-BBIYUCIUTEIBHBIE CETH
pPa3sHOrO YpPOBHS M KOMIUIEKCHl aBTOMATHU3WPOBAHHBIX Pa0OYMX MECT, OObEIUHEHHBIX B
€IMHYIO CTPYKTYPUPOBAHHYIO CETh.

2.3. K 0OCHOBHBIM 0COOCHHOCTSIM WH()OPMAIIMOHHOMN cpeibl Y UpexkACHHSI OTHOCSITCSI:

- oObeMHEHNE B EAMHBIE CHCTEMBl PA3HOOOPA3HBIX TEXHUYECKUX U
IPOTPaMMHO-AMIIAPATHBIX CPEACTB 00pabOTKH U nepenayn napopmaiuy;

- pacuupenue cepbl UCIOIb30BaHUS HHPOPMALIMOHHBIX CUCTEM Y UPEXKICHUS;

- o0belMHEeHUE B UHYI0 HH(POPMAIIMOHHYIO CPEY Pa3IMYHbIX HEOAHOPOIHBIX
MoJienelt THPOPMAITHOHHBIX CUCTEM.



- pa3HoOOpa3ue pemaeMblx 3a7a4y W THUIOB 00pa0aThIBa€MbIX JIaHHBIX,
CJIOHBIE PEKUMbI aBTOMATU3UPOBAHHON 00pabOTKK MH(pOpMALINH;

— B@XHOCTh M OTBETCTBEHHOCTb pEIICHUN, TMPUHUMAEMbIX Ha OCHOBE
aBTOMAaTHU3UPOBAHHOM 00pabOTKH MH(MOPMAITUH;

- o0ObeAMHEHHWEe B E€OUHBIX 0a3ax JaHHBIX HWHQOpPMAIMK  PA3TUYHOTO
Ha3HAYCHUs, TPUHAIS)KHOCTH U YPOBHEH KOH(MHUACHIINATBHOCTH;

- HEOOXOUMOCTh ~ OOECHEeYEeHMs]  HEMPEPbIBHOCTH  (PYHKIIMOHHUPOBAHUS
Yupexnenus;

- pa3zHooOpa3ue, 3HAYUMOCTh M WHTEHCHBHOCTh HMH()OPMAIIMOHHBIX TOTOKOB;

pazHooOpasue KaTEeropuii  MoJIb30BATEJNECH, pa3pabOTYNKOB 151
o0ecrneunBaroIIero nepcoHaia HHOOPMaAIMOHHBIX CUCTEM.

2.4. 3ammte mNOANSXHUT Bca wuHDOpManmus ©  HWHOOPMAIMOHHBIE PECYpPCHI,
UPKYJIHPYIONIUE B YUPEKICHUH, HE3aBUCUMO OT €€ TIPEACTABICHHS 1 MECTOHAXOXK/ICHHS B
ECKC VYupexnaeHnus.

3. Heau u 3a1a4u AeSITeJILHOCTH 10 o0ecnevyeHn0 MHPOPMALMOHHOI
0e30IacHOCTH

3.1 OCHOBHOM 1IETBI0  JICSITENIBHOCTU 1O O00€CIeuYeHu0 HH(POPMaIMOHHON
0e30macHOCTH YUpEeKIeHUs SBISIETCA 3aIIuTa 00BEKTOB MH(POPMAIIMOHHON 0€30MacHOCTH
YdpexxaeHus: 0T BO3SMOYXHOT'O HAHECEHUSI MaTepHaIbHOTO, PU3NIECKOT0, MOPATHHOTO HJIIH
MHOro yuiep0a, MOCPEJACTBOM CIIy4ailHOrO WM MPEeJHAMEPEHHOIO BO3JIEHUCTBUS Ha
uH(pOpMaIINIO, €€ HOCUTENEH, mpoiecchl 00paboTKU U Mepenavn, a TakkKe MHUHUMHU3AIUs
ypOBHS HH(POPMALIMOHHOHN 0€30MaCHOCTH IPYTHUX YIPoO3.

3.2  OCHOBHBIMHU 3a/ladyaMu JESATEIBHOCTH MO OOECredeHH0 WH(OPMAIMOHHOM
0€3011aCHOCTH SIBIISIOTCS:

— CBoeBpeMEHHOE BBISBJICHHE, OLEHKA W MPOTHO3UPOBAHUE HCTOUYHUKOB YIrpo3
uHPOPMAIIMOHHON O0€30MacHOCTH, MPUYWH U YCJIOBUH, CIIOCOOCTBYIOIIMX HAHECCHHIO
ymep6a, HapyHMIEHUI0 HOPMAaJIbHOTO (PYHKIIMOHUPOBAHUS OOBEKTOB HH()OPMAIIMOHHOMN
0€30MacHOCTH Y UpeKIeHUs;

— Co3ganme MexaHW3Ma ONEpPaTHBHOIO PEarupoBaHUs Ha YTpoO3bl O€30MaCHOCTH
uH(OpMallUK U HEraTUBHbIEC TEHIACHIINH;

— Coznmanue YCIOBUHM IS MHUHAMHU3AlMU W JIOKAJU3aIlMM HAaHOCHMOTO yiepOa
HEMPABOMEPHBIMH  JEHUCTBUSAMU  (U3MYECKUX U  IOPUIMYECKUX JIUL, OcJalJIeHue
HEraTMBHOTO BJIMSIHUS M JIMKBUAAIIMM  TIOCIEACTBUI  HapylieHUss 0e30macHOCTH
uHpOpMaIHH;

— 3ammMTa OT BMENIATENLCTB TMOCTOPOHHUX JHI[ B MPOIECC (PYHKIIMOHUPOBAHMUS
00BeKTOB MHMOPMAIIMOHHOM 0€30NaCHOCTH Y UPEKICHHUS;

— Pasrpannuenne goctyma monb3oBareneil Kk 00beKTaM  MHGOPMAIIMOHHOM
0€30MacHOCTH U UHBIM pecypcaM Y upeKIeHHUs,

—  OOecneueHue  ayTeHTU(UKALUW  TOJb30BAaTENEH,  y4yaCTBYIOIIUX B
MH(}OPMALIMOHHOM OOMEHE;



— 3ammra OT HECaHKIMOHUPOBAHHOW Moaudukanuu wucnoibdyembix B ECKC
YupexaeHus: IporpaMMHBIX CPEJICTB, a TAKXKE 3aLIUTY OT BHEIPEHUS
HECAHKIIMOHUPOBAHHBIX MTPOTPAMM, BKJIFOYAs! KOMITBIOTEPHBIC BUPYCHI;

- 3amuty wWHGOpPMAMM OTPAaHUYEHHOTO TOJB30BAHUS OT YTEUKH 110
TEXHUYECKUM KaHallaM MpHu ee 00paboTKe, XpaHEHHUH U Mepelauu M0 KaHajlaM CBSI3H;

— OOecneuenne  OecriepeOONHOTO (YHKIMOHUPOBAHHUS ~ KPUOTOrpadUIecKUX
CPEJCTB 3aIUTH HH()OPMAITUH.

3.3  IlocraBneHHas 1eib 3aMUTHI U PEIICHUE TIEPEUNCICHHBIX 3a7a9 JOCTUTAIOTCS:

- YyeroM  BceX MOMJIEKANUMX  3allUTe OOBEKTOB  WMH(OpMaIMOHHON
0€30MacHOCTH Y UpeKICHUS;

- Peruncrpanueir B JKypHasiax JEHCTBUM NEPCOHANA, OCYLIECTBIIIOLIETO
o0cy)kMBaHHE B MOTU(DHUKALNIO 00bEKTOB HH(POPMAIIMOHHOMN 6€301acCHOCTH

— TlonHOTOM, pealibHON BBIMOJIHUMOCTBIO U HENPOTUBOPEUYUBOCTHIO TpeOOBaHUM
OpPraHu3allMOHHO — PACIOPSIAUTEIBHBIX JOKYMEHTOB YUpEXKACHHUS 10 BOMpOcCaM
oOecrnieuenust 6€30MacHOCTH HH(POpMaLUY;

— IloaroroBkoil 1OMHKHOCTHBIX JIMI], OTBETCTBEHHBIX 3a OpPraHU3alUuI0 U
OCYIIECTBJIICHUIO  MPAKTUYECKUX  MEPONPHUATUH 1O  oOecrnedeHuto  Oe30MacHOCTH
uH(OpMAIINK U TIPOIIECCOB €€ 00pabOTKY;

— Hapmenenmem KaXIOro TMOJdb30BaTENsl  ONTHUMAIbHO-HEOOXOIUMBIMU  JIJISt
BBITIOJTHEHUSI UM CBOUX (DYHKIIMOHAIBHBIX OOS3aHHOCTEW MOJHOMOYHSMHU IO JIOCTYIY K
MH()OPMAIIMOHHBIM pecypcaM Y upeKICHUS;

— YeTkUM 3HAHWEM M CTPOTHUM COOIOJACHHEM BCEMHU TOJb30BATEISIMU OOBEKTOB
uHPOpPMAIIMOHHONW ~ Oe30macHOCTH  YUpeKIeHHss TpeOOBaHWA  OpraHW3allMOHHO  —
pacropsiANTENbHBIX JOKYMEHTOB 10 BOTIpOcaM obecriedeHrs 0€30MacHOCTH HH(POPMAIIHH;

— IlepcoHanbHOM OTBETCTBEHHOCTHIO 3a CBOM JEMCTBUS KaXXJIOrO0 COTPYAHHUKA, B
paMKax CBOMX (YHKIMOHAJIBHBIX OOS3aHHOCTEH HMEIOMIEro JOCTyln K OOBEKTOB
UH(}OPMAIIMOHHOW 6€30MaCHOCTH Y UpekKACHMUS;

— IlpumeneHueM (QU3NUECKUX U TEXHUYECKUX CPEACTB 3alIUThl OOBEKTOB
MH(OPMALIMOHHOM 0e30MacHOCTH YUpPEKJICHUST U HENpepbIBHOW aAMHUHHCTPATUBHOM
MOJJIEPAKKON UX UCIIOJIb30BAHUS

- OddexTuBHBIM KOHTPOJIEM HaJ coOIr0IcHUEM MOJIb30BaTENSIMU
WH(OPMAIIMOHHBIX PECYpPCOB YUpexJeHUs TpeOOBaHMM MO oOecredeHno Oe30MacHOCTH
UH(OpPMAIIHH.

4, OcHoBHbIE YIpo3bl 0e30nacHOCTH MHGOPMALUH B YYpeKIeHUuN
4.1 Tlom yrpozamu 0e€30mMacHOCTH HH(OpPMAMK B YUPEXKICHUU MOHUMAETCS
MOTCHIIMAJILHO BO3MOKHBIC HETaTUBHBIE BO3CHCTBUS Ha 3aIUIIAEMYIO HHPOPMAITHIO.

4.2  OCHOBHBIMH UCTOYHHKAMHU yrpo3 0e30macHOCTH UH(POpMAIK B Y UpEKICHUSI
SIBJISTFOTCSI:



— HenpennamepenHnsie, T.€. JAEUCTBUS, BBI3BAaHHBIE  HEKOMIIETEHTHOCTBIO WIIU
XaJIaTHOCTBIO MOJIb30BaTesel (IepcoHana);

— IlpenHamepeHHbIe, T.e. ACUCTBHUSA, BBI3BAHHBIC 3JIbIM YMBICIOM, HE3aBUCHUMO OT
TOrO, BHEIIHUM WJIA BHYTPEHHUM OTHOCHTEIBHO OOBEKTOB HH(OpPMAILIMOHHOMN
0€30MacHOCTH YUpexJACeHUs SIBISIETCS UCTOYHHUK YTPO3bI;

—  OmwmOKM, JONMyIIEHHble Npu  pa3pabOTKe  KOMIIOHEHTOB  OOBEKTOB
uHPOPMAIIMOHHON 0€30MaCHOCTH YUPEXKACHUS U UX CHCTEM 3aIHThI, OIIUOKH B
IPOrpaMMHOM O0eCTIeYeHIH, OTKa3bl U COOM TEXHUYECKUX CPEICTB;

- ABapuu, CTUXUITHBIE O€CTBUSL.

4.3  CorpynHuku  YUpexJIeHHUs,  3aperucTpUpPOBAaHHbIE  KaK  JIETaJIbHbIE
nonb3oBatenu ECKC VupexnaeHus win oOCIy)XHMBarOIIME €€ KOMIIOHEHTHI, SBIISIOTCA
BHYTPEHHHMMM HCTOYHHUKAMM CIIy4dalHBIX BO3JCHCTBHS, T.K. UMEIOT HENOCPEICTBEHHBIN
JOCTYIl K mporeccaM o0paOOTKH MH(POpPMAlMM U MOTYT COBEpILATh HEMpeaHaMepeHHbIE
OLIMOKY U HapyIICHUs! IEHCTBYIOIINX MPaBUJl, UHCTPYKIIHI, periaMeHTOB;

44  Bo3MOXHBIE TYTH pealu3allid HEMpeIHAMEPEeHHBIX yrpo3 0e30MacHOCTH
YupexneHus:

— Hey™blluieHHbIE  AE€MCTBUS, MNPUBOASAIIME K YACTUYHOMY WJIM IIOJHOMY
HapyLIEHUIO (PYHKIIMOHAIBHOCTH KOMIIOHEHTOB 00bEKTOB MH(OPMAIIMOHHON 0€3011acCHOCTH
VYupexxeHus Wim pa3pyueHHIo HHQOPMALMOHHBIX WK IPOrPAMMHO — TEXHHUUYECKHUX
pecypcoB;

— HeocTopoxHble AeiCTBUI, MPUBOASILIME K pa3rIallleHUuIo0 HH()OpMaLK
OTPaHUYEHHOI'0 PACTIPOCTPAHEHUS;

—  Pasrnamenue, nepenava Uiy yrpara aTpuOyToB pa3rpaHU4EeHUs JOCTYIA;
HUrHopupoBaHne OpraHM3alMOHHBIX OrPAHUYECHUN npu pabote C
UH(OPMAIIMOHHBIMU PECypCamu;

— IlpoexTupoBaHHE AapXUTEKTypbl CHCTEM, TEXHOJOrMil OOpabOTKH JaHHBIX C
BO3MOKHOCTSIMH, MPEJICTABIAIOIMIMMU ONACHOCTh U1  (YHKIIMOHUPOBAHUS OOBEKTOB
nH(pOpMaIMOHHON 0€30MaCHOCTH Y UpEKACHHS U 0€30MacCHOCTH HH(MOpMAaIUK;

- [lepechbuika JaHHBIX IO OIIMOOYHOMY ajpecy (YCTPOHCTRY);

- BBoz ommO0YHbIX JaHHBIX;

- Heyw™mbimnennas nmopua Hocuteneld nHGOpMaIim;

- HeywmblnieHHOE IOBPEXAEHUE KaHAIOB CBSI3U;

- HenpaBomepHoe oTkIr0ueHHE 000pYAOBaHUS UM U3MEHEHUE PEKUMOB
paboThI YCTPOMCTB WM IPOrpaMM;

- 3apakeHHEe KOMIIbIOTEPOB BUPYCaMU;

— HecaHKUMOHMPOBaHHBIE 3aITyCK TEXHOJIOTMYECKHUX MTPOrPaMM, CIIOCOOHBIX BbI3BaTh
MOTepr0  pabOTOCMOCOOHOCTH  KOMIIOHEHTOB  HMH(OPMAIMOHHBIX  CHUCTEM  WJIHU
OCYILECTBIISIIOIIMX B HUX HEOOpaTUMbIE U3MEHEHMUS,

— HexoMIeTeHTHOE HCIOJIb30BaHUE, HACTPOMKA MIIM HENPABOMEPHOE OTKIHOYEHHE
CPEJICTB 3AILUTHI.



45 Bo03MOXHbIE TyTH pealu3aluud MpeJHAMEPEHHBIX YIrpo3 0e30MmacHOCTH
Yupexnenus:

- YMBIIUIEHHbIE EHCTBUS, NPUBOJAAIINE K YACTUYHOMY WJIM TOJHOMY Hap YIICHHUIO
(GyHKIIMOHABHBIX KOMIIOHEHTOB O0BEKTOB MH()OPMAITMOHHOM 0€30MacHOCTH Y UpeKIeHUS
WIH Pa3pyIIeHUI0 NHPOPMAIIMOHHBIX UIIH MTPOTPAMMHO — TEXHUUECKHUX PECypPCOB;

- JleiicTBusa 1o ne3opraHu3anui (PyHKIMOHHPOBAHHUA OOBEKTOB MH(POPMALMOHHON
0€30MacHOCTH YUpeXIeHUs XUILEHUE JOKYMEHTOB U HOCUTENEH NH(POpMaLIUK;

- HecaHk1imoHHpOBaHHOE KONMHMPOBaHUE JIOKYMEHTOB U HOCHUTENEN
uH(pOpMaLINK; YMBILIUIEHHOE UCKaXKeHne NH(OpMaLUU.

- BBO/1 HEBEpHBIX TaHHBIX;

- OTKNMIOU€EHNe WIA BBOJ U3 CTpOsl MOJACUCTEM  00OecIeYeHUs
(GyHKIMOHUPOBaHHS 00BEKTOB MHPOPMALIMOHHON OE€30MIaCHOCTH Y UPEkKACHUS;

- [lepexBaT 1aHHBIX, IEpeJaBaEMbIX 10 KaHAJIaM CBSI3U U UX aHAJIU3;

- XHUIeHNE IPOU3BOJCTBEHHBIX OTX0/10B;

- HezakonHoe nomy4yenue aTpuOyToB pa3rpaHUYeHUs JOCTYIIA;

- HecaHKIIMOHNPOBaHHBIA J10CTYM K 00BEKTOB  MH(pOpPMAIMOHHON
0e30macHOCTH YUpexAeHUs ¢ pabOUYMX CTaHLUH JIEraJbHBIX I10JIb30BATENEH;

- XUIlIeHre WIK BCKPBITUE MU(POB KPUNTOZAUTUTH HH(POpPMALIUY;

- Baenpenue anmapaTHBIX WJIM HPOrPpaMMHBIX 3aKJIaJOK C LEJIbI0 CKPBITHO
OCYIIECTBJIATh  JOCTYH K HH(MOPMAIMOHHBIM  pecypcaM WM  Je30praHu3aiuu
(GyHKIMOHUPOBAHUS ~ KOMIIOHEHTOB  OOBEKTOB  MHGOpPMAIMOHHONW  0e30macHOCTH
Yupexaenus;

- HezakonHoe wucnonb3oBaHue OOOPYIOBaHMS, NPOrPAMMHBIX CPEICTB MU
MH(OPMALIMOHHBIX PECYPCOB.

4.6 Bo3MOXXHbBIE MYTH pealu3alid OCHOBHBIX €CTECTBEHHBIX YIpo3 0€3011acHOCTH
Yupexnenus:

- Beixon u3 ctposi 0O6opynoBaHus OOBEKTOB HMH(OPMALMOHHON OE30MACHOCTH U
00opyn0oBaHUs oOecrieueHns UX PYHKIIMOHUPOBAHUE;

- BoIxoz1 3 cTpos UM HEBO3MOKHOCTh MCIOIb30BaHUS JTUHUM CBS3U;

- [loxxapbl, HABOJHEHUS U IPYTrU€ CTUXUMHbBIE OEJICTBHUS.

4.7  Hapymwurenp — JIMLIO, KOTOPO€ MPEANPHUHSIO TMOMYTKY BBIIOJHEHUS
3aIpelleHHbIX AeHCTBUI 110 OMMOKEe, HE3HAHUIO UJIM OCO3HAHHO CO 3JIbIM YMBICIIOM WM 0e3
TAaKOBOI'O ¥ MCIOJb3YIOLIEE ISl ATOIO pa3IMYHbIE BO3MOXKHOCTH, METO/IbI U CPEJICTBA.

4.8  310yMBIIUIEHHUK — HapyLIUTENb, AEHCTBYIOIIMA HAMEPEHHO U3 KOPBICTHBIX,
UJICHHBIX WM UHBIX TTOOYKIEHUH.

49 Cucrema ob6ecneyeHuss uWHDOPMAIMOHHON O€30MacHOCTH  YUpPEeKICHHS
JOJKHA CTPOMTHCS MCXOJS U3 IPEANOJIIOKEHUH O BO3MOXHBIX THUIIAX HapylmuTenedl u
3JIOYMBIIIJIEHHUKOB B CUCTEME.

410 HexkoMNeTeHTHBIN MOJIB30BATENb — COTPYAHUK YUPEKICHUS HCIIONb3YIOLIHI
TOJIBKO IUTaTHBIE CPEACTBA,, KOTOPBIM MOXKET HPEeANPUHUMATh IOMNBITKH BBINOIHEHUS



3alpeIIeHHBIX JCUCTBUN, JOCTynma K 3allUIlaeMbiM OO0BEKTOB HMH(POPMAIIMOHHON
0€30MacHOCTH YUpexACHHUS C MPEBBIIICHUEM CBOMX MOJTHOMOYMMA, BBOJIAa HEKOPPEKTHBIX
JAaHHBIX, HAPYIIIEHUS TTPABWII U PETIAMEHTOB paboThl ¢ MH(pOpMaIIMel u T.1.

411 Jlrobutenbs — COTPYIHUK YUpPEKIACHHS, MbITAIONIMIICS HAapyUIUTh CHUCTEMY
3alUThl 0€3 KOPHICTHBIX IEJeH MM 3JI0T0 YMbIcHA. [[J1s Mpeo1oieHnust CUCTEMBI 3alUThI U
COBEpILECHUS 3alpPEIICHHBIX JEUCTBUH OH MOXET MCIOJIb30BaTh PA3JIUYHBIE METOJbI
MOJIYYEHUS TOTIOJHUTEIbHBIX MOJHOMOYHM 10CTYyNa K pecypcam, HEJJOCTaTKU B IOCTPOCHUE
CHUCTEMbI 3allUThl M JOCTYMHBIE €My INTaTHbIE cpeacTtBa. [IoMHMO 3TOro OH MOXKET
MOMBITATHCS.  UCIIONB30BAaTh  JIOMOJIHUTENIbHBIC  HEIITATHbIE WHCTPYMEHTAJIbHBIE U
TEXHOJOTUYECKHE MPOrpPaMMHBIE CPEJICTBA, CAaMOCTOSITENIbHO pa3paboTaHHBbIE MPOTrpaMMBI
WJIU CTaHAAapTHbBIE JOMOJHUTEIbHBIE TEXHUUECKHE CPEJICTBA.

4,12 BHyTpeHHUH 3JOYMBIIUICHHHUK — COTPYIHHUK YUpEeXKICHHS, ICHCTBYIOIIUN
[eJICHAMPaBIEHHO U3 KOPBICTHBIX UHTEPECOB. MOXKET HCIOIb30BaTh BECh HAOOP METOJIOB U
CPEICTB B3JIOMA CHUCTEMBI 3allMThI, BKIIOUAsl ar€eHTypHbIE METObl, TACCUBHBIE CPEJICTBA,
METOJIbI M CPEACTBAa AKTUBHOTO BO3JECHCTBHUSA, a TaKKE KOMOWHAIIMHM BO3JICUCTBHIA, Kak
W3HYTPH, TaK U U3BHE YUPEKICHUSI.

413 BHemHW  3JIOYMBIIUIEHHUK — TOCTOPOHHEE JIMIO, JEHCTBYIOIIEE
IIEJICHANPABIIEHHO W3 KOPBICTHBIX HHTEPECOB. MOXKET HCIOIB30BaTh BECh HAOOP METOJIOB U
CPEICTB B3JIOMa CHCTEMBI 3alllMThI, BKIIOYAsl areHTYpPHbIE METObI, TACCUBHBIE CPEJICTBA,
METOJIbl M CpEACTBAa aKTUBHOI'O BO3JICHCTBUA, a TakKe KOMOHMHAIIMM BO3JCUCTBHI, Kak
W3HYTPH, TaK U U3BHE YUPEXKIACHUSI.

4.14 K BHYTpEHHUM HapyIIUTEJIEM MOTYT OBITb OTHECEHBI JIMIA U3 CJCAYIOIIHNX
KaTerOpui COTPYAHUKOB Y UPEKICHUSA:

- 3apeructpupoBanHbie noab3oaTenu ECKC Yupexnenus

- Corpyanuku  YUpexaeHHs, HE  SABJSIIOIIMECS  3aperuCTPUPOBAHHBIMU
MOJIb30BaTeNsIMU U He aonyieHHble K pecypcam ECKC, HO umeromnye J0CTyI B 3aHUE U
MIOMEUICHHUS,

- Ilepconan, obecrnieuyuBarOUINii OOCITY)KUBAaHUE TEXHHUUYECKHUE CPENCTBAa OOBEKTOB
MH(OPMALIMOHHON 6€3011acCHOCTH Y UpeKICHUS.

- CrIenuaiucTel, 3a[CHCTBOBAHHBIE B COTPOBOXICHUU  MPOTPAMMHOTO
oOecIcueHusI,

4.15 BaemHuM HapYIIUTEIEM MOXKET OBITh JIUIIO U3 CISAYIONUX KATeTOPHIA:
- YBOJICHHBIEC COTPYIHUKHN YUPEKICHNUS,

- [IpencraButenu  OpraHu3anuii, B3aMMOJEHCTBYIOIINX I10 BOIIpOCaM
TEXHUUYECKOro obecrieyeHus: Y upexaeHus;



- IloceTurenu;

- UneHbl peCTyIHbIX OpraHu3alui;

- JIuna, cnyyaiino wim ymbinuieHHO npoHukimme B ECKC Yupexnenus u3 BHEIIHUX
TEJIEKOMMYHUKAIIMOHHBIX CETEH (XaKepsl).

5. OcHOBHbIe NPHHLOMIBI TOCTPOEHHUS] CHCTEMbl  MH(OPMANMOHHOMI
0€e30IacHOCTH Y4peKaeHHus
5.1 3aKOHHOCTb.

[Ipenmonaraer OCYyIIECTBIEHWE 3alIMTHBIX MEPONPHUATHI U Pa3pabOTKy CHCTEM
oezonacHocTH  MHGOpMaANMKM  YUPEXKAECHHS B COOTBETCTBUU C  JACHCTBYIOIIUM
3aKOHOJATEIbCTBOM B 00nacT HMHQOPMAIMOHHBIX TexHoyoruid. Bce monb3oBarenu
00BEKTOB HH()OPMATMOHHON 0€30MACHOCTH Y UpEKIEHUS JOJKHBI UMETh IIPEJCTABIEHUE 00
OTBETCTBEHHOCTH 3a IMIPAaBOHApPYIIEHUS B 00JacTH HMHQPOPMALMOHHBIX TEXHOJOTHII.
Peanu3zanus paHHOro mnpUHIMIA HEOOXOAMMAa IS 3alUThl WMEHHM U PEeryTaluu
Yupexnenus

5.2  CHCTEeMHOCTb.

[Ipennonaraer y4et BceX B3aMMOCBA3aHHBIX, B3aUMOICHCTBYIOIIUX U H3MEHSIIOIUXCS
BO BPEMEHHU DJIEMEHTOB, YCIOBHUH M (PAKTOPOB, 3HAYMMBIX U MOHMMAHUS U PEHICHUS
npoOjemMbl  obecrieueHusi 0Oe3omacHOCTH OOBEKTOB HWH(POpPMAIMOHHON 0€30MacHOCTH
VYupexnaenus. Ilpu co3naHuM cucTeMbl 3alUThl JOJDKHBI YUUTBHIBATBCS BCE Cialble U
Haubosiee ysa3BUMBIE MecTa OOBEKTOB HMH(DOPMALMOHHOM O€30macHOCTH _ YUpexkIeHUs.
CucTema 3aIIUTHI I0OJDKHA CTPOUTHCS C YUETOM BCEX M3BECTHBIX KAaHAJIOB MPOHUKHOBEHUS U
HECAHKIIMOHUPOBAHHOTO JOCTyNa K HH()OPMALMK M C YYETOM BO3MOKHOCTH TMOSIBICHUS
NPUHLMIHAIBHO HOBBIX ITyTeH peanu3anuu yrpo3 0€30nacHOCTH.

5.3  KowmmereHTHOCTb.

[IpennonaraeT mnpUMEHEHHE pPA3HOPOAHBIX CPEACTB 3aIIUTHI TP MOCTPOCHHUH
LEJIOCTHOW CHCTEMBI 3alllMThI, IEPEKPHIBAIOIIEH BCE 3HAUMMbIE KaHAJIbl peaju3aluu yrpo3 u
HE cojepxalled ci1adblX MECT Ha CThIKaX €€ OTJEJIbHbIX KOMIIOHEHTOB. 3allluTa JO0JKHA
CTPOMUTHCS IETOHUPOBAHO.

5.4  HenpepblBHOCTb U LIEIOCTHOCTb 3ALUTHI.

OTO mpouecc, OCYIIECTBISIEMbIl pyKOBOACTBOM YupexzaeHus, Otneiaom u
COTPYIAHMKAMH CTPYKTYPHBIX MOAPA3IEICHUN, KOTOPbII JODKEH MOCTOSHHO MATH Ha BCEX
YPOBHSX BHYTpU YupexzacHus. Kaxaplil COTpYIHUK YUpEKICHUS NOJDKEH NTPUHUMATHCS
ydyactueé B 3TOM 1mpouecce. JlesTenbHOCT, 1O o0ecnedeHur0 HH(OPMALMOHHOM
0€30I1aCHOCTH SIBJIIETCS] COCTABHON YaCThIO NOBCEIHEBHOM JESITEILHOCTH Y UPEKACHUS.

5.5  CBOEBPEMEHHOCTb.

Hocut ynpexnaromuii xapaktep Mep obecrnedeHuss 0e30macHOCTH HHOOpPMAaIUU.
Pa3zpaboTka cuCTeMbI 3alUTHl JOKHA BECTUCH MapalieNbHO C Pa3padOTKON U pa3BUTHEM
caMOf 3allUIIAaeMOM CHUCTEMBI. JTO TO3BOJUT Y4YECThb TpeOOBaHUS 0€30MaCHOCTH MpPHU
OPOCKTUPOBAHUM apPXUTEKTYphl M, B KOHEYHOM CcdYeTe, co3/laTh Oosiee 3PQPeKTUBHBIC
CUCTEMBI, 00JIa1af0Tie JOCTATOYHBIMU KOMITETEHITUSIMHU.



5.6  IIpeeMCTBEHHOCTb U COBEPILIEHCTBOBAHMUE.

[IpennonaraeT MOCTOSHHOE COBEPIICHCTBOBAaHME MEpP U  CPEACTB  3allUThl
uHpOpMaIlMM Ha OCHOBE MPEEeMCTBEHHOCTH OPraHU3AI[MOHHBIX M TEXHUYECKHX PELICHHH,
KaapoOBOTO  COCTaBa, aHaiu3a  (PyHKIMOHUPOBAHUS  OOBEKTOB  HMH(GOPMAIIMOHHON
0e30macHOCTH YUpeKIeHUST W CHUCTEMBbI €€ 3allUThl C Y4E€TOM H3MEHEHHH B METOAax W
CpeaCTBax mepexBaTa MHPOPMANUK, HOPMATHBHBIX TPEOOBAHUI MO 3aIIUTE, TOCTUTHYTOTO
OTEYECTBEHHOTO U 3apYOCIKHOTO OMBITA B 00JIACTH WH()OPMAITMOHHBIX TEXHOJIOTH.

5.7  Pa3ymHas 10oCTaTO4HOCTb.

[Ipennmonaraer COOTBETCTBHE YpOBHA 3aTpaT Ha oOecriedeHue Oe30MacHOCTH
uH(pOpMaMM K BETUYMHE BO3MOXKHOTrO yiiepba. Co3maTh aOCONIOTHO HEMPEOIOTHMYIO
CHUCTEMYy 3alllUThl MPHUHIWIUAIGHO HEBO3MOXHO. Iloka wH(poOpMamus HaXOaUTCS B
oOpamieHny, TPUHUMAEMBIE MEphl MOTYT TOJBKO CHH3UTh BEPOSATHOCTh HETATHBHBIX
BO3/CHCTBUI, HO HE MCKIIIOUYUTh WX TOJHOCTHIO. [Ipr JOCTAaTOYHOM KOJMYECTBE BPEMEHU U
CPEICTB — BO3MOXKHO, ITPEOA0NETH J1t00YyI0 3amuTy. [loaTOMy nMeeT cMbIici paccMaTpuBaTh
HEKOTOPBIN PUEMIIEMbIN YPOBEHb 00ecriedeHus1 0€30MacCHOCTH.

5.8  IlepconanbHasi OTBETCTBEHHOCTb.

[IpennmonaraeT BO3JIOKEHHE OTBETCTBEHHOCTH 3a o0ecreueHue 0e30macHOCTH
uHbOpPMAIIMM M CHCTEMBI €€ 00pabOTKM Ha KaXKIOro COTPYIHUKAa B TpeAenax ero
MOJTHOMOUYWH. B COOTBETCTBHM C STUM NPHHIUIIOM pPACIpelleieHue MpaB U 00sS3aHHOCTEH
COTPYAHHKOB CTPOUTHCS TakuM 0Opa3oM, 4TOOBl B ciydae JIFOOOT0 HApYIICHHS KpPYT
BUHOBHHMKOB OBLJT Y€TKO U3BECTEH WJIM CBEIEH K MUHUMYMY.

5.9 OnruMu3ams HOJIHOMOYHHA.

[IpennonaraeT mpemocTaBieHUE IOJB30BATEISIM ONTUMAIBHBIX TpaB JOCTyIa B
COOTBETCTBUU €O CIIy>)KeOHOH HeoOxoaumocThio. JlocTynm K UHGpOpMaLuu JOJKEH
IPEJOCTaBIATHCA TOJIBKO B TOM Cilydae U o0beMe, KOTJa 3TO He0OXO0AUMO COTPYIHUKY IS
BBITIOJTHEHUS €T0 TOJHKHOCTHBIX 00S3aHHOCTEH.

5.10 MHckimodeHre KOHMIMKTAa HHTEPECOB.

[Ipenmonaraer dYeTkoe paszjaelieHue OOS3aHHOCTEH COTPYJHUKOB W HCKITIOYCHHE
CUTyallui, Korjga cdepa OTBETCTBEHHOCTH COTPYIHUKOB JIOMMYCKAET KOH(MIMKT MHTEPECOB.
Cdepsr moTEeHIIMATBHBIX KOH(MIUKTOB JOJKHBI BBISIBISITBCS, MHUHHUMH3UPOBATHCS, W
HaxOJIUThCS TOJ] CTPOTMM HE3aBHCHUMBIM KOHTposieM. Peanuzaius JaHHOTO MpPUHIIMIA
MIPEIoaraeT, YTO He OJIMH COTPYAHUK HE JAOJIKEH UMETh MOJHOMOYHUM, TO3BOJISIIOIINX EMY
€AMHOJINYHO OCYIIECTBIISATh BHIMOIHEHNE KPUTUYHBIX ONEpaIUi.

5.11 BzauMopeicTBHUE U COTPYIHUYESCTBO.

[Ipeanonaraer co3mpanue OIaronpusaTHON aTMoc(epsl B KOJJIEKTUBAX CTPYKTYPHBIX
nojpazfeneHnii. B Takoii 00CTaHOBKE COTPYOHUKH JIOJDKHBI OCO3HAHHO COOJIOJAThH
YCTaHOBJIEHHBIE MpaBUja U OKa3biBaTh conerictBue Otaeny. Bee cotpyanuku YupexaeHus
JOJKHBI IOHUMATh CBOIO POJIb B IIpolecce odecrieyeHus: nH(OpMalnoHHOW 0€30MacCHOCTH U
MIPUHUMATh B 3TOM y4acTHE B 3TOM IPOILIECCE.

5.12 T'uOKOCTb CUCTEMBI 3AIUTHI.
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[Ipennonaraer  crmocoOHOCT,  cUCTeMbl — oOecredeHus  MHGPOPMALIMOHHOMN
0€30MaCHOCTH pearupoBaTh Ha M3MEHEHHs BHEUIHEH Cpeibl M yCIOBUM OCYILIECTBICHUS
VYupexaeHus: CBOEH AeATEIbHOCTH.

5.13 [IIpocroTa mpuMEeHEHUs CPEIICTB 3AMIUTHI.

[IpeanonaraeT UHTYUTUBHO MOHATHBIE W MPOCTHIE B UCHOJIb30BAHUM MEXAHU3MBI U
MeTOJIbl 3aIuThl. [IpuMeHeHre cpecTB U METOA0B 3alIUThl HE JOHKHO OBITh CBSI3aHO CO
3HaHUEM CIEUUATbHBIX SA3bIKOB WJIM C BBIIIOJHEHUEM JIEHCTBUMN, TPEOYIOUIUX 3HAUYUTEIbHBIX
JIONIOJIHUTENIbHBIX TPYA03aTpaT MpH OOBIYHON paboTe 3aperucTpUpOBaHHBIX MOJIb30BaTENCH,
a TaKk)Ke He JOJDKHO TpeOOoBaTh OT IOJb30BATENS BBINOJHEHHS] PYTUHHBIX MajOMOHSTHBIX
EMY ONepaluu.

5.14 OOOCHOBaHHOCTbH M TEXHUYECKAs PEaTU3yeMOCTb.

[Ipennonaraer peanu3anui0 Ha COBPEMEHHOM YPOBHE pa3BUTUS HAyKHM U TEXHUKH
UH(POPMALIMOHHBIX TEXHOJOTUI, TEXHUYECKUX U MIPOrPAaMMHBIX CPE/CTB, a TAKXKE CPEJACTB U
Mep 3alIMUThl THPOPMALIUU.

5.15 Croenmanuzamnus v mpoQecCHOHATN3M.

[Ipennonaraer mpuBieYeHHE K pa3pabOTKE CPENCTB M pEaTH3alUdd MEp 3allUThI
uHGOpPMAIMH CIIEIUAIM3UPOBAHHBIX OPTaHU3AlNHN, JIMIIEH3NPOBAHHBIX HA OCYIIECTBIICHHE
NESTENIbHOCTU IO 00€CleueHu0 0e30MacHOCTH MH(POPMALMOHHBIX PECYpCOB, MMEIOIINUX
IPAaKTUYECKUH ONBIT PabOThI U FOCYAAPCTBEHHYIO JIMLEH3MIO HA MIPABO OKAa3aHMs YCIyr B
3Tol oOnactu. Peanusanus agMUHUCTPATHBHBIX MEp M JKCIUIyaTallusi CPEACTB 3alllUThl
JIOJDKHA OCYIIECTBIATHCSA MPO(ECCHOHATBHO MMOATOTOBICHHBIMH CIICIIUAIMCTAMHU
Yupexaenus

5.16 O06s3aTeNBHOCTh KOHTPOJIS.

[Ipennonaraer 00543aTeILHOCTE U CBOEBPEMEHHOCTb BBISBICHUS M IPECEUYEHUs
MOTBITOK HApYIIEHUS] YCTaHOBJICHHBIX MpaBWi, oOecreueHus: 0e30MacHOCTH WH(pOpMAaIHH,
Ha OCHOBE HCIONB3YEeMBIX CHCTEM H CpeACTB 3ammThl uHpopmanuu. KouTpons 3a
NEeSITENbHOCTh JH000r0 MOJIb30BATENSI, KaXA0r0 CPEACTBA 3alIUThl U B OTHOLIEHUHU JIHOOOTO
00BEKTa 3alUThl JOJKEH OCYILECTBIISIThCS HA OCHOBE NMPUMEHEHUS CPEACTB ONEPAaTUBHOIO
KOHTPOJII M PErucTpaluyd U JOJDKEH OXBaThlBaTh KaK HECAHKLMOHHUPOBAaHHBbIE, TaK H
CaHKLMOHHUPOBaHHbIE JEWCTBUs moJb30oBaTeneil. Bmecre ¢ teM, 3ddexTuBHas cucrema
oOecrieueHuss MHGOPMAIMOHHONW  O€30macHOCTH  TpeOyeT Halu4yusl aJeKBAaTHOW H
BCEOOBEMITIONIEH MH(POPMALIMU O TEKYILIEM COCTOSHUU MPOIIECCOB, CBSI3aHHBIX C TBUKCHUEM
MH(OpMallUM U CBEIECHUN O COONIOJCHHM YCTAHOBJIEHHBIX HOPMAaTHBHBIX TpeOOBaHMil, a
TaKe JTOMOJIHUTENIbHON NH(pOpMaIuK, UMEIOLIEH OTHOIIEHNE K IPUHATHIO PELICHUH.

5.17 Hepocratku cuctembl obOecriedeHHss UHGOPMALMOHHOW 0€30MacHOCTH,
BBISIBJICHHBIE COTPYJHUKAMU Y UPEXACHUS WIH OTJeJIa JOKHBI HEMEJIEHHO JOBOAUTHCS 10
CBEICHUS PYKOBOJUTENEH COOTBETCTBYIOIIETO Y UPEXKIEHUS U ONIEPATUBHO YCTPAHATHCS.

6. Mepbl, MeTOBI U cpPeICTBA 00ecnieYeHUs1 TPedyeMoro ypoBHs
3aIMIEeHHOCTH MHGOPMALIMOHHBIX PecypcoB.
[Ipenmnonaraercs, 4TO HECAHKIIMOHUPOBAHHBIN TOCTYN Ha OOBEKTHI HHPOPMALIMOHHON
0€301acHOCTH MOCTOPOHHUX JIULl UCKITI0UaeTCs MepaMu (PU3NYECKON 3alUTHI.
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6.1 Bce Mepnl obecrieuenus 0Oe30macHOCTH WHGOPMAIMOHHOW CHUCTEMBI

VYupexaeHuss noApas3aeistoTcs Ha CIeAYIOUINE BUADL:

- IPaBOBBIE;

- MOPAJIbHO — ITUYECKHUE;

- TEXHOJIOTUIECKHE;

- OpraHU3aIHOHHbIC;

- uznueckue;

- TEXHUYCCKHUE.

6.2 IlIpaBoBsie.

K mamHOMY BHIy Mep 3allUThl OTHOCSATCS JICWCTBYIONIME 3aKOHBI, YKas3bl,
HOPMATHUBHBIE AaKThl, COTJIANICHHS, pETJaMEHTUPYIONINE TpaBujia OOpamieHus ¢
uH(popMalMen, 3aKperuidionike MpaBa M OO0S3aHHOCTH YYAaCTHUKOB HH(DOPMAIIMOHHBIX
B3aUMMOJICHCTBUI B Mpolecce 00pabOTKU U MCIOJIb30BAaHUM, a TAKXKE YCTaHABIMBAIOIINE
OTBETCTBEHHOCTH 33 HAPYIICHUS ITHX MPABUIIL.

JlaHHbIe MepBI HOCSAT B OCHOBHOM YIPEKIAIOUIUE XapaKTep U TPeOYIOT MOCTOSHHON
Pa3bICHUTEIBHON pabOTHI C MOJIb30BATEISIMH.

6.3  MopanbHO — 3TUYECKHE.

K nanrOMy BUIy Mep 3alTUTBI OTHOCSTCS HOPMBI TTOBEJICHUS, KOTOPhIE TPAJAUIIHOHHO
CJIOXWJIUCH WJTU CKJIQJIBIBAIOTCS 110 MEpPE pacrpocTpaHeHus: HHHOPMAIIMOHHBIX TEXHOJIOTHIA
B OOLIECTBE.

JlanHble Mepbl OOJbIIEH YacThbl0 HE SIBIAIOTCS OO0S3aTENbHBIMH, OIHAKO, WX
HEecOOJII0IEHUE MOXKET MPUBECTU K CEPbE3HBIM MOTEPSM HUH(OPMAIIMH U HETIPEICKa3yeMbIM
HOCTIEICTBUSIM.

6.4  TexHOJOrMYecKHe.

K nmanHomy By Mep 3allIUTHI OTHOCSITCSL PA3HOTO PO/ia TEXHOJIOTUYECKHUE PEIICHUS U
NpUEMbl, HANpaBIIEHHbIE HAa YMEHBIICHHE BO3MOXXHOCTH COBEPIIEHUS COTPYJHUKAMHU
YupexaeHus ormrO0K U HapYIICHUH B paMKaX MPEIOCTABICHHBIX UM ITPaB ¥ TIOJTHOMOYHIA.

6.5  OpranuzanroHHbIE.

K namHOMYy Buay Mep 3amIuTBl OTHOCSTCS MEpPHl OpPraHU3AIOHHOTO XapakTepa,
perIaMeHTUPYIOIINE TPOoIecchl  (QYHKIIMOHUPOBAHUS CUCTEMBI OOpaOOTKH JaHHBIX,
HCIOJIb30BAHKE €€ PECYPCOB, AEATEIHHOCTh 00CTYKHUBAIOIIETO MEPCOHANIA, a TAKXKE MOPSII0K
B3aMMO/JICHCTBUS TMOJIb30BaTeNIed C CHCTEMOM TakKUM 00pa3oM, 4TOObl B HaMOOJbIICH
CTETNEHU 3aTPYAHUTH WM UCKIIOYUTH BO3MOXKHOCTh peaji3aluu yrpo3 6€30macHOCTH.

['maBHOW 1enpl0  OpPraHU3allMOHHBIX MEp, NPEANPUHUMACMBIX Ha  BBICIIEM
yIPaBICHYECKOM ypOBHE — Cc(HOpMHUpPOBaTH TOJIMTUKY B O0JacTH oOecredeHus
Oe3omacHOCTH WHGOpPMAIMM M OOECHEYNUTh €€ BBIIOJHEHHNE, BBIACIAS HEOOXOIUMBIC
TEXHUYECKHE, (PMHAHCOBBIC U YEJIOBEUECKHE PECYPCHI, a TaK K€ MOCTOSIHHO KOHTPOJUPYS
COCTOSIHUE JIEIL.

6.6  VYpoBHM MOAUTHKH oOecrieueHust 6€30macHOCTH HH(GOPMAIIHH.

[Tonmutuka B oOjactu obOecrnieueHusi Oe3omacHOCTH WHGOpPMALMKM B YUpeKIACHUS
pa3/iesieHa Ha JBa ypOBHSI:

- BEpXHUU;
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- HKHUU.

K BepxHeMy ypoBHIO MOJUTHKHU obecrieueHust 6€30MacHOCTH MHGOPMAIIUK OTHOCATCS
peleHus] PyKOBOJCTBA, 3aTparuBaroliye AesITeIbHOCTh YUpeKIeHus B ueinoM. Ha nannom
YPOBHE UETKO ompeneisieTcs cdepa BIUSHHE W OTPAHUYCHUS MPH ONpPEICIICHUHU IeNei
Oe3omacHOCTH HMH(OPMAIUH, OMPEACISIOTCS PECYPCHI, C MOMOIIBI0 KOTOPBIX OHH OYAyT
JNOCTUTHYTH. HaxomuTcs KoMmpomucce MeEXIy MpHEeMIIEMbIM YpPOBHEM O€30MacHOCTH H
(yHKIIMOHAJIBHOCTBIO.

Ha HmxHeMm ypoBHe mNOMUTHKM oOecnedeHHuss Oe30MmacHOCTH  MH(pOpMaLuu
OTIpeNIEISIIOTCS MPOLEAYPhI U IpaBUila JOCTHXKEHUS IeNieil U pelieHnit 3a1a4 6e30macHoCTr
MH(pOpMaLIUH.

6.7 Hoctyn monb3oBarene Kk pabore ¢ oObekTamMH HHGOPMAIMOHHON
Oe3omacHOCTH YUpeXJIeHUs W JOCTyl K HX pecypcaMm JAODKeH OBITh  CTPOro
perinameHTupoBaH. JIt0Oble M3MEHEHHsS COCTaBa W TOJHOMOYHHA IOJIb30BATENICH TOJKHBI
MPOM3BOUTHCS YCTAHOBJICHHBIM TOPSJAKOM, COTJIACHO perjaMeHTa MPeI0oCTaBICHUS
JOCTYIIA MOJIb30BaTENeH.

6.8 Bce corpynHuku VYupexJIeHus, 3aperuCTpUpOBaHHBIE KaK JeralbHbIE
nonb3oBatenu ECKC VYupexaeHus IOMKHBI HECTH NEPCOHAJIbHYIO OTBETCTBEHHOCTH 3a
HapyIlIEHUs YCTAHOBJEHHOIO MOpsAAKa oO0paboTKM HH(POpPMALKK, MpaBWJI XpaHEHU,
UCIOJBb30BaHMS U TEpe/laud, HAXOAAIIUXCA B UX PACHOPSDKEHUHU 3alUIIAEMBIX PECypPCOB
CHCTEMBI.

6.9 Iloanexamue 3auIUTe PECypChl CUCTEMBI MOJIEKAT CTPOIOMY YUETY.

6.10 Bce Heucnonp3yemMble B paboTe YCTpOICTBa BBOAA — BbIBOJA WH(OPMAINH Ha
pabouux MecTax COTPYIHHUKOB, paboTaromux ¢ KOHGUISHIMAIBHOW HWH(pOpMaLUEH,
JOJDKHBI OBITH 10 BO3MOXXHOCTH OTKJIFOUEHBI, HE HYXXHBIC /IS pabOThl TpPOTpaMMHEIE
CpEeICTBAa U JaHHBIE C AUCKOB TaKXe JIOJDKHBI OBITh y/1aJ€eHBI.

6.11 B koMmoHeHTaX 0OBEKTOB MH(POPMAIMOHHOM 0€30MacHOCTU YUpexKIACHUS U
Ha pabouyux MecTax IMOJb30BaTelIe JOJKHBI YCTAHABIMUBATHCS U MCIOJIB30BATHCS TOJIBKO
JIMIICH3UOHHBIE TNPOrPaMMHBIE  CPEJACTBA, MPOIICAIINE AHTUBUPYCHYIO  IPOBEPKY.
Hcnonp30BaHue IpOrpaMMHOI0 00€CII€UeH s, HE MPOILEIIEr0 IPOBEPKY U HE YYTEHHOTO B
VYupexienusi, 10JKHO OBITh 3aIpeIieHo.

6.12 Ilomp3oBaTenu OOBEKTOB HMH(POPMAIMOHHONW O€30MacHOCTH  YUpexaAeHUs
JOJKHBI OBITh O3HAKOMJIEHBI CO CBOMM YPOBHEM IMOJIHOMOYHH, a TaKKe€ OpraHu3alluOHHON —
pacmopsAIUTENIbHOM, HOPMATUBHOM, TEXHMYECKOW W HSKCIUTYyaTAallMOHHON JTOKYMEHTAaIlUEH,
orpezessonel TpeOoBaHus U MOPAI0K 00paboTKK HH(GOpMALIUU B Y UPEKICHUU.

6.13 [lns HemocpencTBEeHHOM opraHuzanuu ¥ 3G(OEKTUBHOTO (PYHKIIMOHUPOBAHUS
cuctemMbl oOecrieueHus: WHGOPMALMOHHONW O€30MacHOCTH, MCKIIOYAIOEH BO3MOXKHBIE
KOH(JIUKTHI MHTEPECOB, B YUPEKICHUHU 1IEIECOO00pa3HO BBECTH CEKTOp IO obecreueHue
MH(OPMAIIMOHHOW 0€30IaCHOCTH, C YTBEP)KJICHHEM HEO0OXOIUMOM IITATHOW YUCICHHOCTH
CTEIHMATNCTOB, U BO3JI0)KCHUEM Ha HUX COOTBETCTBYIOIUX (DYHKIMH 1 3a/1a4.

6.14 Jlroboe Tpyboe  HapylieHWe TOpsAKa W TPaBWI  TOJH30BAHUS
WH(POPMAIIMOHHBIMU pecypcamMi  YUpexACHHs IODKHO paccieaoBaThesi. K BHHOBHBIM
MPUMEHSTHCS aJICKBaTHBIE MEPHI BO3ICHCTBUSI.
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6.15 Jlns peanu3zanuu MPUHIUIA IEPCOHATBLHON OTBETCTBEHHOCTH TMOJIb30BaTENCH
3a CBOM JIEUCTBUSI HEOOXOAUMBI:

- HWunuBunyanvHas uWASHTU(UKALMS TOJb30BATENe M WHUIMHUPOBAHHBIX UM

IIPOLIECCOB;

- IIpoBepka MOJJIMHHOCTH MOJIB30BATENEN HA OCHOBE NAPOJIEH, KIIFOUEH Ha
Pa3JIMYHON OCHOBE U T.J.;

- Peakmus Ha MOMBITKE HECAHKIIMOHUPOBAHHOTO JIOCTYMA (CUTHAIH3AIIHS,
OJIOKMPOBKA U T.J.)

6.16 Jns  obOecreuenus  wHPOPMAIMOHHOW  O€30MacHOCTH  YUPEXKICHHUS
UCTIONB3YIOTCS CIECAYIONINE CPEACTBA 3aIUTHI:

- puznueckue;

- TEXHUYECKHE;

- CpeACTBa UACHTU(UKAIIMY U ayTeHTU(DUKAIINH MTOJIb30BaTeIeH;

- CpPeICTBa pa3rpaHUYCHHUs JOCTYIA;

- CpeIcTBa 0OecriedeH st KOHTPOJIS M 11eJIOCTHOCTH;

- CpeJICTBA ONEPATUBHOI'O KOHTPOJISI M PETUCTPALIMK COOBITHI 0€30MacHOCTH,

- Kpunrorpaduyeckue cpesicTBa.

6.17 TexHuueckue Mephl 3aIUTHI.

OcCHOBaHBI Ha UCTIOIB30BAHUH PA3JINYHBIX DJIEKTPOHHBIX YCTPOUCTB M CHEIIHMATBHBIX
IPOTrpaMM U BBIMOJHAIOMUX ()YHKIUHU 3aIIUTHI.

6.18 cpencTBa pasrpaHUYCHHS TOCTYIA

B nemsix nmpeporBpamienust paboTel ¢ 00beKTaMu MH(OPMALMOHHOW O€30MacCHOCTH
YapexaeHus TOCTOPOHHUX JIMI, HEOOXOIUMO 00ECTIeYUTh BO3MOXKHOCTh pPACcIiO3HABAHUS
KaX/10T'0 JIEraJIbHOT'O TI0JIb30BaTEIs.

6.19 cpencrBa naeHTUGUKALMY U ayTeHTU(DHUKAIIMU TIOJIb30BaTENeH

30HbI OTBETCTBEHHOCTHM U 3a/layd KOHKPETHBIX TEXHUYECKUX CPEICTB 3alUTHI
YCTAHABJIMBAIOTCS MCXOAS M3 HMX BO3MOXKHOCTEH M OKCIUTYaTallMOHHBIX XapaKTEPUCTHK,
OTMMCAaHHBIX B TOKyMEHTAIINH Ha TaHHBIC CPEICTBA.

6.20 CpexactBa obecnieueHus IEIIOCTHOCTH

CpencrBa o0ecriedeHus HEIOCTHOCTH BKJIIOYAIOT B CBOM COCTaB CPENICTBA PE3EPBHOTO
KONMPOBAHMS, NPOTPAMMBI AHTUBHPYCHOW  3alIUTHI, MPOrPaMMBI  BOCCTAHOBJICHUS
L[EJIOCTHOCTHU ONepallMOHHON cpeibl U 0a3 TaHHBIX.

6.21 cpencTBa OnepaTUBHOIO KOHTPOJIS U PETUCTPAIIMHN COOBITHI O€30MaCHOCTH

CpencTBa KOHTPOJSI LEIOCTHOCTH HH(POPMALMOHHBIX OOBEKTOB HH()OPMAIIMOHHOM
Oe3omacHOCTH  YUpeXACHHUS TMpeIHa3HAYeHbl JJIsI CBOEBPEMEHHOTO OOHapy>KEHUS
MoIU(UKAIMKM WM HMCKaXEeHUs pecypcoB cucteMbl. OHM TMO3BOJSIOT 00ecleurnBaTh
NPAaBMWIBHOCTh (PYHKIIMOHUPOBAHUS CHCTEMBI 3alllUTHl MU IEJIOCTHOCTh XPaHUMOH U
oOpabaTtbIiBaeMoil HHpOpMAIUH.

CpenctBa OOBEKTHBHOTO KOHTPOJIS JOJDKHBI oOecnednBaTh OOHApy)KEHUE U
pErucTpanuIo Bcex COOBITHI, KOTOPbIE MOT'YT NOBJIEYB 32 c0O0M Hapymenue Konuenuuu b
Y TIPUBECTH K BOSHUKHOBEHUIO KPU3UCHBIX CUTYAITHH.
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[Ipu peructpanuu coObITHI 0€30MaCHOCTH B JKypHaje IOJDKHA (PUKCHPOBATHCS
cieayroiasi iHGopmaus:

- IaTa ¥ BpeMs COOBITHS,

- UACHTU(UKATOP CYOBEKTA, OCYIIECTBISIIOIINNA PETUCTPUPYEMOE IEHCTBUE;

- ICHCTBHE.

6.22 Kpunrorpadpuieckue cpeacTsa.

Bce cpencrBa kpunrtorpadudeckoii 3amuTel HHGOPMAIUU B YUPEKACHUS JOKHBI
CTPOUTHCS HA OCHOBE 0a3MCHOTO KPUNTOTPaPHUUECKOro SApa, MPOIIEAINIEr0 BCECTOPOHHUE
WCCIICZIOBAHUS CIICIIHATU3NPOBAHHBIMU OPTraHU3aIUSIMHU.

6.23 VYmopaBnenue  cucremoir  obecriedeHuss ~— 0e30macHOCTH  MH(POpPMANUN
MPEICTAaBIIsIET COOOM  IIeTICHANpaBICHHOE BO3JECHCTBHE HA KOMIIOHEHTHI CHCTEMBI
obecrieueHus 0€30MACHOCTH C IETbI0 JOCTHKEHHSI TpPeOyeMBIX IOKa3zaTeled W HOPM
3alMIIEHHOCTH OOBEKTOB HH(OPMAIIMOHHON O€30MacHOCTH YUpEXKJEHUS B YCIOBHUSX
peanu3aluy OCHOBHBIX YTpo3 O€30MacHOCTH.

6.24 KonTtpomnb 3pHeKTUBHOCTH 3aIIUTHI

Kontpone »3¢dexktuBHOCTH 3amuThl WHOOPMAIIMM OCYIIECTBISETCS C  IEJbIO
CBOEBPEMEHHOT'O BBISBICHUSA M TPEAOTBpAlleHHus yrpo3 OesomacHoctd. KOHTpoab MoxkeT
MIPOM3BOIUTHCS KaK OTBETCTBEHHBIM COTPYAHHUKOM 3a HH()OPMALMOHHYIO 0€30ImacHOCTb
YupexacHus, Tak W TPUBJICKAEMBIMU JUISI OTOW IENH OpPraHU3AlMsIMH, WMEIOIIMU
JMIICH3HUIO Ha 3TOT BUJI ACSTEIHHOCTH.

7. IHopsinok yrBepaxkaeHus, BHECEHUS U3MEHEHHUI M JOMOJTHEH U

7.1  Hacrosimas [lonutuka b BcTynaer B 3aKOHHYIO CUITY C JIaThl YTBEPXKICHHUS.

7.2  VI3MeHeHMs M IOMONHEHUS B HACTOAUIYIO [loMMTHKY BHOCATCS IO MHUIIUATHBE
PYKOBOJCTBA YUpexACHUs, 3aMECTUTENS AUPEKTOPA

7.3  Ilepecmortp llomutuku Ub npousBoautcs He pexe 1 paza B ro.

7.4 B caywyae BCTYIUIEHHS OTHENbHBIX ITYHKTOB B IPOTUBOPEYME C HOBBIMHU
3aKOHOJIATeNIbHBIMH aKTaMH B cepe MHPOPMALMOHHBIX TEXHOJIOTUH - 3TH MyHKTHI JaHHON
KOHUEMUUU YTPAYMBAIOT IOPUIUYECKYIO CHIy [0 MOMEHTa BHECEHUS H3MEHEHUH B
Hacrosawmyto [lomutuky Ub.

7.5 TpeboBauus Ilomutnkn Wb Moryr pa3BuBaTbCsi IPYITMMH BHYTPEHHUMH
JOKYMEHTaMHU Y UpeKIeHUS, KOTOPbIE JOMOIHSAIOT U YTOUHSIOT €€.



