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NHOOPMALIMOHHAA MAMATKA
OnA OBYYHAIKOLLUUXCA AnA PASMELLEHUA
HA O®ULUNATIbHbIX UHTEPHET-PECYPCAX

C kaxgbIM rogomM MONoAEXM B MHTEPHETE CTAHOBUTLCH BOMbLUE, a LWUKOSNIbHUKU OHM U3 CaMbIX aKTUBHbIX
nons3oBartenen PyHeTta. Mexay Tem, NOMMMO OrpOMHOrO KONM4ecTBa BO3MOXHOCTEW, WHTEPHET HeceT U
npobnembl. 3Ta NamMATKa AOMMKHA NomMoYb Tebe 6e3onacHO HaXoaNTbLCS B CETU.

KomnbtoTepHbie BUpYyChbl

KomMnblOTEPHBIN BUPYC - 9TO Pa3HOBMAHOCTb KOMMbIOTEPHLIX NPOrpaMm, OTNIMYNTENBHON OCOBEHHOCTLIO
KOTOpOW SIBNSIETCA CMOCOOHOCTb K pasMHOXeHWo. B gononHeHwe K 3TOMy, BMPYCbl MOFYT MOBPEeAWTb WM
MOMTHOCTBIO YHUYTOXWTb BCe pannbl U AaHHble, MOAKOHTPOIbHbIE MOMb30BATEN, OT UMEHM KOTOPOro Obina
3anylieHa 3apaXeHHasl nporpamMma, a Takke MoBpeauTb UMM OaXe YHUYTOXWTb OMNepaumMOHHYH CUCTEMY CO
BCeMU pavinamu B LienoM. B 6onbLUMHCTBE CryvyaeB pacnpoCTPaHSIOTCH BUPYChbl YEPE3 UHTEPHET.

MeTogb! 3aWuTbl OT BPEOOHOCHbIX nporpamMmm:

1. VMcnonb3yih COBpEMEHHbIE OMepauMOHHbIE CUCTEMbI, UMEILME Cepbe3HbI YpOBEHb 3aluTbl OT
BPEAOHOCHbIX MPOrpamm;

2. TloCcTOsAHHO yCTaHaBnNMBam nayvTu (LMGPOBbLIE 3annaTku, KOTOpble aBTOMaTUYECKU YCTaHaBMMBAKOTCA C
uenbto AopaboTku nporpamMmel) U Apyrne oGHOBMNEHUST CBOEN OnepauuoHHON cucTembl. CkaunBam MxX TOSMbKO C
oduuymnansHoro camta paspabotumka OC. Ecnn cyuwiectByeT pexum aBTOMaTU4ECKOro OBGHOBMEHMS, BKMOYU
€ero;

3. Pabotan Ha cBoem komMbloTEpPE MOA4 MpaBaMu MNofb3oBaTens, a He agMuHucTpatopa. OTO He
No3BONUT BOMbLUNHCTBY BPEAOHOCHbBIX MPOrpamMm MHCTaNIMpoBaTbCs Ha TBOEM NEPCOHANbHOM KOMMbIOTEPE;

4. Vicnonb3yi aHTUBUPYCHbIE NporpaMmHble NpoayKTbl U3BECTHbLIX NMPOU3BOAMUTENEN, C aBTOMaTUYECKUM
obHoBreHneM 6a3s;

5. OrpaHunyb usnyeckmin JOCTYN K KOMMbIOTEPY AN NOCTOPOHHUX N,

6. Ncnonb3yn BHelWHMe HocuTenu mHdopmalumu, Takue Kak cpneluka, guck unu ann u3s uHTepHeTa,
TONMbKO M3 NPOBEPEHHBIX UCTOYHMKOB;

7. He oTkpblBa KOMMbOTEPHbIE (hainbl, NONyyYeHHbIe U3 HEHaAEXHbIX UCTOYHUKOB. [laxe Te dhannsl,
KOTOpble npucnan TBOWM 3HaKOMbIN. Jlyylle yTOYHM Y Hero, OTNpaBnsan fiv oH Tebe ux.

Cetn WI-FI

Wi-Fi - 310 He BMA nepefayn OaHHbIX, HE TEXHOMOrMS, a Bcero nuwb OpeHa, mapka. Ewe B 1991 rogy
HugepnaHackas KomnaHus 3apernctpupoBana bpeHg "WECA", uyto obos3Havano crnosocodetaHue "Wireless
Fidelity", koTopbIi nepeBoanTCA Kak "decnpoBogHas TOYHOCTL".

[o Hawero BpemeHu powna gpyras abbpesBuaTtypa, KOTOpas sIBNSETCA TaKOW Xe TexHonornen. JTo
abbpesunatypa "Wi-Fi". Takoe Ha3BaHue ObINIO A4AHO C HAMEKOM Ha CTaHOApPT BbICLUEN 3BYKOBOW TexHMKKN Hi-Fi,
4YTO B NepeBoge 03HavaeT "BbiCOKast TOYHOCTL".

[a, 6ecnnaTHbI UHTEPHET-4OCTYN B Kade, OTeNsiX 1 asponopTax SABNAETCA OT/IMYHOW BO3MOXHOCTbIO
BbIXO4a B MWHTepHeT. Ho MHorme akcnepTbl cuuTalT, 4to obwepoctynHble Wi-Fi cetn He saBnswoTcs
6e3onacHbIMU.

CoBeTbl N0 6e3onacHocTn paboTbl B 06LenocTynHbix cetax Wi-fi:

1. He nepepaBait cBOW nu4Hyt uHdopmaumio 4vepes obuenoctynHele Wi-Fi cetn. Pabotas B Hux,
XenatenbHO He BBOAMTb Maponv AOCTYNa, FIOrMHbl U Kakne-To HOMepa;

2. Vicnonb3yh n OBHOBMAAN aHTMBMPYCHblE MporpaMmmbl U GpaHamayep. Tem cambiM Tbl 06Ge3onacullb
cebs OT 3akauku BMpYyca Ha TBOe YCTPOWCTBO;

3. MNpu ncnonb3oBaHmn Wi-Fi oTkntoun cyHkumo "O6wmn goctyn Kk davnam u npuHtepam”. JaHHas
dyHKUMSA 3aKpbiTa MO YMOJSYaHMIO, OOHAKO HEKOTOpble MNONb30BaTeENU akTUBMPYOT ee Ans ygobcTea
ncnonb3oBaHus B pabote nnn yuebe;



4. He wcnonb3yn nyonuuHbin WI-FI gns nepegayum nNUYHbIX LaHHbIX, HanpuMep Afs Bbixoda B
coumanbHble CETU UMK B SNEKTPOHHYIO MOYTY;

5. Ncnonb3yi Tonbko 3awuiieHHoe coeamHeHue Yepes HTTPS, a He HTTP, T.e. npu Habope BeG-aapeca
BBOAM MMeHHO "https://";

6. B mobunbHom TenedgoHe oTkmoun dyHkumio "TlogknioveHme k Wi-Fi aBTtomatmnyeckn”. He ponyckai
aBTOMaTUYECKOro noaknoyeHus yctponcrtaa k cetam Wi-Fi 6e3 TBoero cornacus.

CoumanbHble ceTu

COLI,I/IaJ'IbeIe CeTN aKTMBHO BXOOAT B Hally XXW3Hb, MHOrne noogn pa60Ta+0T N XKMBYT TaM NOCTOAHHO, a B
Facebook yxe 3apernctpmpoBaH munnuapg YenoBek, YTo ABNSETCA OOHON CceAbMOWN BCEX XUTeNen nnaHeThbl.
MHorve nonb3oBaTenu He NOHNUMALOT, YTO MHOPMaLMS, pa3MeLLEHHAs UMW B COLUMAnbHbIX CETSX, MOXET ObITb
Ha|7|,qua M ncnosrnb3oBaHa KeM yrogHo, B TOM 4Yucrne He obsizatenbHo ¢ 6narumu HaMepeHnamMun.

OcHOBHble COBEThI N0 6e30MacHOCTU B COLMArbHbIX CETAX:
1. OrpaHnyb CNNCOK apy3eit. Y Tebsi B Apy3bsiX HE AOIMKHO ObITb CryYalHbIX U HE3HAKOMbIX JIOAEN;

2. 3awman CBOK YacCTHYH XM3Hb. He ykasbiBan naponu, TenedoHbl, agpeca, AaTy TBOEro poXaeHus un
OPYryro NUYHY0 MHopMaumio. 3r0oyMbILLSIEHHMKN MOTYT UCMONb30BaTh AaXe MHAOPMaLUIo O TOM, Kak Tbl U
TBOW poanTENN NiaHMpyeTe NPOBECTU KaHWUKYIbI;

3. 3awmiai cBol penyTauuio - OepXU ee B YMCTOTe U 3adaBsaii cebe BOMpoc: xoTen 6bl Thl, YTOOLI
Apyrue nornb3oBaTeny BUAENN, YTO Tbl 3arpyxaelub? MNogymain, npexae Yem 4YTo-To onyGnukoBaTtb, HanMcaTb U
3arpyauTb;

4. Ecnun Tbl rOBOpULLb C NOAbMW, KOTOPbIX HE 3Haellb, He UCMOMb3yl CBOe pearibHoe WUMS U OpYryto
JINYHYI0 MHPOPMALMK: UMSI, MECTO XXUTENbCTBA, MECTO Y4ebbl 1 Npoyee;

5. N3beran pasmelleHuns cotorpacduii B VIHTEpHeTe, roe Tbl M300paxeH Ha MEeCTHOCTM, MO KOTOPOW
MO>XXHO OMNpeaennTb TBOE MECTOMOMNOXEHUE;

6. Mpu pernctpaummn B coumanbHON ceTn HeobxoanMoO UCMONb30BaTh CIIOXHbLIE NAPONKM, COCTosALWME U3
OYKB 1 LMP 1 C KONMYECTBOM 3HAKOB He MeHee 8;

7. Onsa counanbHON ceTu, NoYTbl U APYrMX CanToB HEOOGXOAMMO MCMoNnb3oBaTb pasHble naponu. Torga
ecnu Tebsi B3nomaroT, TO 3M0YMbILLIIEHHVKN NOMyYaT JOCTYN TOMbKO K OAHOMY MECTY, a He BO BCE Cpas3y.

OneKTpPOoHHbIe AeHbIN

ONEKTPOHHbIE [eHbMM - 3TO O4YeHb YOoOHLIA crnoco® nnaTtexel, OAHAaKO CYLLEeCTBYOT MOLLUEHHUKM,
KOTOpble XOTAT NOMY4YNTb 3TU OEHbIU.

SJ'IeKTpOHHbIe OEeHbIn NoABUINCb CcoBCceM HeaJaBHO U MMEHHO M3-3a 3TOro BO MHOIMX rocygapcrteax Ao
CUX Nnop He nponncaHo npo HMX B 3akOHax.

B Poccum e oHM pyHKLMOHMPYIOT U O HUX y)XKe NPOMUCaHO B 3aKOHe, rae MX pasdensitoT Ha HEeCKOMbKo
BMOOB - aHOHWMHblE U HE aHOHUMHble. PasHuLa B TOM, YTO aHOHMMHbIE - 3TO Te, B KOTOPbIX paspellaeTcs
npoBoAnTbL onepaumn 6e3 naeHTUdmKaLMmn nonb3oBaTtens, a B HEaHOHUMHbIX UAEHTUMKaUNS nonb3oBaTens
ABnsieTcs ob6s3aTeNbHOMN.

Takke cnegyeT pasnuyaTtb 3MEKTPOHHble huaTHble OeHbrM (PaBHbl rOCYAapCTBEHHbLIM BamnTam) U
9MNEKTPOHHbIE HeMaTHbIE AEHBIM (HE paBHbI rOCYAApPCTBEHHBLIM BantoTam).

OcHoBHbIe coBeTbl N0 Be3onacHon paboTe ¢ 3NEKTPOHHbIMU AEHbIaAMU:
1. MpuBsXXN K cHETYy MOOUNBHLIM TenedoH. ATo camblil yAOOHbLIA U ObICTPLIN CMNOCO6 BOCCTAHOBUTL
gocTyn k cyeTy. NMpuBsa3aHHbIi TenedoH NOMOXET, ecrin 3abyaellb CBOM MMATEXHbIN Naposib U 3angellb Ha

CalT C He3HaKOMOro YCTPOWCTBA;

2. cnonb3yin ogHopasoBble naponu. locne nepexoga Ha yCcuneHHyo aBTopusaumio Tebe yxe He bygeT
yrpoXaTtb OMAaCHOCTb KpaXu Unn nepexesaTta NraTexHoro napons;

3. Bbibepn cnoxHbii naponb. MpecTynHukam OyaeT He NpoOCTO yragaThb COXHBIM naponb. HagexHble
naponu - 3TO Maponu, KOTopble coaepaT He MeHee 8 3HaKOB W BKMOYAT B cebs CTPOYHbIE M MPOMUCHbIE



OYKBbI, LUMMPbl U HECKONMbKO CMMBOMOB, TakMe Kak 3HaK gonnapa, dyHTa, BOCKNMUATeNbHbIA 3HaK U T.M.
Hanpumep, $tRONng!;;

4. He BBOAN CBOW INMIMYHblE AAaHHbIEe Ha caﬁTax, KOTOPbIM HE AOoBEpAeLlb.
OneKTpoHHasA noyTta

OnekTpoHHaa noyTa - 3TO TeXHOMorms W npeaocTaBnseMble el YCMyr No Nepecbinike M MonyYeHuto
3MEKTPOHHbLIX COOBLLEHWIA, KOTOpbIE pacnpeaensoTcs B KOMMNboTePHON ceT. OBbIYHO 3MEKTPOHHBIN NOYTOBbIN
AWMK BbIMNSAUT Criegyrowmnm obpasom: UMsi_Mosb3oBaTensa@uvs_gomeHa. Takke KpoMme nepenadv npocToro
TEKCTa, MMeeTCsi BO3MOXHOCTb NepeaaBath daiinbl.

OcHoBHble COBETHI Mo 6e3onacHoi paboTe ¢ 3NeKTPOHHO NMOYTON:

1. Hapo BbiBpaTb NpaBunbHbIA NOYTOBLIN CepBUC. B MHTepHeTe ecTb OrpoMHbIn BbiGop GecnnaTHbIX
MOYTOBBLIX CEPBMNCOB, OAHAKO fyylle JOBEPATb TEM, KOrO 3HA€ELLb U KTO MEPBbIA B PEATUHTE;

2. He ykasbiBan B JIMYHOW MO4YTE JIMYHYKO UMHQopmauuo. Hanpumep, nydwe Bbibpatb
"My3blkanbHbIn_haHat@" nnm "pok2013" BmecTo "tema13";

3. Wcnonb3ym pByxatanHyilo asTopu3aumio. OTO Korga MOMWMO Maponisl HYXHO BBOAUTb  Kof,
npucbinaemolii no SMS;

4. Bblbepn cnoxHbii naponb. [Ons Kaxgoro MNOYTOBOrO silMKa AOMMKEH ObiTb CBOW  HadeXHbIN,
YyCTONYMBBIN K B3NIOMY Naponb;

5. Ecnu ecTb BO3MOXHOCTb Hanncatb CamoMy CBOW JIMYHbIA BOMPOC, UCMOMb3yiN 3Ty BO3MOXHOCTb;

6. Ncnonb3yn HECKOMNbKO NOYTOBbLIX SALWMKOB. [epBbin ANd YacTHOW Nepenucky ¢ agpecatamu, KOTOPbIM
Tbl AOBepsieLlb. OTO 3NEKTPOHHbIN agpec He Hado MCMOoNb30BaTh NPY perncTpaummn Ha hopymax u canTax;

7. He oTkpbiBan hbannbl 1 gpyrme BMAOXEHUS B NUCbMax, AaKe €CMM OHW MpULINM OT TBOUX ApPY3eW.
Nyylie yTouHM y HUX, OTNPaBNAnu Ny oHn Tebe atn danneol;

8. lNocne okoH4YaHWs paboTbl HAa MOYTOBOM CEPBUCE MEpen 3aKpbITUEM BKIAOQKM C calToM He 3abyab
Ha)kaTb Ha "BbiiTn".

KMGepGynnuHr unu BupTyanbHoe nsgesatenbCcTBO

KubepbynnuHr - npecnegoBaHne COOOLLEHUAMUN, COAEPKaLLUMM OCKOpOeHns, arpeccuto, 3anyruBaHue;
XYINUraHcTBO; coumansHoe GONKOTMPOBAHME C MOMOLLLIO Pa3fNYHbIX UHTEPHET-CEPBUCOB.

OcHoBHble coBeTbl N0 6opbbe ¢ kKMbepbynMHrom:

1. He ©pocaiica B 6ow. Jlyywwmn cnocod: nocoBeToBaThCs Kak cebst BECTU U, €CMU HET TOrO, K KOMY MOXHO
0bpaTuTbCs, TO BHavane ycrnokoutbcs. Ecnv Tbl HauyHewb oTBevyaTb OCkopbrneHmsasmn Ha ockopbrnenus, To
TONbKO eLe 6onblue pasoxoKellb KOHMANKT;

2. Ynpasnsn cesoen knbeppenytaumven;
3. AHOHMMHOCTb B ceTh MHUMas. CyLLecTBYIOT CNOCOObl BbISCHUTb, KTO CTOMT 32 @HOHUMHbBIM aKKayHTOM;

4. He cToMT BeCTV XynuraHckun obpas BUPTyanbHOW XU3HWU. IHTepHEeT ukcmMpyeT Bce TBOM OAEWCTBUS U
coxpaHseT ux. Yaanutb ux 6yaeT KkpanHe 3aTpyaHUTENbHO;

5. Cobnitogali CBOH BMPTYarnbHYH YeCTb CMOMOAY;

6. VIrHopupyi eanMHu4HbI Heratne. OgHOpPa30Bble OCKOPOUTENbHbBIE COOBLLEHUS Ny4lle UrHOPUPOBAaTb.
O6bIYHO arpeccusi NpekpalaeTcs Ha HavanbHOW CTaany;

7. baH arpeccopa. B nporpamMmmax obMeHa MrHOBEHHbIMU COOOLLEHNSIMU, B cCOLMArnbHbLIX CETAX eCTb
BO3MOXHOCTb 6ﬂ0KI/IpOBKI/I OTnpaBKn coobLeHun ¢ onpeaeneHHbIX aapecos;

8. Ecnu Tbl cBuaeTenb knbepbynnuHra. TBou OeACTBUSA: BbICTYNUTL NPOTMB NpecrefoBaTtens, nokasartb
eMy, YTO ero OeWcTBMS OLEHMBAIOTCS HeraTMBHO, NoAdepXaTb >XepTBY, KOTOPOW HyXHa MNcuxornornyeckas
MOMOLLb, COOBLLMTL B3pOCHbLIM O (haKkTe arpeccuBHOrO NOBEAEHUS B CETH.

Mo6unbHbIN TenedgoH



CoBpeMeHHble cMapTdOHbI U NaHWeThl cogepxaT B cebe BnonHe B3pochnbii pyHKUMOHAM, U Tenepb
OHW MOTYT KOHKYpPUpPOBaTb CO CTauUMOHApHbIMWU KoMMbloTepaMu. OpHako, cpeacTB 3aliMTbl Ans NOAO0OHbIX
YCTPOWCTB MoKa OYeHb Mano. TecTMpoBaHWE U NOUCK YSA3BMMOCTEN B HUX MPOUCXOOUT HE Tak MHTEHCUBHO, Kak
ansa K, To xxe camoe kacaeTcsi U MOBMMbHbBIX MPUMOXEHWIA.

COBpeMeHHbIe MOBUnbHbIE 6pay3epb| yXe npaktu4yeckm [orHanum HacTollbHble aHanorn, o[4Hako
pacwiunpeHne beHKLI,VIOHaJ'Ia BNneYeT 3a cobon 60ﬂbL1JyI-O CITOXHOCTb N MEHbLLUYIO 3alLLEeHHOCTb.

[aneko He Bce NMPOWM3BOAUTENW BbIMYCKaOT OOHOBMEHWS, 3aKpbiBalOLME KpUTUYECKME YS3BMMOCTU Ans
CBOWIX YCTPOMNCTB.

OcHoBHble coBeTbl Ana 6e3onacHOCTM MOBMNBHOro TenedoHa:

Hunyero He gaBnsetcs no-Hacrtodwemy OGecnnaTtHbIM. Eyﬂ,b OCTOpPOXeH, Bedb Korga Tebe npegnaratoTt
©ecnnaTHbIN KOHTEHT, B HEM MoryT ObITb CKPbITbl Kakme-To nnaTtHble YCIyru;

Oyman, npexage 4yem otnpasute SMS, hoTo nnmn Buaeo. Thl TOYHO 3Haelb, rae oHW ByayT B KOHEYHOM
ntore?

Heobxogumo o6HOBNATEL ONepauvoHHY0 CUCTEMY TBOEro CMapTdOHa;
Mcnonb3yin aHTMBUPYCHbIE NPOrpaMmbl Ans MOBUIbHbBIX TenedgoHOoB;

He sarpyxain npunoxeHusi OT HEU3BECTHOrO WCTOYHMKA, Bedb OHW MOryT codepxaTb BpeAOHOCHOE
nporpamMmmHoe obecnedeHue;

[Mocne Toro kak Tbl BbIMAELb C CanTa, rae BBOAWUN NUYHYIO MHGOPMaLMIo, 3ainan B HaCTpoKrkn bpaysepa
n yganu cookies;

Mepuroamnyeckn NpoBepsiv, kKakne nraTHble YCIyrn akTUBMPOBaHbI HA TBOEM HOMEPE;
[aBan cBon Homep MOBUITbHOrO TenedoHa TOMbKO NI0AAM, KOTOPbIX Thl 3HaELb U KOMY AOBEpPSELLb;
Bluetooth gomkeH 6bITb BbIKITHOYEH, KOraa Thl MM He nonb3yelbesi. He 3abbiBai MHorga npoBepsiTh 3TO.

Online urpbl

CoBpeMeHHble OHNAaNH-UrPbl - 3TO KpacouyHble, 3axBaTbiBalliMe pasBrieyeHus, obbeanHaLWmMe COTHU
TbICAY YenoBek Mo BceMy Mupy. Wrpoku uccnenytoT AaHHbIA MM MUp, OOLLAOTCS APYr C APYroM, BbIMOSHAOT
3agaHuns, cpaxalTcd C MOHCTpamMu M nonydvaroT onbiT. 3a yOOBOMbLCTBME OHW NNATAT: MOKYyNawT OUCK,
onnaynsBatoT aboHeMeHT unu npuobpeTatoT Kakme-To onumn.

Bce aTM cpeactBa vayT Ha nogdepxaHue W pas3BuMTME UMpbl, a Takke Ha camy 6e3onacHoCTb:
COBEpPLUEHCTBYIOTCHA CUCTEMbI aBTOPM3aLIMK, BbINYCKalOTCS HOBble Natyu (UMdpoBble 3annaTku Ang nporpaMmm),
3aKpbIBaOTCS YA3BMMOCTU CEPBEPOB.

B noaobHbIx nrpax CTouT onacaTtbCA HEe CTOJIbKO CBOUX COMEPHUKOB, CKOJTIBKO KpaXXnM TBOEro napond, Ha
KOTOPOM OCHOBaHa cuctemMa aBTopusauunm SonblUMHCTBA nrp.

OcHoBHble coBeTbl MO 6e30MacHOCTV TBOEIO UrPOBOrO akKayHTa:

1. Ecnu apyroi urpok BegeT cebs nroxo unu cosgaet Tebe HenpuSATHOCTM, 3aBrnoKuMpyit ero B crnivcke
UrPOKOB;

2. Moxanyncs agMUHUCTpAToOpaM Urpbl Ha NIIOXOe NMOBEAEHWe 3TOro MUrpoka, XKenaTenbHO MPUNoXnUTb
Kakue-To foKasaTenbCcTBa B BUAE CKPUHOB,

3. He ykasbiBan nnyHyo MHchopmauuio B npodainne urphbl;
4. YBaxai gpyrux y4acTHUKOB MO Urpe;

5. He yctaHaBnuBan HeodrumanbHble naTyv U Moabl;

6. Vicnonb3yi crnoxHele 1 pasHble naponu;

7. Oaxe BO BpemMsa uUrpbl He CTOMT OTKMYaTb aHTMBMpYC. oka Thbl Urpaelb, TBOW KOMMbLIOTEP MOryT
3apasuTb.



DULWKHT Unu Kpaxa NIMYHbIX AaHHbIX

OOGbIYHON Kpakei OeHer U OOKYMEHTOB CErOfHsl YK€ HUKOro He YAMBULIb, HO C PasBUTMEM WMHTEPHET-
TEXHOJOMMIN 3NTOYMbILLSIEHHUKN NEPEMECTUINCL B MHTEPHET, M MPOAOIHKAOT 3aHMMaThCs "NMoGUMbIM" AernoM.

Tak nosiBunacb HoBasi yrpo3a: UHTEPHET-MOLLEHHMYECTBA UNN OULLMHT, FNaBHas Lienb KOTOPOro COCToUT
B MOMy4YeHUU KOH(pMAEHLManNbHbIX OaHHbIX MOMNb3oBaTenen - NOrMHOB M naponen. Ha aHrmminckom Asbike
phishing unTaeTtcsa kak dmwumHr (ot fishing - peibHas noens, password - Naponb).

OcHoBHble coBeTbl N0 bopbbe ¢ hULLIMHIOM:

1. Cnegn 3a cBouMM akkayHToM. Ecnu Tbl nogospeBaellb, UYTO TBOS aHkeTa Obina B3nomaHa, TO
HeobxoaumMo 3abnoknpoBaThb €€ U coodLWMTb aaMUHUCTPaTOpaM pecypca ob aTOM Kak MOXHO CKOpee;

2. MCﬂOﬂbSyVI Oe3onacHble Be6-calTbl, B TOM YnCIe, MHTEPHET-MarasmHoB 1 NMOUCKOBbIX CUCTEM;

3. Vicnonb3yi crnoxHble 1 pasHble naponu. Taknum obpa3oM, ecnvm 1ebs B3NOMatoT, TO 3MOYMbILLFIEHHUKN
nony4art A4OCTyn TOMbKO K OAHOMY TBOEMY NPOdUIIO B CETU, a HE KO BCEM,;

4. Ecnn Tebs B3nomanu, To HeobxoaMMo NpeaynpeanTb BCEX CBOMX 3HAKOMbIX, KOTOpble AoGaBreHbl y
Tebs B Apy3bsAX, O TOM, YTO TebHA B3nomanu 1, BO3MOXHO, OT TBOEr0 UMeH ByaeT paccbinaTbCs Cnam U CCbINkn
Ha PULLNHIOBbIE CaNThbl;

5. YctaHoBu HagexHblvi naponb (PIN) Ha MOBUnbHLIN TenedoH;
6. OTknoum coxpaHeHne napons B 6paysepe;

7. He oTkpbiBan cannbl U gpyrue BrOXKEHUS B NUCbMax, Aake eCciiM OHM MPULLAN OT TBOMX ApPY3EW.
Jlydwe yTo4Hu y HKX, OTNpaBnsany nv oHu Tebe atu cawnsol.

LUndposas penyrauus

Lndpposas penytauma - 3TO HeratuBHad WAM NO3WTUBHAsA WHgopmauua B cetn o Tebe.
KomnpomeTupyowas nidopmMaums, pasMelleHHas B MHTEepHeTe, MOXET cepbe3HbiM 06pa3om OoTpasnTbCs Ha
TBOEN peanbHoW Xu3Hu. "Lindposas penytaumsa” - 3To TBON UMUOXK, KOTOPbIN chopMmpyeTcs n3 nHcopmaumm o
Tebe B MHTEpHeTE.

TBOE MEeCTO XUTenbCTBa, yqe6b|, TBOE chHchosoe nornoXxeHune, oCO6GEHHOCTU Xapakrtepa un paccka3sbl O
ONN3KMX - BCe 3TO HaKkannMBaeTCcs B CETU.

MHorve nogpocTKM NErkoMbICNIEHHO OTHOCATCA K Nybnvkauum nuyHon mHdopmauumn B UHTepHeTte, He
NOHMMasi BO3MOXHbIX MOCNeAcTBUA. Tbl Jaxe He CMoXellb Aorajatbcsa O TOM, 4To poTorpadus,
pa3MelleHHas 5 net Ha3af, ctana NpUYMHON OTkasa NpUHATL Teds Ha paboTy.

KommeHTapun, pasmMellieHne TBoMX poTorpaduin u gpyrue OercTBUS MOTYT HE MCHE3HYTb [daxe nocre
TOro, Kak Tbl MX yganuub. Tbl HEe 3Haelb, KTO cCOXpaHun 3Ty nHdopmaLmio, nonana fim oHa B MOWUCKOBbIE
CMUCTEMbI M COXpaHWMacb N OHa, a rMmaBHOe: YTO nogymaloT o Tebe oKpyxarowme Mngn, KoTopble HangyT u
yBUOAT 3T0. Hantu nHdpopmaumio MHOro fneT CnycTss CMOXeT fobon - kak M3 gobpbix nobyxaeHwun, Tak u ¢
HaMepeHneM NPUYUHUTL Bped. STO MOXET BblTb KTO YrogHO.

OCHOBHble COBETHI M0 3aLLMTe UMPOBOI penyTauuu:
1. Moaymaii, npexae Yem YTo-To Ny6nmkoBaThb U NepedasaTthb y cebsa B 6rore unum B coumnansHomn ceTu;

2. B HacTporikax npodunsa ycTaHOBW OrpaHUYeHnss Ha MPOCMOTP TBOEro Npoduns U ero coaepXxnmoro,
AN

caenaw ero Tonbko "ons gpysen";

3. He pa3meliaii 1 He ykasbiBaw MHCpOpMaLuio, KOTOpasi MOXET KOro-nnbo ockopbnaTe unu obmxkaTsb.
ABTOpckoe npaBo

CoBpeMEHHbIE LLKOJTbHUKM - aKTUBHbIE NMONb30oBaTeNn umdpoBoro npoctpaHcTea. OgHako Janeko He Bce
3HAKT, YTO MOSIb30BAHME MHOMMMM BO3MOXHOCTAMM LMAPOBOro Mupa TpebyeT cobntogeHuss npaB Ha

MHTEenNeKTyarnbHYyo COBCTBEHHOCTb.

TepMUH "MHTEeNnekTyanbHas COOCTBEHHOCTb" OTHOCUTCS K Pa3fiMyHbIM TBOPEHUSAM YerioBEYECKOro yma,
HauMHasa C HOBbIX M306peTEHUI U 3HaKOB, 0603HaYaloLLMX COBCTBEHHOCTb Ha NPOAYKTLI U YCINyru, U 3akaHYnBas



KHUramu, (bOTOFpa(bMFlMI/I, KI/IHO(*)I/IJ'IbMaMM N MYy3blKallbHbIMU NMpoun3BeeHNUAMN.

ABTOpcKME MpaBa - 3TO MNpaBa Ha WHTENNeKTyanbHyl COOCTBEHHOCTb Ha MNPOU3BEOEHUs Haykw,
nuTepaTypbl U UCKycCcTBa. ABTOpCKME MpaBa BLICTYMAlOT B KayecTBe rapaHTMum  TOro, 4To
WHTeNNeKTyanbHbIA/TBOpYECKUA Tpya aBTopa He GyaeT HanpacHbIM, 4acT eMy crpaBedsivBble BO3MOXHOCTU
3apaboTaTb Ha pesynbTaTax CBOEro Tpyaa, MofyyYWTb M3BECTHOCTb M MpusHaHue. HukTo 6e3 paspelueHus
aBTOpa He MOXeT BOCMPOM3BOAMTbL €ro MPOM3BEAEHUE, PachpOCTpaHsATb, MYGINMYHO AEMOHCTPUPOBATD,
npogaeaTtb, MMMOPTMPOBAaTb, MyckaTb B MPOKaT, MyOIMYHO UCMOSNHSATL, NOKa3biBaTb/UCTIONHATL B 3dMpe Uim
pa3mMelLaTb B MIHTepHeTe.

Mcnonb3oBaHre "nupatckoro” nporpammMHOro obecneyvyeHus MOXeT MNPUBECTU K MHOMMM puckam: OT
noTepu AaHHbIX K TBOMM aKkayHTaM [0 OMNOKMPOBKM TBOEro YCTPOWCTBA, FAe YCTaHOBMEHa HeneranbHas
nporpaMmma. He ctout Takke 3abbiBaTb, YTO CYLLECTBYIOT feranbHble 1 6ecnnaTHble nporpammbl, KOTOpble
MOXHO HaWTK B CETK.

O noprane

CeTeBVI‘-IOK.pCp - TBOW rMaBHbI COBETYMK B CETU. 3OeCb Tbl MOXELUb Yy3HaTb O 6esonacHoCTn B ceTu
NOHATHbIM U OOCTYMNHbLIM A3bIKOM, a NMpu BO3HUKHOBEHUN Kpl/lTVI'-IGCKOVI cutyauunmn O6paTVITbCF| 3a coBeTom. A
TakkKe NMpuHATb ydacTue B KOHKypCax U CTaTb CaMbiM LJ,VIq)pOBbIM I'pa)K,D,aHVIHOM!



