Ipunoxenne Ne2. Unpopmannonnas namMsTka 1s 00y4arouIuXcs Qs pasMenieHust Ha
opuumanbabix Hurepuer-pecypeax

C KaXIBIM TOZIOM MONOJIEXH B HHTEDHETE CTAHOBHTBCS Gonblne, a MKOJILHUKY OHH U3
CaMBIX AKTHBHBIX IIONb30BaTesnedl Pynera. MexIy TeM, NMOMHMO OIpOMHOTO KOJHYECTBA

BO3MOXHOCTEH, HHTEPHET HeceT M mpobiieMbl. DTa NaMATKa JOJDKHA [IOMOYS Tebe Ge30macHo
HAXOIUTECH B CETH.

Komnviomepnuie eupycut

KomnbioTepusiit  BUpyc — 370  pasHOBHAHOCTS KOMIIBIOTEPHBIX ~ IPOTPaMm,
OTJIAYMTENBHOH OCOGEHHOCTBIO KOTOPOH SIBNSETCH CHOCOGHOCTD K pasMHOXEHWIO. B

JIOTOJIHEHAE K 5TOMY, BHPYCBI MOTYT MOBPEJMTb HIH TOJHOCTHIO YHHYTOXHTH BCe (Bailiibl u
JIHHBIC, NMOMKOHTPO/LHBIE MOJIB30BATENIO, OT MMEHH KOTOPOro GbUla 3amymieHa 3apaXkéHHas
1porpaMma, a TakKe NOBPEJUTh MM JaXke YHHYTOXHTH ONEPALMOHHYIO CHCTEMY CO BCEMH
(atinamu B uenom. B GonpmmucTse ciyuaen PacrpoCTPaHsIOTCS BUPYCHI Yepe3 HHTEPHET.

MeTozib1 3aIHTEI OT BPEAOHOCHBIX IIPOTPAMM: _

1. Hcnomb3y#t coBpeMeHHBIE OIEpalHOHHEIE CHCTEMBI, HMCIOINE CEPHE3HEBIN YPOBEHD
3aIIATEL OT BPEIOHOCHBIX IPOTPaMM;

2. TIocTosHHO ycTaHaBIMBal mayTH (zudpoBBle 3aIUIATKH, KOTOPHIE ABTOMATHYECKH
YCTaHABIMBAIOTCS € LENBIO TOPaOTKH NIPOTPaMMBI) H ApyrHe OGHOBJIEHHS CBOEi
ONCPalHOHHOM cHcTeMbl. CKaquBaii HX TONBKO ¢ OQHIHAIBLHOTO caliTa paspaboT4nka
OC. Eciu cymecTByeT pexum aBToOMATHYeCKOro OOHOBIICHHUS, BKIIOYH €ro;

3. Paorait Ha cBOEM KoMIIBIOTEpE TOJ IIpaBamMy MONB30BATENIs, & HE aIMHHHUCTPATOPA.
OT0 He MO3BONMT GOJNBUIMHCTBY BPEJOHOCHBIX IIporpaMM MHCTAJUIHPOBAThECS Ha
TBOEM TE€PCOHATLHOM KOMIIBIOTEPE;

4. Vcnone3yli aHTHBAPYCHEIE IPOrpPaMMHEIE IIPOYKTHI U3BECTHBIX IIPOU3BOAUTENEH, ¢

aBTOMaTHYCCKHM OOHOBIEHHEM 6a3;

Orpasnds Gu3HyecKuit JOCTYN K KOMIBIOTEPY IS IIOCTOPOHHHX JIUI;

6. Mcnonb3yil BHEIMHHE HOCHTEH MH(OpMANMH, TaKKue KaK (IemKa, QUCK Wik daitn u3
MHTEPHETA, TOJIbKO M3 IPOGEPEHHBIX HCTOYHHKOB;

7. He oTkpeBaii KOMubIOTEpHBIE (altibL, IIOJIyYCHHBIE M3 HEHAJEXHBIX HMCTOYHHKOB.

Haxe Te daitnel, KoTOpsle IpHCHAnT TBON 3HAKOMBI. Jlyumme yTouHM y Hero,
OTIIPABJISAJ K OH Tebe HX.
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Cemu WI-FI

Wi-Fi - 510 He Bua nepenaun nanusx, ne TEXHOJIOTHS, a BCEro JIMb Openy, Mapka. Eme
B 1991 rony Huaepnanackas KoMmasus 3aperucrpuposaina Openn « WECA», uto 06038a49a10
ciosocoueranue « Wireless Fidelity», kotopsrit mepesoautes xax «OecnpoBOHAsS TOYHOCTEY.

Mlo Hamero Bpemens nomuta apyras ab0OpeBuatypa, KOTOpas SIBISETCS Takod e
TEXHOJIOTHeH. JT10 abbpesuarypa «Wi-Fi». Takoe Ha3Barme 65110 JIaHO C HAMEKOM Ha CTaHJapT
BBICLINH 3BYKOBOH TexHuku Hi-Fi, uto B IIEPEBOJIC 03HAYAET «BBICOKAS TOYHOCTEY.

Ha, Gecrutarasrit HHTCPHET-ZI0CTYII B Kade, OTeIIX H ajsponoprax ABIIAETCS OTIIMYHON

BOSMOXHOCTBIO BBIXO/Ia B HHTepHET. Ho MHOrHe skcnepTsl cunTaror, 4To obmenocrynusie Wi-
Fi cetu He sBisOTCS Ge30nacHBMH,

Cosetr no GesonacnocTn pabore B obmenoctynHsix ceTsx Wi-fi:



He nepenasait cBoro nuunyro mHbOpMammio uepes obmenocTymHble Wi-Fi cern.
PaGoras B HuX, XemaTelbHO He BBOJMTH IAPONM AOCTYIIA, JIOTHHEI M KAKHE-TO
HOMepa;

Wcnone3yit u 06HOBNSAN aHTUBHPYCHBIC TIporpaMMel B GpanaMayep. TeM caMbIM Tl
obe3onacuis cebs OT 3aKayKH BUPYyca Ha TBOE yCTPOHCTRO;

Ipu ncnonszoBanuun Wi-Fi otmoun ¢ynkumio «O6wmmit moctyn x daiinam u
npuHTepam». JlanHas QyHKNMA 3aKpEITA 10 YMOJIYAHHIO, OAHAKO HEKOTOPHIE
TOJIb30BATE/IH aKTHBUPYIOT €€ Ui yno6cTBa HCIIOIb30BaHus B paboTe win ydebe;

He ucnone3yit myGnuunsit WI-FI mis nepenaun JHYHBIX JaHHBIX, HanpuMmep Uit
BBIXOZIa B COLIMAILHEIE CETH HIIH B DJIEKTPOHHYIO IIOYTY;

Wnone3yit Tonbko sammimenHoe coenunenne yepes HTTPS, a we HTTP, T.e. npu
Habope Be6-axpeca BBOAM MMeHHO «https:/»;

B moGumpHOM Tenedone orkmoun ¢ymkmmo «Ilogkmowenne k = Wi-Fi

aBTOMaTH4YecKu». He pomyckait aBToMaTH4eCcKOro moaKII0OYeHIS YCTPOMCTBA K CETAM
Wi-Fi 6e3 tBoero cornacus.

&
Coyuanvhvie cemu

CoumaspHpie CeTH akTHBHO BXOJAT B HAUIY JKH3HB, MHOTHE JIIOTHM PabOTAlOT M JKHBYT
TaM MOCTOSHHO, a B Facebook yixe 3apeructpupoBan MuuAap 4esoBeK, 9TO SBJSETCS OXHON
CEAbMOH BCEX XXKMTENCH IUIaHeTs.. MHOTHe II0Nb30BaTeNM He NOHMMAIOT, YTO HH(OpMamus,

PasMEINEHHast UMH B COLTHANIBHBIX CETAX, MOXET OBITh HaM/IeHa U MCIIONB30BaHA KEM yYrogHo, B
TOM YHCJIE HE 00s3aTeILHO ¢ Oy1aruMu HaMEpPECHUSIMH.

OCHOBHEIE COBETEI 110 6€30MTACHOCTH B COUATBHBIX CETIX:

1.

2

Orpanuds cmucok apyseif. Y TeGs B Apy3psX HE IODKHO OBITH CIIy4YalHBIX H
HE3HAKOMBIX JIFOJEH;

ampnai CBOIO 4acTHYIO ku3Hb. He ykasemaii napomu, TenedomEl, agpeca, aary
TBOCrO POXJICHUA H JIPYIYIO JHYHYIO HHPOPMAIMIO. 3IOYMBINLIEHHAKH MOTYT
HMCIIONB30BATh NaXe HHYOPMALKMIO O TOM, KaK Thl M TBOH POJHUTENH ILIAHHDYETe
IPOBECTU KaHUKYJIBI;

aumaii CBOIO peyTalHio - IepXKH ee B UCTOTE U 3a1aBai cebe BOIPOC: XOTel ObI
TBI, 9TOOBI APYrHe MONb30BATENH BHACIIH, YTO THI 3arpyxaems? IToxymail, pexzae
9YEM 4TO-TO OIyOJIMKOBaTh, HANIMCATH ¥ 3arPY3HTh; '

Eciy TEIl TOBOPHIIB € JIONBMH, KOTOPHIX HE 3HAaellb, HE MCIOMB3YH CBOE peanbHOe
UM U IPYTYIO JTHYHYIO MHOOPMAlMH: HMS, MECTO >KMTEIbCTBA, MECTO y4eGHl W
npouee;

Vsberaii pasmemenus ¢ororpaduit B ureprere, riue Tsl n306paxeH Ha MECTHOCTH,
II0 KOTOPOH MOXHO OIIPEIETUTh TBOE MECTOIOIOKEHHUE,

IIpn perncTpanuy B CONMAIBHON CeTH HEOOXOIUMO HCIIOIB30BATh CIIOMKHBIE TIapOJIH,
cocrosiiue u3 OykB U U ¥ ¢ KOIUYECTEOM 3HAKOB He MEHee 8;

JU1s counanbHOM CeTH, MOYTHI H APYTHX CaiTOB HEOGXOMMMO HCIIONTE30BATE pa3HbIe

napoiy. Torja ecmm Te6s B31IOMAIOT, TO 3JI0YMBIIUIEHHAKH IIOJIy9aT JOCTYI TOJBKO
K OZTHOMY MECTy, a He BO BCE Cpa3y.

InexmponHnvle OeHvau

ONEKTPOHHEIE JIEHBI'H — 3T0 0YeHb YIOOHBIA Crocod IVIATeXXEH, OMHAKO CYINECTBYIOT
MOIIEHHUKH, KOTOPBIE XOTAT [IOJIYYUTh 3TH ACHBIH.

3HCKTp0HHI>IC ACHBI'M TOSBUJIUCH COBCEM HEIABHO M HMEHHO H3-3a 3TOr0 BO MHOI'HMX
rocyaapcrBax 0 CUX IIOp HE NPOIMCAHO IIPO HUX B 3aKOHAX.



B Poccun xe omm byHKIMOHMPYIOT B 0 HEX yie IIPONIUCAHO B 3aKOHE, IJe HX
Pa3ICILIOT HAa HECKONBKO BHIOB — AHOHHMHBIC M HE AHOHUMHEL, Pasmuna B TOM, wro
dHOHUMHEIC - 9TO T€, B KOTOPHIX paspeluaercs IIPOBOZNTE onepanuu Oe3 HueHTU(HKAIMA
TOJIE30BATEIIS, & B HCAHOHUMHBIX UIEHTHPHKAHY 110/1630BATENS SIBIIIETCA 00s3aTeNbHOIM.

Taxxe cnepyer pasmmuars SNICKTPOHHEIE (DHATHEIC AEHBIH (PABHEI rOCYapCTBEHHBIM
BamOTaM) U 9IEKTPOHHBIE HeHATHbIE NeHEIH (He paBHBI TOCYTapCTBEHHBIM BaIIOTaM).

OcHoBHBIE COBETHI 110 Ge30macHoH pabore ¢ 3IeKTPOHHBIMY IeHbraMu:

1. Ilpusxm K cyery MOGHIBHBIN Tenedon. OTo camblit yAOGHBL 1 OBICTPEIX crOCO6
BOCCTaHOBHUTE JIOCTYN K cuyeTy. IIpuBsisaHubIf Tene(OH MOMOXKET, eciu 3abyzewmp
CBOM ITATEXXHBIA NAPOIH WK 3aii/IeIb Ha calT ¢ He3HAKOMOTro YCTpOHCTBa;

2. Hcnomssyit ommopasosbre naponu. Ilocne nepexoma ma YCHIICHHYIO aBTOPH3aLHIO
TeGe yxe He GyaeT yrposkaTh OacHOCTE KpaxkHl M1 I€pexBara IJIaTeXHOTo MapoJLs;

3. Beibepu cnosxusii napons. Ilpecrynnukam Gymer e NPOCTO yTranaTh CIIOMHBIA
napons. Hagexwnsle napomu — 3to T1apOJiH, KOTOPBIE COAEPIKAT He MEHee 8 3HAKOB
BKIIIOYAIOT B Ce0st CTPOYHBIE M MPONUCHEIC OykBEI, UGPEI ¥ HECKOTBKO CHMBOJIOB,
TaKue Kak 3HaKk 1oJuiapa, GyHTa, BOCKIHIATE IbHBIH 3HaK u T.1.. Hanpuwmep, $tROng!;;

4. He BBOIM CBOM HYHEIE HaHHEE Ha CaHTax, KOTOPEIM He JOBEPSEIb,

Onexmponnas nouma

OJIEKTPOHHAS TOYTA — 3TO TEXHONOTHsI H IIPCIOCTABIISEMBIC €10 YCIYTH 110 IePEeChLIKe 1
TIOIIYICHHIO 3NIEKTPOHHBIX COOGIIEHHMIA, KOTOPEIC pACHpPEACIAIOTCH B KOMIBIOTEPHOH CeTw.
OCbraHO  yexTpoHHEIH TIOYTOBBIH AWK  BBITISAAT CIEAyrommM  obpaszom:

HMA_IOJB30BaTeNsA(@uMs_joMeHa. Taxoke KpOME€ Tiepeaysi IPOCTOrO0 TEKCTa, HMeeTcs
BO3MOXHOCTE IIepenaBath (Gaitpl.

OCHOBHbIE COBETBI 110 GE30MaCHOk paboTe ¢ 3MeKTpORHOM moYToi:

1. Hano BriGpars npasumsHbIi TIOYTOBRIA cepBuC. B unTepHETE ecTh OTPOMHBIH BEIGOD
OecrIaTHBIX ITOYTOBBIX CCPBHCOB, OLHAKO JIy4Iie JOBEPSTH TEM, KOr0 3HACLIE K KTO
LIEPBBIN B pelTHHTE;

2. He ykasbiBaii B M4mOl mouTe THYHYI0 HHbOpMaIHIO. Hanpumep, nyqme BEIOpaTs
«MY3BIKQIBHBIH _(anat@» umu «pox2013» BMecTo «remal 3»;

3. Hcnone3syit ABYXSTallHYIO aBTOPH3AIHIO. DTO KOI/IA IOMHUMO 11apoJIst HY>)KHO BBOJIUTE
KOJI, IPUCBUIAEMBIH 110 SMS;

4. BriGepu cnoxubIii 1apoib. Jlis KaXIOro mouToBOro smmka JA0JDKEH OBITH CBOIA
HaNEXHBIN, YCTOMYUBEIH K B3JIOMY 11apOJIb;

5. Ecim ects BosMoxHOCTS Hamucars CamMoMy CBOH NMYHBIA Bompoc, HCTIONB3YH 3Ty
BO3MOXHOCTB;

6. Hcmone3yit meckombko HOHTOBBIX AIMMKOB. IlepBeIf mis gacTHOM NIEPEIIUCKH ¢
alpecartaMu, KOTOPBIM Tl JOBepsielmh. o SJICKTPOHHBIA aJapec He Hajo
HCTIONIB30BATh [IPH PErHCTPAIMY HA $opymax u caiirax;

7. He oTkpsiBait daiiasr u APYTHE BIOXEHHS B IHCbMAX JaXe €CH OHU IIPHIUIA OT
TBOHX 1py3ei. Jlyquie yrounu y mux, OTTIPABJLSI JIM OHHU Tebe 3TH (Baifisr;

8. Ilocie oxonuanms paboTel Ha MOYTOBOM CCpBHCE IEpeN 3aKpBITHEM BKIANKH C
CalTOM He 3a6yab HakaTh Ha «BrriTay.



Kubepbynnunz unu eupmyansnoe usdesamenscmeso

KubepOymnmuer — npecnegosanue COOOIIEHHSIME,  CONEPKAIIUMHE ockopOnenus,

arpecCHIo, 3amyruBaHye; XyIHIaHCTBO; CONHATbHOE GORKOTHPOBAHHE C TTOMOMIBIO Pa3IHYHBIX
HHTEPHET-CEPBUCOB.

OcHoBHEIe coBeTsI 110 Gophbe ¢ KubepOyrHrom:
1. He 6pocaitcs B 6oit. Jlyummii cnoco6: mocoBeToBaThCs Kak cebs BECTH M, €CJIH HET
TOro, X KOMy MOXHO OOpaTHThCH, TO BHAYale yCHOKOMTHCA. ECITM TH Haumems

OTBEYATh OCKOPOJICHHAMH Ha OCKOpPOJIEHHS, TO TONLKO eme GOJIbie Pa3oAOKeNIh
KOHGIIHKT;

2. Ymupasnsit cBoeit kubeppenyranuei;

AHOHHMHOCTh B CeTH MHMMas. CymecTBYIOT crmocoGbl BBIICHHTH, KTO CTOMT 3a

QHOHMMHBIM aKKayHTOM;

4. He crout BecTH XymHranckuit 00pa3 BApTyanbHOM xu3HHA. FHTepHET duxcupyer Bce
TBOM JCHCTBHS U COXpaHAET UX. Y JanuTh uX Gyner KpaiHe 3aTpy{HHUTEILHO;

Cobimonait cBoii BUpTyaIsHyro YecTs CMOJIONTY;

6. WrHopupyd eIMHWYHEIA HeraTus. OnnopasoBsie  ockopGHTELHEIE coobmenus
JIy4Ine MrHoprupoBath. OOBIMHO arpeccust PeKpamaeTcs Ha Ha9aabHOM CTaguw;

7. bau arpeccopa. B mporpammax 06MeHa MrHOBEHHEEIMU COODIIEHHAMH, B COMMANBHBIX
CETAX €CTb BO3MOXHOCTH OJIOKMPOBKH OTIPaBKH COOGIIECHHH ¢ OIpEe/IeICHHBIX
aJIpecoB;

8. Ecmn TBI cBHmerens kubepOymnuara. TBoum peifcTBus: BBICTYIIATH  IIPOTHB
TIpECIIeIOBATENA, NOKa3aTh €My, YTO €ro JeHCTBHS ONEHHBAIOTCS HETaTHBHO,
TMOMIEPKaTh JKEPTBY, KOTOPOH HyXHa IICHXOJNOTHYECKAs MOMOLb, COOGIIATE
B3POCIIBIM O (paKTe arpecCHBHOTO OBEEHHS B CETH.
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Mobunenwviii menegpon

CoBpemeHHBIE CcMapTGOHBI ©  mIAHIIETHI comepxar B ceGe BIOJNHE B3POCIHBIA
byHKIHOHAN, M Temeps OHH MoryT KOHKYPHPOBATH CO CTALMOHAPHBIMH KOMIBIOTEPAMH.
OzHako, CpeACTB 3amuUThL [T 00GHEIX YCTPOHCTB 1OKa 09eHb Mayio. TecTHpOBaHHE M MOMCK

YASBUMOCTEH B HHX NPOMCXOIHMT HE TaK WHTEHCHBHO, KAK IUIS IIK, 1o e camoe kacaercs u
MOOHIIBHBIX [IPHJIOKEHHIA.

Cospemennbie MOGHIBHBIE Opay3epsl yike NPaKTHYECKH JOTHAIH HACTOJIBHELE aHasory,

OAHAKO pacmupeHne (YHKIHOHAIA BJIEYEeT 3a coGON OONBLIYIO CHIOKHOCTE M MEHBIIYIO
3aIUIIEHHOCTb.

Hanexko He Bce mpomsBommUTENH BBIMYCKAIOT OOHOBJICHUS, 3aKPHIBAIONINE KPHTHUECKHE
YA3BUMOCTH JUISl CROMX YCTPOHCTB.

OcHOBHEBIE COBETHI /1151 6€30IIACHOCTH MOBHIILHOTO Tenedona:

1. Hudgero me sBusiercs lo-HacTosmemy GecriaTHeM. Byns ocropoxen, sens Korua
Tebe mpeanararor GecruiaTHEBI KOHTCHT, B HEM MOIYT OBITH CKDBITBI KaKHe-TO
IUIATHBIE YCIIYTH;

2. Jlymait, npesxae gem oTnpaButh SMS, doto umm Buzeo. Th Touno 3Haelllb, IIe OHK
OyayT B KOHEYHOM HTOTE?

Heo6xonumo o6HOBIsTE OTEPALHOHHYIO CHCTEMY TBOETO cMapT(hoHa;
Hcnone3yit antusupychbie TIpOrpamMME! 11 MOGHIIBHBIX Tele(OHOB;

W



5. He 3arpysxail DpHJIOKEHHUS OT HEH3BECTHOTO HCTOYHHKA, Beb OHU MOTYT COAEPXaTh
BPEIOHOCHOE IIPOrpaMMHOe 00eCTeYeHuE;

6. Tlocne Toro xak THl BEIAZEWH ¢ CcaifTa, rie BBOAWI JIMYHYIO MHPOpMALHUIO, 3aiiiu B
HacTpo¥ky Opay3epa u ynamu cookies;

7. Tlepmonmmdyecku npoBepsiii KaKue IUTaTHBIC YCIYTH aKTHBUPOBAHE! HAa TBOEM HOMEPE;

8. [laBait cBoif HOMEp MOOMJIBHOrO TenedoHa TONBKO JIIOAAM, KOTOPHIX THI 3HAEIb U
KOMY JOBEpSICLUb;

9. Bluetooth momxen ObITh BBIKJIIOYEH, KOTJa Thl UM HE mNojb3yembcs. He 3a0niBait
MHOTJa IIPOBEPSTH 3TO.

Online uepuvl

CoBpemeHHbIE OHJNAHH-UIPHI — OTO KpacOYHble, 3aXBaTHIBAIOIINE pa3BJIEYEHMS,
00BEIMHSIONME COTHH THICSY YENOBEK MO BCeMy MUpY. Mrpoku MCCIERyIOT NaHHEIA UM MHD,
obmaroTes Apyr ¢ APYroM, BBITOJHSIOT 3aaHus, CPAXKAFOTCS ¢ MOHCTPAMM M ONYYAKOT OIBIT.

3a YAOBOJILCTBHE OHHM IIATAT. IOKYIIAXOT AHUCK, OILIAYMBAIOT abOHEMEHT WU npno6peTa10T
KaKHE-TO OITIHH.

Bee oru cpencTtsa mMAyT Ha IMOANEpKAHHE M Pa3sBHTHE HIPH, a TAKXKE HA camy
0e30macHOCTb: COBEPIIEHCTBYIOTCS CHCTEMBl AaBTOPH3AllMH, BBLITYCKAIOTCS HOBEIE IATHH
(umdpoBbIe 3amIaTKM IS IPOrpaMM), 3aKphIBAIOTCS YSI3BUMOCTH CEPBEPOB.

B nomo6ubIX Hrpax CTOMT OIacaTbCsi HE CTOJIBKO CBOMX COIICPHUKOB, CKOJIBKO KpaXXu
TBOCT'O MapoJid, Ha KOTOPOM OCHOBaHa CUCTEMa aBTOpPHU3alMH OONMBIIHHCTBA HUTD.

OcHOBHEIE COBETHI IO 6E30MACHOCTH TBOETO UIPOBOTO AKKAYHTA:

1. Ecim apyroi urpok BezieT cefs IIOX0 MM C031aeT Tebe HENPHUITHOCTH, 3a610Kupy#H
€ro B CIICKE UTPOKOB;

2. Tloxany¥cs aOMHHHCTPATOpaM HIPhl Ha IUIOXO€ MOBEACHME OJTOTO HIPOKa,

XKEJIATeIBbHO [IPUIIOXKUTh KaKHe-TO J0Ka3aTeIbCTBA B BUIE CKPHHOB;

He yxaspiBail muunyto nHpoOpMaL#io B npodaiine urpsr;

YBaxail ApyruxX y4acTHHKOB IIO HIDE;

He ycranaBnuBaii HeopuuuansHble NaTy ¥ MOJEI,

Hcrons3yii CI0XHEIE W pa3sHbIe NApOJIH;

Jlaxke BO BpeMs HIPHl HE CTOMT OTK/IOYarb aHTHUBUpPYC. IIoka THI Hrpaems, TBOI
KOMITBIOTEP MOTYT 3apa3iTh.
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DQuiunz unU KpaXica IUYHbIX OAHHbIX

OGbruHOM Kpaxel JeHer M JOKYMEHTOB CETOAHS YK€ HHKOTO He YAHBHIb, HO C
PasBUTHEM HMHTCPHET-TEXHOJNOTHH  3/IOYMBIUICHHHKH MEPEMECTHINCh B HMHTEPHET, |
IPOJOJDKAIOT 3aHUMATECS «JIIOOMMEIM) JIEJTIOM.

Tak nmosBunace HOBas yrposa: UHTEPHET-MOIECHHHUYECTBA WITH (bPIIIHrIHF, TJIaBHas LEeb
KOTOpOro COCTOUT B IIOJIYYECHHH KOH(I)PIIIGHHH&JIBHI)IX JAHHBIX I10JIb30BATENIEH — JIOTHHOB H

naposeit. Ha anriuiickom ssbixe phishing unraercs kax guummnr (ot fishing — pHIOHAs OB,
password — 1apons).

OcHosHEle coBeTh! 10 Gopse ¢ rumuarom:

. Crenm 3a comM akkayHToM. ECiu THI MOZO3peBaemib, YTO TBOS aHKeTa Ghura
B3/IOMaHa, TO HEOOXONMMO 3abJIOKHpOBaTh €¢ W COOGLIUTEH aJIMHHHCTPaTOpamM
pecypca 06 3TOM Kak MOXHO CKOpee;



2. HMenome3yit  GesonmacHsie BeO-caliTE, B TOM YHCTIC, HHTCPHET-MArasvHOB H
TIOUCKOBBIX CHCTEM;

3. Hcnomssyit cnoxusie u pastble naponn. TakuM obpasom, ecnu Te6s B3JIOMAalOT, TO
3JIOYMBIILTCHHHKH [OMy4aT JOCTYI TOJIBKO K OJHOMY TBOEMY NMPOQUIIIO B CETH, a He
KO BCEM;

4. Ecmm 1e6x B3nomanm, ToO HEOOXOMMMO IpelyNpenuTh BCcex CBOMX 3HAKOMBIX,

KOTOpBIe 100aBieHbl y Tebs B APY3bsX, O TOM, 4YTO TebsA B3jIOMaNH H, BO3MOXKHO, OT

TBOCr0 MMEHM OyIeT pacChLIATRCS CIAM M CChUIKH HA (HILHATOBEIE CaMThI;

YcTaHOBY HaNeKHBIH naposts (PIN) 5a MoGmIbHBI Tenedon;

OTkirodHn coxpanenme napoins B Opaysepe;

7. He oTkpsiBait ¢aiiaer u APYTHE BIIOKCHUS B NHCEMaX NaXe €CIH OHM IPHILLIH OT
TBOHX Npy3ei. Jlyume yrounu y nux, OTHPABJIATH JI OHU Tebe 5TH aiinsr.

o L

Hugpposan penymayus

Hudposas penyraums - sto merarusmas HJIA O3UTHBHAS MH(pOpMALHS B CeTH 0 Tebe.
Komnpomerupyiomas HH}OpManus pasMemenHas B HHTEPHETE MOXET CEephE3HBIM 00pazom

OTPasHTECA HA TBOEH pealbHOM KH3HH. «udpoBas penyramus» - 310 TBOl UMUK, KOTOPBIi
$opmupyercs u3 mEpOPMAIMH 0 Tebe B HHTEDHETE.

TBoe mMecTo xuTenscTBa, y4e0rl, TBOE HHaHCOBOE [I0JIOXKEHHE, OCOOCHHOCTH XapakTepa
H pACCKa3kl O DIU3KUX — BCE ITO HAKAILIMBACTCS B CETH.

MHOTHe NONPOCTKY JIErKOMBICHERHO OTHOCHTCS K NYONHKALMK THIHON HHpOpMaImy B
WHTepHeTe, He MOHHMAN BO3MOYKHEIX mocnencrsuit. Tl faxe He CMOXEINIb IOrafaThes o TOM,
4T0 (oTorpadus, pasMemennas 5 jer Hasajl, cTajla NpUYHHON 0TKAa3a MPHUHATH Te6d Ha pabory.

KommenTapun, pasmemenne Teoux hororpadmit u apyrme neitcTBis MOI'YT He
HCHESHYTb Ji@Xe€ INOCNe TOTo, KaK Thl HX yhamumsb. TH He 3HACIIb, KTO COXPAHHI 3Ty
MHDOPMAIIHIO, [IOLAIa JIH OHA B [IOMCKOBLE CHCTCMBI H COXPaHWMJIACh JIH OH4, & IJIABHOE: YTO
TIOAYMAIOT 0 Tebe OKpyIKarouee JIHOIM, KOTOpbIE HAHAYT M YBHAAT 5T0. Haiitu HHDOPMAIHIO
MHOTO JIET CIYCTS CMOXeT MOOGOH — Kak u3 ROOpBIX MOGYXKAEHHMH, Tak u ¢ HaMepeHneM
IIPHYHHATH BPEI. DT0 MOXKET OBITh KTO yromHO.

OcHOBHBIE COBETHI 110 3amuTe uEQPOBOH penyTarmy:

1. IMomymait, mpexxae yeMm 4To-TO nyOIIMKOBATh U IlepenaBarh y cebst B Grore unm B
COLMAIBHOMH ceTH;

2. B Hactpoiixax IPOQHUIIS YCTAHOBY OrPAHMYEHHS Ha [IPOCMOTP TBOEro NpodhHIS U ero
COZLIEPXKUMOr O, caenai ero TOIbKO « I Apy3eiiy;

3. He pasmemaii u He yxasbmaii HH(OPMALMIO, KOTOPAs MOKET KOro-IHGo OcKOp6IATH
HJIH OOMDKATB.

Aemopckoe npaso

CoBpeMeHHbIE IIKOTBHHKH- aKTHBHBE HOJIL30BATENMM  IHQPOBOTO  MpOCTpaHCTBA,
Onnako janeko He Bee SHAIOT, WTO I10/1b30BaHHE MHOTHMH BO3MOMKHOCTSIME 1HppPOBOTO MEpa
TpeGyer cobmroAenus npas Ha HHTCIUICKTYalbHYI0 COOCTBEHHOCTD.

Tepmun «mHTeNTCKTYANTEHAS CODCTBEHHOCTB)» OTHOCHTCH K Pa3IM9IHBIM TBOPEHHSM
HEJIOBEYECKOT0 yMa, HAYHHAS C HOBEIX u300peTeHnH U 3HaKOB, o6o3Ha%aomuX co6CTBEHHOCTS

Ha TIPOAYKTBI M yCIYyrH , ¥ 3akauumpas KHHTamH, (oTorpadusamu, KHHODHIbMaMHu §
MY3bIKQJIbHBIMH IIPOU3BENEHUAMH.



ABTOPCKHE IIpaBa — 3T0 IIpaBa Ha HHTCJUICKTYATbHYIO COOCTBEHHOCT Ha NIPOH3BE/ICHUS
HayKi, IUTEPaTypbl U HCKYCCTBA. ABTOPCKHE NIPaBa BHICTYTIAIOT B KA9ECTBE TapaHTHH TOTrO, YTO
MHTC/LICKTy/IbHBIH/ TBOPYECKHit TPy aBTopa He Gyxer HalIpaCHBIM, NacT €My CIIpaBeUIHBEIC
BO3MOXHOCTH 3apabOTaTh Ha pe3yJbTaTax CBOETO TPy/a, NOTyYHTh M3BECTHOCTD U MPU3HAHKE.,
Hukro Ge3 paspemenus aBropa e moxer BOCTIPOH3BOZHUTH €T0 IPOU3BECHHE, PACIPOCTPAHSTS,
MyOIMYHO JIeMOHCTPHpOBATE, 1[pO/iaBate, HMIOPTUPOBATE, IyCKaTh B IPOKAT, IyGIMTHO
HCIIOMHATE, [10KA3bIBATH/UCTIONHSTE B 3QUPE WK pasMernaTs B Hurepuere.

Hcnone3oBanue «mmparckoroy TIPOrpamMMHOr0 00€CTIEIEHHS MOXKET IPHBECTH K MHOIHM
PHCKaM: OT IIOTEPH JaHHBIX K TBOMM aKKAayHTaM 0 OnoKupOBKE TBOEro ycrpoiictsa, rie
YCTAHOB/ICHHBIH He JleraibHas nporpamva. He cTouT Tamoke 3a0bIBaTh, YTO CyImecCTByeT
JIeralbHbIe X GeCIIaTHEIE IPOrPaMMEL, KOTOPEIE MOYKHO HANTH B CETH.

O nopmane

CereBHYOK.p) — TBON ryaBHBIN COBETUYHK B CETH. 37eCh THl MOXEIIb Y3HATH O
Ge30macHOCTH B CeTH MOHSATHBEM u AOCTYIHBIM S3BIKOM, @ IPH BO3HHKHOBEHHMH KPHTHYECKOL
CHTyallud OOpaTHTHCH 33 COBETOM. A Takke TIPHHSATE y4aCTHE B KOHKYPCAaX H CTATh CAMBIM
UHPOBBIM IpaXIaHHHOM!



