MMAMSITKA
JIUISI OBYYAIOIIUXCSI OB UHO®OPMALIMOHHOI BE3ONACHOCTHU JETEM

HEJIb351

1. Bcem moapsn cooOmiaTh CBOIO 4YacTHYH HHGoOpManuio (HacTosimue ums, daMmuiuto, tenedoH, aapec,
HOMEp LIKOJIBI, a TaKkXke (hoTorpaduu CBOH, CBOCH CEMbU U JIpy3eil);

2. OTKpBIBaTh BIIOKEHHBIE (DaliiIbl AJIEKTPOHHON MOYTHI, KOT/1a HE 3HACIIb OTIIPABUTES;

3. I'pyOuts, npuaupathesi, OKa3bIBaTh AABJICHHUE - BECTH c€0s1 HEBEXKIIMBO U arpecCUBHO;

4. He pacriopspkaiicst JeHbI'aMH TBOCH ceMbH 0€3 pa3pelIeHus CTapIIuX - BCETa CIpalIuBai poauTeIIeH;

5. He Bctpeuaiica ¢ MHTEpHET-3HAKOMBIMHA B PEAIBHOM JKU3HU - IIOCOBETYMCSA CO B3POCIBIM, KOTOPOMY
JOBepsielIb.

OCTOPOXHO

1. He Bce mumyt mpaay. Yutaems o cebe Henpapay B MHTepHETE - cO00ImM 00 3TOM CBOUM POTUTEIISIM
WM OIIEKyHaM;

2. llpurnamaroT nepenuchiBaThCsl, UTpaTh, OOMEHUBATHCS - MPOBEPH, HET JIU MOJBOXA;

3. Hezakonnoe konupoBanue ¢aiiaos B IHTepHETE - BOPOBCTBO;

4. Beerpa paccka3biBail B3pOCIbIM O TpoOieMax B CETU - OHU BCET/1a IOMOTYT;

5. Mcnonb3yit HaCTpoKu 0€30MacHOCTH U MPUBATHOCTU, YTOOBI HE MOTEPSATH CBOU aKKAayHTHI B COILICETAX U
JIPYTUX MOpTaiax.

MOKHO

1. YBaxkaii Ipyrux nojbp30BaTenen;

2. Ilonp3yeuibcst IHTEpHET-UCTOUHUKOM - Jieail CChUIKY Ha HETO;

3. OTKpBIBaii TOJIBKO TE€ CCHUIKH, B KOTOPBIX YBEPEH;

4. O0marbcs 3a MOMOIBIO B3POCIIBIM - POJUTEINH, ONEKYHbI U aIMUHUCTpALMsI CaliTOB BCErJja IIOMOTYT;
5. Ipoiian o6yyenue Ha caiite "CeTeBUYOK" U MOTYYH MAcopT HKU(POBOroO rpaxkaaHuHa!

NH®OPMALMOHHAS NAMSTKAIJSA OBYYAIOHINXCSI
C KaXIbIM T'OAOM MOJIOOCKU B I/IHTepHCTe CTAHOBUTLCA 6OJ'II)IH€, da IMKOJIBHUKU OJHU HN3 CaMBbIX
aKTUBHBIX MOJb30BaTenel Pynera. Mexy TeM, HOMHUMO OTPOMHOTO KOJIMYECTBA BO3MOKHOCTEH, MHTEPHET
HEeceT U Po0IeMBbl. DTa MaMsITKa JOJKHA TOMOYb TeOe 6€30MacHO HaXOAUThCS B CETH.

KoMnbroTepHbie BUPYChI

KoMmbloTepHslli BUpYC — 3TO pPa3HOBUAHOCTb KOMIBIOTEPHBIX IPOTrpaMM, OTIMYUTEIBHON
0COOEHHOCTBIO KOTOPOH SIBJISIETCA CIIOCOOHOCTh K Pa3MHOKEHUIO. B omnonHeHne Kk 3ToMy, BUPYChl MOTYT
HOBPEINUTH WM TOJHOCTBIO YHUUTOXKUTH BCe (hailyibl M TaHHbIE, TOJKOHTPOJIbHBIE TOIb30BATEINI0, OT UMEHH
KOTOporo Oplla 3amyllieHa 3apaKeHHas MporpaMMa, a TakKe IMOBPEAUTb WU JlaXke YHUYTOXKUTH
OTIEPALIMOHHYIO CUCTEMY CO BceMH (paiimamu B 11es10M. B GOBIIMHCTBE CiIy4aeB paclpoCTPaHIIOTCS BUPYCHI
4yepe3 UHTEPHET.

MeTobl 3aIIUTEl OT BPEJOHOCHBIX IPOTpamMM:
1. Ucnonb3yii COBpEeMEHHbIE OINEPALMOHHBIE CHCTEMbI, HMMEIOIIHME CEPhE3HBbIM YPOBEHb 3aIIUTHI OT
BPEIOHOCHBIX IIPOrpaMM;
2. IlocrosiHHO ycTaHaBnuBail madtu (IMQPOBbIE 3alyIaTKHU, KOTOPbIE aBTOMAaTUYECKH YCTaHABJIUBAIOTCS C
[eNbI0 JOpaOOTKH TMpOorpaMMbl) M JIpyrue OOHOBJIEHHS CBOEH omepannoHHOM cuctembl. CkauumBail uX
TOJNILKO C oduiuanpHoro caiita paspadorunka OC. Ecnau cymiecTByeT peXuM aBTOMaTHYECKOIrO
OOHOBIIEHHMSI, BKITIOUH €r0;
3. PaGoraii Ha cBOEM KOMIIbIOTEpE O] MpaBaMH IMOJb30BaTENsl, a HE aAMUHUCTPATOpa. DTO HE MO3BOJIUT
OOJIBIIMHCTBY BPEJIOHOCHBIX ITPOrPaMM HHCTAJUIMPOBATHCS HA TBOEM IEPCOHAIEHOM KOMIIBIOTEPE;
4. Mcnonb3yil aHTUBUPYCHBIE MPOTrPAaMMHBIE MPOIYKTHl MU3BECTHBIX MPOWU3BOJIUTENECH, C aBTOMATHYECKUM
obHoBIEHHEM 0a3;
5. Orpanunub pU3NUECKHil JOCTYH K KOMIBIOTEPY JUIsl IOCTOPOHHUX JIULL;
6. Micnonp3yi BHEIIHNWE HOCUTENU UHPOPMALIMK, TaKUe Kak (uIelika, TUCK Win (aiia u3 MHTEpHETa, TOJIBKO
U3 MIPOBEPEHHBIX HCTOYHUKOB;
7. He oTkpbiBail KoMmmbrOTepHBIE (Dailibl, MOJYYEHHbIE M3 HEHAAEKHBIX MCTOUYHUKOB. Jlaxe Te (hailibl,
KOTOpBIE TIPHUCIIAl TBOM 3HAKOMBIH. JIydIlie yTOuHH y HETO, OTIPABIISII JIK OH TeOE HX.



Ceru WI-FI

Wi-Fi — 310 He BHJ Mepenadn JaHHBIX, HE TEXHOJIOTHS, a BCEro JIMIib Opena, mapka. Eme B 1991
rofly HUJAEpJaHACKas KommaHus 3apeructpupoBana Openn "WECA", uto 0003Haudano CloBOCOYETaHUE
"Wireless Fidelity", koTopblii mepeBOAUTCS Kak "OecpoBOIHAS TOYHOCTR".

Jlo Hamero BpeMeHH Jlonuia apyras abOpeBuarypa, KOTopas SBJISIETCS TaKOW K€ TeXHOJIOTHEH. JTo
ab6peBuarypa "Wi-Fi". Takoe Ha3BaHue ObUIO JaHO ¢ HAMEKOM Ha CTaHAApPT BBICIICH 3BYKOBOW TEXHUKH
Hi-Fi, uto B mepeBose 03HayaeT "BbICOKAst TOYHOCTB".

Jla, OecnnaTHBI HMHTEPHET-IOCTYH B Kade, OTENsAX U adpornoprax SBISETCSd OTIUYHOMN
BO3MOXXHOCTBIO BBIXOZa B MHTepHET. HO MHOTHE SKCHepThl CUMUTAIOT, YTO obmenoctynHsie Wi-Fi cetn He
ABIISAIOTCSA O€30MaCHBIMHU.

Cogerbl 110 Oe30MacHOCTH paboThI B 00mIe0CTYHBIX ceTsix Wi-fi:

1. He mepenaBaii cBoro ymuHyro uHpopMmanuio yepe3 oOmenoctynubie Wi-Fi cern. PabGortas B HuX,
KeNaTeIbHO He BBOAMTH IAPOIH JIOCTYTIA, JIOTUHBI M KaKHEe-TO HOMEPa,

2. Ucnonb3yit u OOHOBIISI aHTUBUPYCHBIE MTPOrpaMMbl U Opanamayep. Tem cambiM Thl 06e30macuib ceds
OT 3aKa4yKH BHpYCa Ha TBOE yCTPOMCTBO;

3. Ilpu ucnonp3zoBanuu Wi-Fi otkimtoun dynkumio "OOmmii goctyn k ¢aitnam u npuntepam”. lanHas
(GYHKIMS 3aKpbITa MO YMOJYAaHHUIO, OJHAKO HEKOTOPHIE MOJB30BATEIH AKTUBUPYIOT €€ Uil YyI0OCTBa
UCIIONIb30BaHUs B paboTe win yueoe;

4. He ucnonp3yit nyoauunbii WI-FI s nepenaun TMUHBIX JaHHBIX, HAIIPUMED JJIS BBIXOJA B COL[MAJIbHBIE
CETH WJIU B 3JIEKTPOHHYIO TIOUTY;

5. Ucnonp3yii Tonpko 3amuineHHoe coenuHenue yepe3 HTTPS, a ue HTTP, T.e. mpu Habope BeO-ampeca
BBOJIM UMeHHO "https://";

6. B moO6mipHOM Tenedone orkmoun GyHkiuio "Tloakmouenue k Wi-Fi aBromarnyecku". He momyckaid
ABTOMATUYECKOTO MOAKIIOYEHHs yCTpoiicTBa k ceTaMm Wi-Fi 6e3 TBoero cornacusi.

CounmnanbHbie ceTn

ConuasibHblE CETH AKTUBHO BXOAST B HAlly HW3Hb, MHOTME JIOAM pabOTalOT U JKUBYT TaMm
nocTosiHHO, a B Facebook yxke 3apeructpupoBaH MWIIMApA YENOBEK, YTO SBJSIETCS OJHOM ceIbMOM Bcex
KUTeleld IulaHeThl. MHOrHMe I0JIb30BaTeNM HE IOHMMAIOT, 4YTO HH(OpMalus, pa3MelleHHas HMH B
COLMAJIBHBIX CETSAX, MOXKET OBbITh HalJieHa M MCIIOJb30BaHa K€M YTOJHO, B TOM YHCIE HE 00S3aTEeNBHO C
OJ1laruM1 HaMEpPEHUSIMH.

OcCHOBHBIE COBETHI M0 0€30MaCHOCTH B COLUANIBHBIX CETSIX:
1. Orpanuyb crucok Apy3ei. Y Te0s B Ipy3bsX HE JOJKHO ObITh CIy4YailHbIX U HE3HAKOMBIX JIHOJEH;
2. 3amuimail cBOK 4acTHYIO kM3Hb. He ykasbiBail mapoiu, TenedoHsl, aapeca, 1aTy TBOETO POXICHHS U
JIPYTyI0 JUYHYIO HH(pOpMaLKIo. 310yMBIIUIEHHUKA MOTYT UCIIOJIb30BaTh Aa)ke HH(OPMALIUIO O TOM, KaK Thl
Y TBOM POJUTEIN IUIAHUPYETE NPOBECTH KaHUKYJIBI,
3. 3ammiail cBOIO penyTaluio - Jep’KU €€ B YUCTOTE U 3a/aBail cebe Bompoc: XOoTels Obl Thl, UTOOBI ApyTHe
HOJIB30BATENM BUAETH, YTO Thl 3arpyskaems? Ilogymaii, mpexnae yeM 4yTo-TO ONMyOJMKOBATh, HAUCATh U
3arpy3urhb;
4. Ecin Thl TOBOpHILB C JIFOABMM, KOTOPBIX HE 3HACIIb, HE HCIOJIB3YH CBOE pEaJbHOE MMs U JIPYIyIO
JUYHYI0 HH(GOPMAIIMU: UMsI, MECTO KUTEJIbCTBA, MECTO yueObl U MpoUee;
5. N3berait pazmenienust ¢potorpaduii B UHTepHETE, I1e THl H300pakeH Ha MECTHOCTH, TI0 KOTOPOH MOYKHO
OTIPEIeNIUTh TBOE MECTOIOIOKEHHE;
6. Ilpu perucrpanuu B COUMAIBHON CETH HEOOXOIMMO HCII0JIb30BaTh CIOXKHBIE MAPOJIU, COCTOSIINE U3 OYKB
U QP U C KOJIMYECTBOM 3HAKOB HE MeHee §;
7. JAnst couManbHOM CeTH, MOYTHI M IPYTHX CAlTOB HEOOXOIMMO MCIIONB30BaTh pa3Hble maposu. Torna ecnu
Te0s1 B3JIOMAIOT, TO 3JIOYMBIIIJICHHUKY MOJIy4YaT IOCTYH TOJIBKO K OJJHOMY MECTY, a HE BO BCE cpasy.

JJIeKTPOHHBbIE JeHbIH

DNEeKTPOHHBIE IEHBIH — 3TO OYEHb YJOOHBIN COco0 IMiaTexel, OHAKO CYIIECTBYIOT MOIICHHHKH,
KOTOPBIE XOTAT MOJTYYUTh 3TH JICHbTH.

DNEeKTPOHHBIE JEHbI'U MOABWIMCH COBCEM HEJABHO M MMEHHO M3-3a 3TOTO BO MHOTHX T'OCYJapCTBAX
JIO CHX TIOp HE MPOTMKCAHO MPO HUX B 3aKOHAX.

B Poccun xe oHUM (QYHKIIMOHUPYIOT M O HUX Y€ MPOMUCAHO B 3aKOHE, TIe UX Pa3AeAIoT Ha
HECKOJIBKO BHUJIOB - aHOHMMHbBIC M HE aHOHHMHbIE. PazHuna B TOM, 4TO0 aHOHUMHBIE — 3TO T€, B KOTOPBIX



paspeniaercsi IpOBOAUTH olepaiuu 6e3 uACHTU(UKALNY T0Ib30BaTeNs, @ B HEAHOHUMHBIX UJIEHTHU(PUKALUS
MI0JIb30BATEINSI ABISETCSA 005A3aTEIBHOM.

Taxxe crnenyer pa3nuyarh 3JIEKTPOHHBIE (DUATHBIE EHBIH (PaBHBI FOCYAAPCTBEHHBIM BAIOTaM) U
DIIEKTPOHHBIC HEPHUATHBIE IEHBI'H (HE PABHBI TOCYIAPCTBEHHBIM BAIIIOTAM).

OcHoBHbIE COBETHI 110 0€301acHO paboTe ¢ INEKTPOHHBIMU J€HbIAMU:
1. [TpuBspKu K cyeTy MOOMIBHBIN Tene(oH. DTO caMblid yIOOHBINH U OBICTPHINA CITIOCOO BOCCTAHOBHUTH JIOCTYII
K cuery. [IpuBsizanHbIN TeaehOH MOMOXKET, €ClId 3a0yIelb CBOM TUIATEXKHBIN MMapOJIb WIIH 3alJIeITh Ha CAUT
C HE3HAKOMOT'O YCTPOWCTBA;
2. HUcnonw3yit ogHopa3oBbie maponu. [locne mepexona Ha yCHUJIEHHYIO aBTOpU3alMio TeOe yxke He Oyaer
YTPOKaTh OMACHOCTh KPaXKH WJIU IepexBaTa MIaTeKHOr0 MMapoJs;
3. BreiOepu cnoxHbIi maposib. IlpectynmHukam OyAeT HE HMPOCTO yrajaaTh CIOXKHBIN maposib. HanexHbie
HapoJu - 3TO MAPOJIH, KOTOPBIE COJIEPKAT HE MEHee 8 3HAKOB M BKIIOYAIOT B €0 CTPOYHBIC U MPONHICHbIE
OYyKBBI, LIUPPHI U HECKOJIHKO CHMBOJIOB, TaKHME KaK 3HAK JoJUiapa, (yHTa, BOCKIUIATENbHbIN 3HAK U T.IL
Hanpumep, $tROng!;;
4. He BBOAM CBOM JINYHBIE JaHHbBIE HAa CaliTaX, KOTOPBIM HE J10BEPSCILIb.

DJIeKTPOHHAS MMOYTA

ONeKTpOHHAas MoYTa — 3TO TEXHOJIOTHUS U MPEAOCTaBISIEMbIE €10 YCIYIM I0 IEpPEChUIKE U
HOJYYEHHUIO 3JIEKTPOHHBIX COOOLIEHHWH, KOTOpBIE pACHpEAessIoTCs B KOMIBIOTEPHOH ceTu. OObIYHO
AIIEKTPOHHBIN MOYTOBBIN SIIIUK BBITISANT CIEAYIOMIMM 00pa3oM: UMsI_TOJIb30BATESI(@UMS_JOMeHa. Takxke
KpOMe Iepelauy IPOCTOro TEKCTa, UMEEeTCs BO3MOXKHOCTh IepeiaBaTh (paiiibl.

OcHOBHBIE COBETHI IO 0€30MacHO paboTe ¢ ANEKTPOHHON TOUTOM:
1. Hago BBIOpaTh NpaBUJIbHBIM MOYTOBBIA cepBUC. B MHTEpHETEe €CThb OrpOMHBIM BBIOOP OecCIIaTHBIX
IIOYTOBBIX CEPBUCOB, OJHAKO JyYIlle JOBEPATH TEM, KOT'O 3HACIllb, U KTO IEPBbIN B PEUTHUHTE;
2. He yka3piBalli B JMYHOM moYTe JM4yHY!0 uHpopmauuioo. Hanpumep, isydme BbIOpaTh
"My3bIKaIbHBIN (haHaT@" nimu "pok2013" BMecTo "Temal3";
3. Mcnonb3yii ABYXATalHYO aBTOPU3ALMIO. DTO KOI'/la IOMUMO 1apoJjisl HYy’KHO BBOJIUTH KOJ, IPUCHLIAEMBIN
mo SMS;
4. Boibepu crokHbIN naposib. [ KaXJ10ro Mo4ToBOro SIIMKa T0JKEH ObITh CBOM HAJEKHBIN, YCTONUYMBBIH
K B3JIOMY I1apOJIb;
5. Ecnn ecTh BO3MOXHOCTB HallMCcaTh CaMOMY CBOM JINYHBIN BOIPOC, UCIOJIb3YH 3Ty BO3MOKHOCTb;
6. Ucnonb3yii HECKOJIBKO MOYTOBBIX SIIUMKOB. [IepBhIil 11 yaCTHOM NMEPENnUCKH ¢ ajpecaTaMy, KOTOPbIM Thl
JIOBepsielllb. DTO 3JEKTPOHHBIN aJpec He HaJl0 UCIOIb30BATh MPU PErUCTPalluK Ha popyMax U caiTax;
7. He oTkpsiBail ¢ailibl U Ipyrue BIOKEHUS B MHCbMax, Jake €ClIM OHU MPUILIM OT TBOUX Apy3el. Jlyuie
YTOYHHU Y HUX, OTIPABIISIIN JIU OHU Tebe 3TH (ailibl;
8. Ilocne okoHYaHMs pabOTHI HA TOYTOBOM CEPBHCE MEPEJ] 3aKPHITUEM BKIIAJKU C CAaliTOM He 3a0y/ib HaXaTb
Ha "BeiiiTi".

Ku6epOyajiMHr Wiim BUPTyajibHOE U31€BaTeIbCTBO
KubepOynnuur - mpecienoBaHue COOOIICHHUSIMHU, COACPKAIIUMU OCKOPOJIGHUs, arpeccuto,
3alyTUBaHUE; XYJIMTaHCTBO; COIIMATIbHOE OOMKOTUPOBAHKE C TOMOIIBIO Pa3INYHBIX HHTEPHET-CEPBUCOB.
OcHOBHBIE COBETHI 110 O0pHOE ¢ KNOEPOYIITMHIOM:
1. He Gpocaiics B 60ii. JIyummii criocod: mocoBeToBaThCsl Kak ce0si BECTH U, €CIIM HET TOro, K KOMY MOKHO
o0paTUThCs, TO BHavalle YCIOKOUThCsA. Ecnu Thl HauHelIb OTBEYaTh OCKOPOJIEHUSIMH Ha OCKOPOJIEHUS, TO
TOJIBKO e11le O0JIbIIEe Pa30sKellb KOH(IHKT;
2. Yopasnaii cBoell kubeppernyTaiuei;
3. AHOHMMHOCTD B ceTd MHMMasA. CyIEeCTBYIOT CIIOCOOBI BBIICHUTD, KTO CTOUT 32 aHOHUMHBIM aKKayHTOM;
4. He crouT BecTH XyJIWTraHCKui oOpa3 BUPTyaJbHOU *u3HU. IHTepHET GuKcUpyeT Bce TBOU JAECUCTBUS U
COXpaHSeT uX. Y IaIuTh UX OyAeT KpaiiHe 3aTpyTHUTEIbHO;
5. ColOmroaii CBOIO BUPTYAIBHYIO Y€CTh CMOJIONY;
6. Urnopupyit ennHuuHbId HeratuB. OJHOpPA30BbIE OCKOPOUTENbHBIE COOOILIEHHS JIydllle UTHOPUPOBATH.
OOBIYHO arpeccus MpeKpaIlaeTcs Ha Ha4yalbHOU CTa/lnuu;
7. ban arpeccopa. B mporpamMmmax oOMeHa MTHOBEHHBIMH COOOIIEHHMSIMH, B COLMAIBHBIX CETSIX €CTh
BO3MOKHOCTH OJIOKMPOBKH OTIIPABKH COOOIIEHUI C OTIPEICTICHHBIX aJpeCcoB;



8. Ecnu b cBUeTens KubepOysumHra. TBou AelicTBUS: BHICTYIIUTh IPOTUB MpecieioBaTels, oKa3aTh eMY,
YTO €ro JACHCTBUS OIICHUBAIOTCS HETATUBHO, MOJJEPKATb KEPTBY, KOTOPOM HY>KHA ICUXOJOTUYECKAsS
MOMOIIb, COOOIIUTH B3POCIIBIM O (haKTe arpeCCUBHOTO MOBEACHUS B CETH.

MoOnabHblii Tes1edoH

CoBpemeHHbIE cMapT(OHBI U IUTAHIIETHI COAEPKAT B ceOe BIIOJIHE B3POCIBIN (DYHKIIMOHAT, U TEIIEPh
OHHM MOTYT KOHKYPHPOBAaTh CO CTAllMOHAPHBIMHU KoMITbloTepaMu. OJIHAKO, CPEICTB 3aLUTHI AJIs OI0OHBIX
YCTPOMCTB MOKA O4eHb Mayo. TecTHpoBaHKE U MOUCK YA3BHUMOCTEH B HUX MPOUCXOJUT HE TaK MHTEHCHBHO,
kak Juis [IK, 1o sxe camoe kacaercss 1 MOOMJIbHBIX IPHIIOKEHUH.

CoBpemeHHbIE MOOWJIBHBIE Opay3epbl yK€ NMPaKTHYECKH JOTHAIM HACTOJBHBIC AHAJIOTH, OJHAKO
pacumpenue GpyHKIHOHAA BiIeYeT 3a OO0 OOJBIIYIO CI0XKHOCTh U MEHBIIYIO 3alUIIEHHOCTD.

Jlanexo He BCe MPOW3BOAMTENH BBITYCKAIOT OOHOBJICHUS, 3aKPHIBAIOIINE KPUTUYECKHE YSI3BUMOCTH
JUISL CBOUX YCTpPOICTB.

OcHOBHBIE COBETHI JIsl 0€30MaCHOCTH MOOMIIBHOTO TesieoHa:
Huyero He sBnsieTcss mo-HacTosuieMy OeciulaTHBIM. Byab OCTOpOXeH, Belb Korjaa Tebe mpenaararor
OecrutaTHbIA KOHTEHT, B HEM MOTYT OBITh CKPBITHI KAKHE-TO TUIaTHBIC YCIIYTH;
Hywmaii, npexae yem otmpaBuTh SMS, ¢hoTo miam Buaeo. Thl TOYHO 3HACIIb, TJI€ OHU OYJIyT B KOHCYHOM
utore?
HeobxommuMo 0OHOBIISATE ONEPAlIMOHHYI0 CHCTEMY TBOETro cMapT(hoHa;
Hcnonp3yii aHTUBUPYCHBIE POTPAMMBI JIJIs1 MOOMITBHBIX TEJIE()OHOB;
He 3arpyxaii npumoxeHuss OT HEHM3BECTHOIO MCTOYHHKA, BEIb OHHU MOTYT COAEpkKaThb BPEIOHOCHOE
IPOrpaMMHOE 00€CIIEUEHHE;
[Tocne Toro kak Thl BBIMEIIb C calfiTa, i€ BBOAMII JIMYHYIO MH(OpMALIMIO, 32l B HACTPOUKHU Opaysepa u
yaamu cookies;
[Tepuoanuecku mpoBepsii, KaKKUe TUIATHBIE YCIYTH aKTHBUPOBAHBI HA TBOEM HOMEPE;
JlaBaii cBoif HOMep MOOMIBHOTO TelNe(POHA TOIBKO JIFOJIM, KOTOPBIX ThI 3HACIIb U KOMY JTOBEpSCIIb;
Bluetooth momxen ObITH BBIKIIIOUEH, KOTJa THI UM HE TOJb3yelibes. He 3a0biBaii nHOTJa MPOBEPATH ITO.

Online urpsi

CoBpeMeHHbIE OHJIAWH-UTPbl — 3TO KPACOYHBIE, 3aXBaThIBAIOIINE pPa3BJICUEHUS, OOBEIUHSIOLINE
COTHH THICSY YEJIOBEK M0 BceMy Mupy. Urpoku mccienyroT NaHHBIH UM MHp, OOIIAIOTCSA APYT C JIPYyroMm,
BBIMOJHAIOT 3aJlaHUsl, CPaXalOTCS C MOHCTpAMU U IOJIy4alOT OMBIT. 3a YyIOBOJBCTBUE OHM IUIATAT:
HOKYIAKT JUCK, OTNIAYMBAIOT a0OHEMEHT UJIM MTPUOOPETAIOT KaKUe-TO OIIHUH.

Bce stu cpenctBa mayT Ha MOJJEpKAaHME W Pa3BUTUE WUIPhI, a TaKkKe Ha caMy O€30I1aCHOCTH:
COBEPILEHCTBYIOTCSI CHCTEMBbl aBTOPH3AlMM, BBIMYCKAIOTCS HOBblE NaTyd (UM(POBbIE 3amjaTKu Ul
IpOrpaMM), 3aKpbIBalOTCS YSI3BUMOCTH CEPBEPOB.

B momoOHBIX urpax CTOUT omacaTbCsi HE CTOJbKO CBOMX CONEPHUKOB, CKOJBKO KpPaXXH TBOETO
naposisi, Ha KOTOPOM OCHOBaHa CUCTEMa aBTOPU3alMK OOJBIIMHCTBA UTP.

OCHOBHBIE COBETHI M0 0€30MaCHOCTH TBOETO UTPOBOT'0 aKKayHTa:

1. Ecnu npyroil urpok Bener cedsl IUIOXO WM CO3/aeT Tebe HENpUSATHOCTH, 3a0JOKHpPYH €ro B CIUCKE
UT'POKOB;

2. IMoxanylics aAMMHHUCTpaTOpaM HUIPbl Ha IUIOXOE IOBEJEHHE 3TOTO0 WIPOKA, JKEIATEeIbHO HMPHIOKUTH
KaKHe-TO JI0Ka3aTeIbCTBA B BUJI€ CKPHUHOB;

3. He yka3biBaii 11uHy10 HHGOpMaIUIO B Ipodaiiie urpsl;

4. YBaxkall Ipyrux y4acTHUKOB I10 UIDE;

5. He ycranaBnuBaii Heo(uImaaibHbIE TTATYH U MO/IBI;

6. Mcnionp3yi CII0KHBIE U pa3HbIE ApOJIH;

7. Jlaxe BO BpeMs MIPbl HE CTOMT OTKJIKOYaTh aHTUBHpYC. IIoka ThI urpaems, TBOW KOMIBIOTEP MOTYT
3apa3uTh.

@OUIIHT WIM KPAjKa JIMYHBIX JIAHHBIX

OOBIYHON KpakeH JIeHer M JOKYMEHTOB CETOJHS YK€ HUKOTO HE YJWBHINL, HO C Pa3BUTHEM
WHTEPHET-TEXHOJIOTUN 3J0YMBIIUICHHUKA TEPEeMECTHINCh B HWHTEPHET, M MPOJOJIKAIOT 3aHUMAThCA
"IIF0OMMBIM" IEJTOM.



Tak mosiBUiach HOBasl yrposa: MHTEPHET-MOLIEHHUYECTBA WM (UIIMHT, TJIaBHAs LEJdb KOTOPOTro
COCTOMT B TIOJMYyYEHUH KOH(MUICHIIMATBHBIX TaHHBIX MMOJH30BaTENeH - JIOTMHOB U Naposieil. Ha anrmuiickom
s3pike phishing unraercs kak gummHr (ot fishing - peiOHas moBs, password - maposs).

OcHOBHBIE COBETHI 10 O0PHOE ¢ PUIIUHTOM:

1. Cnenu 3a cBOoMM akkayHTOM. Eciu Thl moio3peBaeliib, YTO TBOSI aHKETa Obljia B3JIOMaHa, TO HEOOXOAUMO
3a0JIOKHPOBATH €€ U COOOIIUTH a]MHHUCTPATOPaM pecypca 00 ITOM KaKk MOYKHO CKOpee;

2. Ucnone3yit 6e30macHbie BeO-CaThI, B TOM YKCJIe, HHTEPHET-Mara3uHoOB U TOMCKOBBIX CUCTEM;

3. Ucnonp3yii ClIOKHBIE U pa3Hble maponn. Takum o0pa3om, eciid Te0si B3JIOMAIOT, TO 3JIOYMBIIUICHHUKA
MOJTy4aT AOCTYII TOJILKO K OJIHOMY TBOEMY MPO(MUIIIO B CETH, a HE KO BCEM;

4. Ecnu Te0st B3710MaH, TO HEOOXOIUMO MPEAYIPEIUTh BCEX CBOMX 3HAKOMBIX, KOTOPBIC I00ABIIECHBI Y TEOS
B JIPY3bsX, O TOM, 4TO T€0s B3JIOMaJH U, BO3SMOXHO, OT TBOETO UMEHHU OYyJIeT pacchliaThCs CllaM M CCHUIKU
Ha (PUIIMHTOBBIE CANUTHI;

5. YcranoBu HanexHbIH maposb (PIN) Ha MoOUITBbHBIN TenedoH;

6. OTKIII0YM cOXpaHEHHE Mapodisi B Opaysepe;

7. He oTkpeiBail (aityibl U Apyrre BIOKEHHUs B TUChMax, JakKe €CJIM OHH MPHUIILUIA OT TBOMX JApy3ei. Jlyde
YTOYHH Y HUX, OTIIPABJISLIN JIM OHH TeOe 3TH (aiibl.

Hudposas penyranus

Hudposas pemyTtamuss — 3TO HeraTUBHAs WM MO3UTHBHAs HH(opmanus B cetd o Tele.
Komnpomerupyromas napopmanus, pa3MelIeHHas B MHTEPHETE, MOXKET CEphe3HBIM 00pa30M OTPa3UTHCS Ha
TBOel peanbHOil xu3HU. "lludpoBas pemyrauus’ — 3TO TBOM HMHIXK, KOTOpBIH GdopMmupyercs wus
uHpopManuu o Te0e B UHTEPHETE.

TBoe MecTo XUTeNbCTBa, y4ueObl, TBOe (UHAHCOBOE IIOJIOKEHHUE, OCOOCHHOCTH XapakTepa H
pacckasbl 0 OJIM3KUX - BCE 3TO HAKAIUIUBAETCS B CETH.

MHorue noapoCTKU JErKOMBICIIEHHO OTHOCSTCS K MyOIuKauuu JuyHou uHpopManuu B UHTEpHETE,
HE TOHMMAas BO3MOKHBIX TOCIEACTBHUA. ThI Jaxxe HE CMOXEIb AO0ragarbcs O TOM, uTo (oTorpadus,
pa3MeleHHas 5 eT Ha3a/l, cTajla IPUYMHON 0TKa3a MPUHSTH Te0s Ha paboTy.

Kommenrtapuu, pasmenienne TBoux (otorpaduii m aApyrue ACHCTBHS MOTYT HE HCUE3HYTH Ha)Ke
Mociie TOro, Kak Thl UX yJalWilb. Thl HE 3HAaEllb, KTO COXpaHWJI 3Ty HMH(OpManuio, momaia i OHa B
MIOMCKOBBIE CHCTEMbI M COXPAaHWUJIACh JIM OHA, a TJIABHOE: YTO MOAYMAlOT O TeOe OKpy»KarollHue JIOAH,
KOTOpbIe HalAyT U yBUIAT 3T0. HailTu nHpopMannio MHOTO JET CIyCTsl CMOXKET J1I000M - Kak U3 A0OpBIX
noOy>KJIeHUH, TaK U ¢ HAMEPEHUEM NPUUUHUTD BPEA. ITO MOXKET OBITh KTO YTOJIHO.

OcHOBHBIE COBETHI M0 3aIIuTe HU(PPOBOI pemyTauu:
1. [Togymaii, mpexae ueM 4To-To MyOJUKOBaTh U NepeaaBaTh y ce0s B 0J0Te WU B COIIMAIBHON CETH;
2. B Hactpoiikax npoduisi yCTaHOBM OrpaHUYEHHs Ha MPOCMOTP TBOETo MPOQMIISs U €ro COJEp>KUMOro,
cenai ero Tosibko "ans apysei”;
3. He pa3meniaii u He yka3blBail HHPOPMALIHIO, KOTOPAsk MOXKET KOTr0-ITM00 OCKOPOISATH UK 0OMKATh.

ABTOpCKO€e MPaBo

CoBpeMeHHbIE IIKOJIbHUKHU - aKTUBHBIE MOJIb30BaTeNN HU(POBOro npoctpancTBa. OHAKO NaJIeKo He
BCE 3HAIOT, YTO IOJIb30BAaHHE MHOTUMH BO3MOXHOCTSAMHU LU(POBOro MHupa TpedyeT cOoOI0ACHUs MpaB Ha
MHTEJJIEKTyaJIbHYyI0 COOCTBEHHOCTb.

TepmuH "uHTEIUIEKTyalbHasE COOCTBEHHOCTh" OTHOCUTCS K PA3JIMYHBIM TBOPEHHUSM YEJIOBEYECKOTO
yMa, HaulHasi ¢ HOBBIX M300pETeHH U 3HAKOB, 0003HAYAIOIINX COOCTBEHHOCTh Ha MPOIYKTHI U YCIYTH, U
3aKaH4YMBasi KHUTamMu, pororpadusMu, KHHOMHIEMaMH U MY3bIKaIbHBIMUA IPOU3BEACHUSMHU.

ABTOpCKHE MpaBa — 3TO MpaBa Ha MHTEJUIEKTYaJbHYI0 COOCTBEHHOCTh Ha MPOU3BEACHMS HAYKH,
JUTEpaTyppl M HUCKyCcCTBA. ABTOpCKHME IIpaBa BBICTYNAlOT B KAadyeCTBE TIapaHTUU TOTO, YTO
MHTEJJIEKTYaJIbHBIM/TBOPUECKUN TPY/I aBTOpa HE OyJeT HalpacHbIM, JAaCT €My CIIPaBeIIMBbIE BO3MOXXHOCTH
3apa0oTaTh Ha pe3yJbTaTaXx CBOETrO TPYyJa, MOJYYUTh U3BECTHOCTh M Npu3HaHue. Hukro 6e3 pasperieHus
aBTOpa HE MOXKET BOCHPOU3BOJIUTH €r0 MPOU3BEIEHHUE, PACHpPOCTPAHATH, MYyOJUYHO JEMOHCTPUPOBATD,
po/1aBaTh, UMIIOPTHPOBATH, ITYCKaTh B MPOKAT, IyOJUYHO UCIIOIHATH, TOKAa3bIBATh/UCIIONHATE B 3(hupe uin
pa3memars B MHTEpHETE.

Hcnonp3oBanue "MUpaTckoro” mporpaMMHOIO 00ecrieyeHust MOKET IPUBECTH K MHOTUM PHUCKaM: OT
MOTEPHU JTAaHHBIX K TBOMM aKKayHTaM J0 OJIOKMPOBKH TBOETO YCTpPOICTBa, IJieé YCTAaHOBJIEHA HeJerajbHas
nporpamMa. He crout Taxke 3a0bIBaTh, 4TO CYLIECTBYIOT JieTalIbHbIe M OecIIaTHbIE MPOTrPaMMBbl, KOTOpPbIE
MO>XHO HAaWTH B CETH.



O nopraue

CereBu4oK.p( - TBOM TJIaBHBIN COBETUMK B CETH. 37I€Ch Thl MOXKEITb Y3HATh O O€30MaCHOCTH B CETH
MOHSITHBIM M JOCTYITHBIM SI3bIKOM, a TMPU BOSHUKHOBCHHH KPUTHYECKOW CHTYaIlMH OOPATUTHCS 32 COBETOM.
A TaKe NPUHATH yYacTHe B KOHKYpCaX U CTaTh CaMbIM HU(POBBIM I'paxJaHUHOM !



