MAMATKA /11 OBYYAIOIMXCS OB UHOOPMALIMOHHOM BE3OIACHOCT!
JIETEN

HEJIB34 1!

1. Bcem mozipsi cooO1IaTh CBOO YacTHYIO HHPOpMAaIHIO (HacTosmue ums, pamuimro, TenedoH,
ajipec, HOMep MIKOJIBI, a TaKke (hoTorpaduu CBOH, CBOSH CEeMbU U Ipy3eil);

2. OTKpBIBaTh BIIOKEHHBIE (DaiiiIbl AIEKTPOHHON MOYTHI, KOT/Ia HE 3HACIIb OTIIPABUTEIS;
3. I'pyOuTth, npuanpaThcs, OKa3bIBaTh JaBICHUE - BECTH Ce0s1 HEBEKIIMBO U arpeCCUBHO;

4. He pacriopspkaiicst JeHbI'aMH TBOCH CeMbH 0€3 pa3pelleHHsI CTapIIuX - BCeTIa CIpaimBai
poauTenent;

5. He Bctpeuaiics ¢ IHTepHET-3HaKOMBIMU B PEaIbHOM JKHU3HU - IIOCOBETYICS CO B3POCIIBIM,
KOTOPOMY JI0BEpsICIIb.

OCTOPOXHO !!!

1. He Bce numryt npasay. Yuraeus o cedbe HenpaBay B IHTepHeTe - coo01H 00 3TOM CBOUM
POJUTENSAM UM ONEKYHaM;

2. IlpurnamaroT nepenuchiBaThCsl, UTPaTh, OOMEHUBATHCS - IPOBEPD, HET JIU MOJBOXA;
3. HesakonHoe konmpoBaHue ¢aiiioB B IHTepHETE - BOPOBCTBO;
4. Beernia paccka3biBail B3pOCIbIM O TTpoOJIeMax B CETH - OHU BCET/la IIOMOTYT;

5. Vcrionb3yit HacTpoikK 0€301MacHOCTH U MIPUBATHOCTH, YTOOBI HE IOTEPATH CBOM aKKAyHTHI B
COILICETSAX U JIPYTHX MopTaiax.

MOKHO !!!

1. YBaxaii Ipyrux rnojab30BaTeien;

2. Ilonw3yembess MHTEpHET-UCTOUYHUKOM - JIEJIail CCBUIKY Ha HETO;
3. OTKpbIBail TOJNBKO T€ CCHUIKU, B KOTOPBIX YBEPEH;

4. O0maTbcs 32 HOMOIIBIO B3POCIBIM - POJAUTENHN, ONEKYHBI U aIMUHUCTPALIUs CATOB BCET/Aa
IIOMOT'YT;

5. Ilpoiigu ob6ydenue Ha caiite "CeTeBHUOK" U MOTY4H HACTIOPT HUPPOBOTo rpakaaHuHa!
NHOOPMALMOHHASA TAMATKA JUIA OBYYAIOIIIUXCA

C KaX/1bIM T'OJIOM MOJIOAICKH B UHTEPHETE CTAHOBUTHCS OOJIbILE, a MIKOJIBHUKH OJTHU U3 CaMBIX
aKTHBHBIX ITOJIb30BaTeNneil Pynera. Mexay TeM, IOMUMO OTPOMHOTO KOJIMYECTBA
BO3MOXKHOCTEH, HHTEPHET HECET U MpoOieMbl. DTa mamsTKa JODKHA ITOMOYb Tebe 6e301acHo
HAaXOJIUTHCS B CETH.



Komnvromepuwie eupycot

KoMIbroTepHsIii BUPYC - 3TO Pa3HOBUJHOCTh KOMIIBIOTEPHBIX IPOrpaMM, OTINYUTEIIBHOU
0COOEHHOCTBIO KOTOPOH sABIIsIETCSA CLIOCOOHOCTh K pa3MHOKEHHIO. B ononHeHue Kk aTomy,
BUPYCBHI MOT'YT MOBPEIUTH WIH MOJTHOCTHIO YHHUTOXHUTH BCe (hailyibl U TaHHBIE,
HOJKOHTPOJIbHBIE [10JIb30BATENI0, OT UMEHH KOTOPOro OblIa 3aMylleHa 3apaXeHHas IporpaMma,
a TaKk)Ke MOBPEIUTh WIN JaXKe YHHUTOXKHUTD ONEPALIMOHHYIO CUCTEMY CO BCeMH (hailimamu B
nesioM. B GonbIIMHCTBE cityyaeB paclpoCTPaHAIOTCS BUPYChI Yepe3 UHTEPHET.

MeTOI[BI 3alIUThI OT BPCAOHOCHBIX IIPpOrpaMM:

1. Ucnionb3yit coBpeMEeHHBIE OTepalliOHHbIE CUCTEMBI, UMEIOIINE CEPHE3HBIN YPOBEHD 3aIlUThI
OT BPEAOHOCHBIX IPOIPaAMM;

2. IlocTrosiHHO ycTaHaBnuBaii nadytu (U pOBbIE 3aIIaTKH, KOTOPbIE aBTOMATUYECKU
YCTaHABIIMBAIOTCA C LEJIbIO IOPa0OTKH MPOTrpaMMBbl) U Apyrue oOHOBJIEHUS CBOEH
orepanuoHHoi cucteMbl. CKkauMBail UX TOJIBKO ¢ OQHUIMATBLHOTO caiita pa3padorunka OC. Ecnu
CYILIECTBYET PEKUM aBTOMATUYECKOTO OOHOBJIEHUS, BKJIIOUYH €T0;

3. Paboraii Ha cBOEM KOMIIBIOTEPE 1101 ITpaBaMH I10JIb30BaTENs, a HE aAMMHHUCTpATOpa. JDTO HE
HIO3BOJIUT OOJIBIIMHCTBY BPEIOHOCHBIX ITPOTPAMM MHCTALUTMPOBATHCS HA TBOEM MEPCOHAEHOM
KOMITBIOTEPE;

4. crionb3yii aHTHBUPYCHBIC TPOTPAMMHBIE TIPOIYKThI H3BECTHBIX MTPOU3BOAMUTEINIECH, C
aBTOMAaTHYECKUM OOHOBIIEHHEM 0a3;

5. Orpannyb (HU3HYECKHA JOCTYI K KOMITBIOTEPY I TOCTOPOHHUX JIHIL;

6. Mcnonp3yil BHEIIHKME HOCUTENH HH(OPMALINY, TaKUe Kak (iemika, JTUCK Win (aidi u3
MHTEPHETA, TOJIBKO U3 IPOBEPEHHBIX UCTOYHUKOB;

7. He oTKpbIBail KOMIIbIOTEpHBIE (haiiibl, HOTYyYEHHBIE U3 HEHA/IEKHBIX UICTOYHUKOB. Jlaxke Te
(aiinbl, KOTOpbIE MpUCIaT TBOIM 3HAKOMBIN. JIyyllle yTouyHH y HETo, OTHPABJISII JIU OH TeOe UX.

Cemu WI-FI

Wi-Fi - aT0 He BuI nepeaun JaHHBIX, HE TEXHOJIOTHS, & BCEro JIMIIb OpeHn, Mapka. Eme B 1991
roJly HUJepaaHackas kommnanus 3aperucrpuposaia opens "WECA", uyro o00o3Havano
cioBocouetanue "Wireless Fidelity", koTopblil mepeBoauTcs kak "GecripoBoiHas TOYHOCTH'".

Jlo Hamero BpeMeHH JAoIuIa Ipyras ab0peBuaTypa, KOTopas sSBJISIETCS TAKOU jK€ TEXHOJIOTHEH.
Oto abbpeBuarypa "Wi-Fi". Takoe Ha3BaHue ObLIO 1aHO ¢ HAMEKOM Ha CTAaHAAPT BBICIIECH
3BykoBoil TexHuku Hi-Fi, uto B nepeBosie o3HauaeT "BbICOKasi TOYHOCTH".

Ja, GecriaTHBIN HHTEPHET-AOCTYII B Kade, OTENAX U adpoIropTax SBISETCS OTINYHON
BO3MOXKHOCTBIO BBIXO/Ia B MHTEpHET. HO MHOTHE 3KCIepThl CUUTAIOT, UTO 001Ie10CcTynHbIe Wi-
Fi cetu He sBNsAIOTCA O€30MaCHBIMU.

CoBeTsl 110 0€30MacHOCTH pabOThI B 00IIEIOCTYHBIX ceTsax Wi-fi:

1. He nmepenaBaii cBoto nuuHyto nHpopMaluio yepes odmenoctymnnusie Wi-Fi cetu. Paboras B
HUX, KeJIaTeJIbHO HE BBOJIUTH MAPOJIN JOCTYIIA, JIOTHHBI U KaKUe-TO HOMepa;



2. Ucnionb3yit 1 0OHOBIISIH aHTUBUPYCHBIE IPOrpaMMBI B OpaHaMayep. TeM caMbIM Thl
obe3omacuib ce0st OT 3aKaUKu BUPYyca Ha TBOE YCTPONCTBO;

3. IIpu ucnonp3oBanuu Wi-Fi orkmroun ¢pynknuro "OOmuit qoctyn K ¢daiiiaM 1 mpuHTepam".
Jannast QyHKIHS 3aKphITa 0 YMOIYAHUIO, OJTHAKO HEKOTOPHIE IMOIH30BATEIIN aKTUBUPYIOT €€
TSl y10OCTBa MCTIOJIb30BaHUs B paboTe WIH yueoe;

4. He ucnonb3yii nyonuunbiii WI-FI 11 nepegaun TUYHBIX JaHHBIX, HATPUMED IS BBIXOJA B
COIMAJIbHBIE CETU MJIM B DJIEKTPOHHYIO MOUTY;

5. Ucnonw3yit Tonbko 3amuiiennoe coenunenne yepe3 HTTPS, a ne HTTP, T.e. mpu nabope
BeO-anpeca BBoau uMeHHO "https://";

6. B mobunsHOM Tenedone otkioun ¢ynkuuio "l[lonkmouyenue k Wi-Fi aBromarndecku". He
JIONYCKai aBTOMAaTH4eCcKOro MOAKIIIOYEHHs ycTpoiicTBa K ceTaM Wi-Fi 6e3 TBoero cormacus.

COI/{MaJZbele cemu

ConuanbHble CETH aKTUBHO BXOJSAT B HAlly KH3Hb, MHOTHE JIFOJU padOTaIOT U )KUBYT TaM
IIOCTOSIHHO, a B Facebook yxxe 3apeructpupoBaH MUIIIIMAp YETIOBEK, YTO SIBJISETCS OJHOM
CebMOI BCeX KHUTEJeH TuraHeTsl. MHOTHE MOJTb30BaTeIN HE IOHUMAIOT, 9YTO HH(OpMAaIs,
pasMelleHHas UMH B COLIMAIbHBIX CETAX, MOKET OBbITh HalIeHa U MCII0JIb30BaHa KEM YI'OJHO, B
TOM 4HCJI€ HE 00513aTeNIbHO ¢ OJ1aruMy HaMEPEHHUSIMH.

OCHOBHBIE COBETHI IO 0E€30IIaCHOCTH B COLMAJIbHBIX CETAX:

1. Orpanudb CrUCOK Apy3ei. Y TeOs B IPY3bsIX HE JIOJDKHO OBITh CITy4aifHBIX M HE3HAKOMBIX
JIIOAEH;

2. 3amuiaii cBOIO 4acTHYIO *kH3Hb. He yka3biBail nmaposu, TenedoHsl, ajapeca, 1aTy TBOETO
POXJIEHUS U JAPYTYIO JUYHYI0 HHPOPMALKIO. 370YMBIIIJIEHHUKHA MOTYT MCIIOJIb30BaTh JJaXe
I/IHq)OpMaHI/IIO 0 TOM, KaK Tbl 1 TBOU POAUTCIIN IIJIAHUPYCTEC ITPOBECTU KaHUKYJIbI;

3. 3amminaii CBOIO peryTaIuio - IEp>KU €€ B YUCTOTE U 3a/1aBail cebe BOIpoC: XOTe ObI ThI,
YTOOBI APYyrUe MOIB30BATENN BUJIENH, YTO ThI 3arpyskaemib? [logymait, mpexae 4em 4To-To
OITyOJIMKOBATh, HAMKMCATh U 3aIPy3UTh;

4. Ecnu Thl TOBOPHILIB C JIFOABMH, KOTOPBIX HE 3HACIlb, HE UCIIOJIb3YH CBOE pEaIbHOE UM U
JPYTyIo JUUHYIO0 HH(GOPMALUU: UMsI, MECTO JKUTEIBCTBA, MECTO Y4eOBbl U poYee;

5. N36eraii pazmemenus Gororpaduii B iaTepreTe, r/1e Thl N300pa’keH Ha MECTHOCTH, 110
KOTOPOU MOKHO OIPENETUTH TBOE MECTOIOIOKEHNUE;

6. [Ipu perucrpanuu B CONMATBLHON CETH HEOOXOAMMO UCTIOIB30BaTh CIOKHBIE MAPOJIH,
cocrosmue u3 OykB v QP U ¢ KOJUIECTBOM 3HAKOB HE MEHEE §;

7. A7t cONManbHOM CETH, TIOYTHI U IPYTUX CAUTOB HEOOXOUMO HCTIOIB30BaTh PAa3HBIC MAPOJIH.
Toraa ecnu Te0s1 B3IOMAIOT, TO 3JI0YMBIIIJICHHUKHU TOTyYaT JOCTYI TOJIBKO K OJTHOMY MECTY, a

HE BO BCE Cpa3y.

Dnexkmponnvle deHbveu



DJEeKTPOHHBIE JICHBIH - 3TO OYEHb YAOOHBIH cI10co0 MaTexel, OHAKO CYILECTBYIOT
MOILIEHHUKH, KOTOPBIE XOTAT MOIYYUTh 3TH JICHBIU.

:‘)J'ICKTI)OHHBIG JCHBbI'M ITOABHUIINCHh COBCEM HEAABHO M UMCHHO H3-3a 3TOI'0O BO MHOI'HX
rocyaapCTBax A0 CHUX IMOP HC NPONHCAHO IIPO HUX B 3aKOHAX.

B Poccun sxe onn yHKIMOHUPYIOT M O HUX YK€ TIPONHCAHO B 3aKOHE, TJI€ UX pa3AeisaioT Ha
HECKOJIBKO BHJIOB - aHOHMMHBIE U HE aHOHUMHBIE. Pa3HKIIa B TOM, YTO aHOHUMHBIE - 9TO T€, B
KOTOPBIX pa3pemiaeTcst MPOBOAUTH ONEpay 0e3 uIeHTH(PHUKALINY TT0Ib30BaTeNs, a B
HEaHOHMMHBIX MJIEHTU(DUKALKS T0Ib30BATEIN ABISETCS 0053aTEIbHOM.

Taroke clieayeT pa3nuyarhb JIeKTPOHHBIE (PHATHBIE AEHBI'H (PaBHBI TOCYJAPCTBEHHBIM BaJIIOTaM)
U JIEKTPOHHbIE He(pUaTHbIE NEHbIU (HE paBHBI TOCYAaPCTBEHHBIM BaJIIOTaM).

OCHOBHBIE COBETHI 110 OE30IIaCHOM pa60Te C DJICKTPOHHBIMU JACHbI'aMU:

1. [TpuBsiku K cueTy MOOUITBHBIN Tene(oH. ITO camMblil yI0OHBIN U OBICTPBINA CIIOCOO
BOCCTAHOBUTH JIOCTYII K c4ery. [IpuBs3aHHbIN TenedoH MOMOXKET, €CIIu 3a0y/IeIIb CBOI
TUTATE)KHBIA TTAPOJIb WITK 3aiICIIb HA CAUT C HE3HAKOMOT'O YCTPOWCTBA;

2. Ucnonw3yit onHopa3oBbie maposu. [locne nepexona Ha yCUIIEHHYIO aBTOPHU3ALIUIO0 TEOE yKe
He Oy/IeT yrpoXkaTh OMAaCHOCTh Kpa)XH UITU TMepexBarta MIaTeKHOTO MapoJis;

3. Beibepu cnosxHblil mapons. [IpectynHukam Oyner He MPOCTO YraaTh CIOKHBIA MapoJib.
Hanexxnble maposu - 3T0 napoiu, KOTOpbIE CoAepkKaT He MEHEe 8 3HAKOB U BKJIIOUAIOT B ce0s
CTPOYHBIE U MPOMUCHBIE OYKBBI, IU(PHI U HECKOJIBLKO CUMBOJIOB, TAKHE KaK 3HAK J0JUIapa,
¢byHTa, BOCKJIMIIATEIbHBIN 3HaK | T.11. Hanpumep, $tROng!;;

4. He BBOAM CBOM JINYHBIE JaHHBIE HAa CaliTaX, KOTOPBIM HE J10BEPSIEILIb.
Inekmponnan nouma

DNEKTPOHHAs MOYTA - 9TO TEXHOJIOTHS U IIPENOCTABIIIEMBIE €10 YCIIYTH I10 IIEPECBIIKE U
MOJIYYEHUIO JIEKTPOHHBIX COOOIIEHH, KOTOPBIE PACIIPENETSIOTCS B KOMIIBIOTEPHOM CETH.
OOBIYHO 3EKTPOHHBIN MOYTOBBIN SIIMK BBITJISIUT CIEIYIOIUM 00pa3oMm:
UMs_TI0Jb30BaTeNI(@uMsl_ToMeHa. Taxke Kpome nepeaadu IpocToro TeKCTa, MeeTcs
BO3MOYKHOCTb IlepeiaBaTh (paiibl.

OcHOBHBIE COBETHI IO O€30MAaCHOM paboTe ¢ IEKTPOHHOM MOYTOM:
1. Hano BbIOpaTh npaBuiIbHBINA OYTOBBIN cepBUC. B MHTEpHETE ecTh OrPOMHBII BBIOOP
OeCIUTaTHBIX MOYTOBBIX CEPBHUCOB, OJTHAKO JYYIIE T0OBEPATh TEM, KOTO 3HAEIlb U KTO MepPBhIi B

pEUTHHTE;

2. He yka3biBail B TU4HOM nouTe TU4HYI0 HH(popManuio. Hanpumep, myurie BoIOpaTh
"My3bIKaibHbIN _(aHaT@" unu "pokx2013" Bmecto "Ttemal3";

3. Mcnonp3yil IByX3TallHYI0 aBTOPU3ALMI0. ITO KOTAAa IOMUMO MapoJsl HY’KHO BBOAUTH KO/,
IpUCBHUTaeMbIi 0 SMS;

4. Boibepu cioxHbBIN aposb. i KaskK0ro MOYTOBOTO SIIUKA JOJHKEH OBITh CBOM HaEKHBIH,
YCTOWYMBBIN K B3JIOMY I1apOJIb;



5. Ecnu ectb BO3MOKHOCTB HAIMCAaTh CAMOMY CBOM JIMYHBIN BOIIPOC, UCIIOJIB3YH OTY
BO3MO>KHOCTB;

6. Mcnonb3yl HECKOJIBKO MOYTOBBIX SITMKOB. [IepBbIii /1l 4aCTHOM MEPENUCKHU C aJipecaramu,
KOTOPBIM ThI JIOBEPSICIIb. JTO JIEKTPOHHBIN a/ipec He Ha/I0 UCIIOJIB30BATh MIPU PETUCTPAIIUU Ha
dbopymax u caiftax;

7. He oTkpsiBaii (aiinel v Apyrue BIOKEHHUS B MUCbMaX, 1a)Ke €CJIM OHU MPUIIUIH OT TBOUX
npy3ei. Jlydie yrouHu y HUX, OTHPABIISUTH JTU OHU TeOe 3TH (aiiibr;

8. ITocie okoH4aHMs pabOTHI HA IIOYTOBOM CEPBHCE Tepe/] 3aKPhITHEM BKJIAIKH C CAUTOM HE
3a0yap HaxaTh Ha "Beriitu".

Kubepoynnune unu eupmyansvHnoe u3zoeeamenbcneo

KubepOymuHr - mpecieoBanne coOOIEHUSIMHE, COACPKAITIMHA OCKOPOJICHHUS, arpeccHIo,
3allyrUBaHKE; XYJIUTAHCTBO; COMAIbHOE OOMKOTUPOBAHKE C IIOMOIIBIO PA3INYHBIX HHTEPHET-
CEpPBHUCOB.

OcHoBHBIE COBETHI 110 60pBOE ¢ KNOEPOYTUHTOM:

1. He O6pocaticst B 6oii. Jlyumiumii crioco0: MOCOBETOBAThCs Kak ceOsi BECTH U, €CJIM HET TOTO, K
KOMY MOKHO OOPaTUTHCS, TO BHAYAIe YCIIOKOUTHCS. ECiH Thl HAYHEIIb OTBEYATh
OCKOPOJICHUSIMU Ha OCKOPOJICHUS, TO TOJILKO €Ile OOJIbIIE Pa30XIKeIlb KOH(IUKT;

2. YnopaBinsii cBoei kubeppernyTanuei;

3. AHOHUMHOCTH B ceTd MHUMasl. CyIlIeCTBYIOT CIIOCOOBI BBISICHUTD, KTO CTOUT 32 aHOHUMHBIM
AKKayHTOM;

4. He cTouT BecTH XyIUraHCKUi 00pa3 BUPTyalbHOM ku3HU. HTEpHET (huKCcHUpyeT BCe TBOU
JIEUCTBUSI M1 COXPAHSIET UX. Y JAIUTh UX OyJeT KpailHe 3aTPyIHHUTEIbHO;

5. CoOtoiaii CBOIO BUPTYAIBHYIO Y€CTh CMOJIONY;

6. Irnopupy#i einHNYHbIN HeratuB. OJHOpPa30Bble OCKOPOUTENbHBIE COOOIIEHNUS JIyUllle
UrHopupoBaTh. OObIUHO arpeccusi MpeKpalaeTcsl Ha Ha4allbHOM CTauM;

7. Ban arpeccopa. B nporpamMmmax oOMeHa MTHOBEHHBIMU COOOIIEHUSMH, B COITUATBHBIX CETAX
€CTh BO3MOYKHOCTH OJIOKHUPOBKH OTIIPABKU COOOIIEHUH C OMPEICTICHHBIX apecoB;

8. Ecnu ThI cBUzeTEeNs KNOEpOYIUIMHTa. TBOU AEHCTBUS: BBICTYIHTD IPOTHUB IIpecie1oBaTes,
M0Ka3aTh €MY, 4TO €ro JIEHCTBUS OLIEHUBAIOTCS] HETaTUBHO, OJIIEPXKAaTh KEPTBY, KOTOPOH
HYXHa [ICUXO0JIOTHYECKasi TOMOIIb, COOOIIUTH B3POCIBIM O (haKTe arpecCUBHOTO MOBEACHHUS B
CeTH.

Moounvustit meneghon
CoBpemeHHbIe cMapT(HOHBI U TUIAHIIETHI COJepKaT B ce0e BIOTHE B3POCIBINA (DYHKIIMOHAT, U

Ternepb OHU MOT'YT KOHKYPUPOBATh CO CTAllMOHAPHBIMU KOMIIbloTepamMu. OJJHaKO, CPE/ICTB
3aLUTHI JUISI TOIO0OHBIX YCTPOUCTB MOKa OYeHb Maslo. TecTupOBaHUE U TIOUCK YSI3BUMOCTEH B



HUX TTPOUCXOIUT HC TAK NHTCHCHUBHO, KaK JJId HK, TO K€ CaMO€ KacacTCsa U MOGI/IJIBHBIX
MIPUITOKEHU .

CoBpeMeHHbIe MOOHITBHBIC Opay3ephl yKe MPAKTUYECKU TOTHAIHM HACTOIbHBIC aHAJIOTH, OJTHAKO
pacmupenne GyHKIIMOHANA BICUET 32 COOO0M OOJBIIYIO CII0KHOCTh U MEHBIIIYIO 3alUIIEHHOCTD.

I[aneKo HC BCC IIPOU3BOAUTECIIN BBIITYCKAIOT O6HOBJI€HI/ISI, 3aKpPbIBAIOIIUC KPUTHYCCKUC
YA3BUMOCTH JIsI CBOUX YCTPOﬁCTB.

OcHoBHBIE COBETHI JUIsl 0€301acHOCTH MOOUITBLHOTO TenedoHa:

Huyero He sBIsieTCs IO-HACTOAIIEMY OeCTUIaTHRIM. Byib OCTOpOsKEeH, Belb Koraa Tede
npeiaraT OecryiaTHbI KOHTEHT, B HEM MOTYT OBITh CKPBITHI KaKHe-TO IUIaTHBIE YCIIYTH;

Jymaii, mpexae yem otnpaButh SMS, hoTo ninu Buaeo. Tl TOUHO 3HACIIB, T OHU OYAYT B
KOHEYHOM HUTOTE?

HCO6XO,I[I/IMO OOHOBIIATH OIICPAalMOHHYIO CUCTEMY TBOCTO CMapT(I)OHa;
I/ICHOHBBYﬁ AHTUBUPYCHBIC ITPOTrPAMMBbI I MOOMIBLHBIX Teﬂeq)OHOB;

He 3arpy>1<a171 IMPUITOKECHUA OT HCU3BCCTHOI'O HCTOYHUKA, BEAb OHU MOTYT COACPIKATh
BPCAOHOCHOC NIPOIrpaMMHOC O6CCHC‘ICHI/IC;

[Tociie TOro Kak ThI BBIH/ICIIL ¢ CaliTa, TJIe BBOJWII JINYHYIO HH(POPMAIIHIO, 3ai/11 B HACTPOWKH
Opay3epa u ynanmu cookies;

Ilepnonnuecku npoBepsii, KAKKE IUIATHBIE YCIYTH AKTUBUPOBAHbBI HA TBOEM HOMEPE;

JlaBaii cBoif HOMep MOOMIBHOTO TeNe(OHA TOIBKO JIFOIM, KOTOPBIX ThI 3HACIIb U KOMY
JIOBEpsICLIb;

Bluetooth nomken ObITh BBIKITIOUEH, KOT/Ia Thl UM HE MOJb3yenibes. He 3a0biBait nHorma
MIPOBEPSTH 3TO.

Online uzput

CoBpeMeHHbIE OHJIAH-UTPBI - 3TO KPACOYHBIE, 3aXBaThIBAIOIINE pPa3BiIeueHUs], 00bEIUHSIONINE
COTHH ThICSY YEJIOBEK M0 BceMy Mupy. rpoku uccineayoT JaHHbIH UM MHp, OOIIAI0TCS IPYT ©
JPYTOM, BBIIIOJIHSIOT 3a/1aHUs, CPAXKAIOTCS C MOHCTPAMHU U TIOJY4aloT OIBIT. 3a YA0BOJIbCTBHE
OHM IIJIATST: MOKYMAIOT IUCK, OTNIAYMBAIOT a0OHEMEHT WJIM MPUOOPETAIOT KAKHE-TO OMIIUH.

Bce atn CpCAcCTBa UAYT HA NIOAACPKAHNEC U PAa3BUTUC UI'PHI, 4 TAKIKC HA CaMy 0e30IMacHOCTb:
COBCPHICHCTBYIOTCSA CUCTEMbI aBTOPHU3allH, BBIITYCKAOTCA HOBBIC IMATYX (LII/I(i)pOBI)Ie 3aIlJIaTKH

JIA nporpaMM), 3aKPbIBAIOTCA YA3BUMOCTU CCPBCPOB.

B HO,Z[O6HLIX HUrpax CTOUT OMacaTbCA HE CTOJIBKO CBOUX COIICPHUKOB, CKOJIBKO KPaKHu TBOCTO
mapoJisi, Ha KOTOpOM OCHOBAaHA CUCTEMA aBTOpHU3allUuA OONBIIMHCTBA urp.

OCHOBHBIE COBETHI 10 OE30IIACHOCTH TBOETO HUI'POBOI'0 aKKayHTa:



1. Ecnu apyroii UTpok BeneT cedsl MI0X0 WM CO3/1aeT Tebe HEMPUATHOCTH, 3a0JIOKUPYH €ro B
CIIHCKE UTPOKOB;

2. HO)KaHYﬁCH AIMUHHUCTpAaTOpaM MI'PbI HA IJIOXO0E IMOBCACHUC 3TOI'0 UI'POKaA, KCJIATCIIHHO
IMPUIIOKUTH KAKUC-TO JOKA3aTCIILCTBA B BUAC CKPUHOB;

3. He ykaspiBaii TnuHyto HHPOpMALUIO B Ipodaiine urpsl;
4, YBaxkail Ipyrux y4acTHUKOB I10 UTPE;

5. He ycranaBnuBaii Heo(uMaabHple TAaTYH U MOJIBI,

6. Mcnonb3yl CI0KHBIE M pa3HbIE MMAPOJIH;

7. Jaxxe BO BpeMsI MTPBl HE CTOUT OTKJIKOYaTh aHTUBUpPYC. [10Ka ThI Urpaenip, TBOM KOMIBIOTED
MOTYT 3apa3UTh.

Quuiune unu Kpaxca TUYHbLIX OAHHBIX

OObI4HOM KpaXkel JIeHer U IOKyMEHTOB CETOJIHS YK€ HUKOTO HE YAMBHIIb, HO C Pa3BUTHEM
MHTEPHET-TEXHOJIOTHIA 37I0yMBIIUICHHUKN TIEPEMECTHUIINCH B HHTEPHET, U TPOIOJIKAIOT
3aHUMATHECA ""MIOOUMBIM" HEJIOM.

Tak mosiBUIIack HOBasi yrpo3a: HHTEPHET-MOIIEHHHYECTBA WK (DUIIKHT, TTIaBHAS [EJIb KOTOPOTO
COCTOUT B MOJIyY€HUH KOH(GUACHIMAIBHBIX JaHHBIX M0Jb30BaTeel - JOrMHOB U naposieii. Ha
aHTIUHCKOM s3bIKe phishing unTaercs kak ¢pumuHr (ot fishing - peiOHas moBs, password -
11apoJib).

OcHOBHBIE COBETHI IO 60pbOE ¢ YUITMHTOM:

1. Cnenu 3a cBoMM akkayHTOM. Eciu Tl mojio3peBaeliib, 4To TBOS aHKeTa Oblia B3JIOMaHa, TO
He00X0IuMO 3a0JI0KHPOBATh €€ U COOOIIUTh aIMUHUCTPATOpaM pecypca 00 3TOM Kak MOKHO
CKOpEE;

2. Ucnonw3yit 6e30macHbie BEO-CAlThI, B TOM YHCIIE, MHTEPHET-Mara3uHOB M MTOUCKOBBIX CUCTEM;

3. Ucnonw3yit ciioxHbIe U pa3Hbie apoiiv. TakuM 00pa3om, eciu TeOs B3IOMAIOT, TO
3JI0YMBIIIJICHHUKHU TOTy4YaT JOCTYH TOJIBKO K OJJHOMY TBOEMY MPOQUIIIO B CETH, a HE KO BCEM;

4. Ecniu Te6s B3110Mali, TO HEOOXOAMMO MPEAYNPEAUTH BCEX CBOMX 3HAKOMBIX, KOTOPbIE
N00aBJICHBI y T€0S B IPY3bsX, O TOM, UTO T€OsI B3IOMAJIA U, BO3MOXKHO, OT TBOETO UMEHHU OyieT
pacchuIaThCs CllaM M CCHUIKU Ha (PUITMHTOBBIE CAlTHI;

5. YcranoBu HazaexHbIi napoib (PIN) Ha MoOuIbHBIN TenedoH;

6. OTKIIIOYH COXpaHEHHE MapoJisi B Opaysepe;

7. He oTkpeIBait haiiabl U Ipyrue BIOKEHUS B MUChMaX, Ta)Ke €CJIM OHU MPHUIILIA OT TBOUX
npy3ei. Jlydie yrouHu y HUX, OTIPABIISUTA JTU OHU TeOe 3TH (haiibl.

Hugposan penymayus



[ludposas pemyranus - 3T0 HETaTUBHASI WM MTO3UTHBHASA HH(POpPMALIUs B CeTH O Tebe.
Komnpomerupyromas nHpopmarus, pa3MelieHHas B UHTEPHETE, MOXKET CEPbe3HbIM 00pa3oM
OTpa3uThCs Ha TBOEH peanbHOH ku3Hu. "Lludposas pemyranus" - 3T0 TBOI UMUK, KOTOPBINA
dbopmupyeTcst u3 HHGoOpMaIuK 0 TeOe B MHTEPHETE.

TBoe mecTo KHUTCJILCTBA, y‘le6I)I, TBOC (bHHaHCOBoe IIOJIOKCHHUC, 0COOEHHOCTH XapakTepa u
paccka3bl O OJIM3KHUX - BCE 3TO HAKAIIMBACTCS B CCTH.

MHor#e noJIpoCTKH JETKOMBICIIEHHO OTHOCATCS K IYOJTUKAIIUH JTUYHOW HH(POPMAIIUH B
WuTtepHeTe, He MOHUMAas BO3MOXKHBIX ITOCIEACTBUMN. THI Take HE CMOJKEIIIb JIOTalaThCsl O TOM,
4To (poTorpadus, pazmMenieHHas 5 JeT Ha3ad, CTaja MPUYMHON OTKa3a MPUHATH TeOst Ha paboTy.

KommeHnTapuu, pa3meneHie TBoux Gpororpaduii u qpyrue qeiHCTBUS MOTYT HE UCUYE3HYTh JaKe
MOCJIE TOTO, KaK Thl UX YU, Thl HE 3HACIIH, KTO COXPAHMII 3TY HHPOPMAIIHUIO, TIOTaa JI1
OHa B TIOUCKOBBIE CUCTEMBI M COXPAaHWIIACH JIX OHA, a TJIABHOE: YTO TOyMAIOT O TeOe
OKPYKAFOIIHE JTFOAM, KOTOPhIC HAWMAYT M YBUIAT 3T0. HaliT mHGOpMAIUIO MHOTO JIET CITYCTSI
CMOKET JIt000i1 - KaKk 13 100phIX TOOYKIACHH, TaK U C HAMEPEHHEM MIPUYUHUTE Bpel. ITO
MOJKET OBITh KTO YTOJIHO.

OcCHOBHBIE COBETHI 110 3aLIUTE LU(PPOBON pemyTanuu:

1. [Tomymaii, mpesx/ie YeM 4TO-TO MyOTMKOBATh U NIepeIaBaTh y ceOs B 00T MM B CONUATBHON
ceTH;

2. B Hactpoiikax npoduis ycTaHOBHA OTPpaHUYEHHUS Ha IPOCMOTP TBOETO MPOQHIISL U €ro
COJICPKUMOT 0, CACIail ero TONbKo "ist npy3ei";

3. He pasmemnaii u He yka3bIBail HHPOPMAIUIO, KOTOPAst MOXKET KOr0-TH00 OCKOPOISAThH MK
00MXKaTh.

Aemopckoe npago

CoBpeMeHHbIE IIKOJIBHUKY - aKTUBHBIE MOJIb30BaTeNN I (ppoBoro npocrpancTBa. OgHaKo
JTAJIEKO HE BCE 3HAIOT, YTO M0JIb30BAaHHE MHOTHMHU BO3MOKHOCTSIMH LIM(PPOBOTO MUpa TpedyeT
COOJTIOJIEHHS TTPaB HA MHTEJJIEKTYAIbHYIO COOCTBEHHOCTD.

TepMuH "HHTEIEKTYyalbHasi COOCTBEHHOCTh" OTHOCHUTCS K Pa3IMUHBIM TBOPEHUSAM
YeJIOBEYECKOr0 yMa, HaUYMHasi C HOBBIX M300pETEHM U 3HaKOB, 0003HAYAIOIIUX COOCTBEHHOCTh
Ha MPOJYKTHI U YCIYTH, ¥ 3aKaHYUBasi KHUramMH, ¢pororpadusaMu, KHHOGUIbMaMH U
MY3bIKaJIbHBIMU MPOU3BEICHUSIMHU.

ABTOpCKHE MpaBa - 3TO MpaBa Ha HHTEJUIEKTyaJIbHYI0 COOCTBEHHOCTh Ha MPOU3BEICHUS HAYKH,
JUTEPATYphl U UCKyCCTBA. ABTOPCKHE NpaBa BBICTYNAIOT B KAYECTBE FAPaHTUU TOT'O, YTO
MHTEJJIEKTYaJIbHBIA/TBOPUECKUN TPY/ aBTOpa HE OyAeT HallpacHbIM, JaCT €My CIPaBeIMBbIE
BO3MOXHOCTH 3apaboTaTh Ha pe3yibTaTax CBOEro TPy/a, MOJYyYUTh U3BECTHOCTh U MIPU3HAHUE.
Huxkro Oe3 pa3penieHus aBTopa He MOKET BOCIIPOM3BOJUTH €TO MPOU3BEACHUE, PACIIPOCTPAHSITD,
MyOJIMYHO IEMOHCTPUPOBATH, MPO/IaBaTh, UMIOPTHUPOBATh, ITYCKaTh B IMPOKAT, IyOJIUYHO
UCTIOJIHATH, IOKA3bIBAaTh/UCHIOIHAT B A(Hpe WK pazmemiaTs B IHTepHeTe.

Hcnons3oBaHue "HI/IpaTCKOFO" nporpaMmMHOTO o0ecreueHUsI MOXKET OpHUBCCTU K MHOTHM
pUCKaM: OT IMMOTCPU AaHHBIX K TBOUM dKKayHTaM 110 6HOKI/IpOBKI/I TBOCTO yCTpOﬁCTBa, rac



yCTaHOBJICHA HeJleraiabHas mporpamma. He cTouT Takke 3a0bIBaTh, UTO CYIIECTBYIOT JICTATBHBIE
u OecIyIaTHbIE MPOTPaMMbl, KOTOPbIE MOKHO HAWTH B CETH.

O nopmane

CeteBU4OK.p( - TBOH TJIABHBIA COBETYHK B CETH. 3/1ECh Thl MOXKEIIIb Y3HATh O OE30IIaCHOCTH B
CETHU MOHATHBIM U JOCTYIHBIM SI3bIKOM, a TP BOSHUKHOBEHUH KPUTUUYECKOW CUTYallUH
00paTUTHCS 3a COBETOM. A Tak)Ke MPUHATH YYaCTHE B KOHKYPCAX M CTaTh CaMbIM IU(GPOBBIM
rpaXk JaHUHOM!



