WH®OPMALIMOHHAA NMAMATKA
ana ObYYAIOLMXCA

C kaxablM rogoM MOJOAEXN B MHTEPHETE CTAHOBUTLCS Oonblue, a LIKOMIbHUKN OOHM M3 CaMbiX
aKTMBHbIX nonb3oBaTenen PyHeta. Mexagy TemM, MOMMMO OFPOMHOMO KONMMYecTBa BO3MOXHOCTEN,
WHTEPHET HeceT 1 nNpobnembl. 3Ta NnamsATKa goImKHa Nnomo4db Tebe 6e3onacHO HaxoouUTLCs B CETU.

KOMﬂbI-OTeprIe BUPYCbI

KoMnbloTEpHbIA BMPYC - 9TO PasHOBUAHOCTb KOMMbIOTEPHbLIX MNPOrpaMM, OTANYUTENBLHOW
0COBEHHOCTBI0 KOTOPOW SBMAETCHA CNOCOBHOCTL K pa3MHOXEHUIO. B AononHeHne K aToMy, BUPYCbl MOFYT
NOBPEAUTb WM MOMHOCTBIO YHUUTOXWUTL BCe haiinbl M OaHHble, MOAKOHTPOrMbHbIE MOMb3oBaTento, oT
MMeHM KOoToporo Gbifia 3anylleHa 3apaxeHHasi mporpamMma, a Takke NoBpeauTb UMM Aaxe YHUUTOXUTb
oMepaLMoHHY0 CUCTEMY CO BCceMU (haitfiamu B LenoM. B GonblUMHCTBE Crly4aeB pacrpoCTpaHsTCs
BMPYCbl Yepes MHTEPHET.

MeTogbl 3aWmnThI OT BPE€OOHOCHbIX nNporpamMmm:

1. Ncnonb3yn coBpeMeHHbIe onepaunoHHbIE CUCTEMbI, UMEIOLLME CEPbE3HbIV YPOBEHb 3aLUnThl OT
BPEOOHOCHbIX MpOorpamm;

2. TlocTtosiHHO ycTaHaBnMBanW navytTy (UMdpoBblE  3annaTkM, KOTOPble aBTOMAaTWU4eCKu
yCTaHaBMnMBalOTCSA C Lenbio JopaboTku nporpammbl) U Apyrne obHOBREeHWs CBOeW onepaLMoHHOMN
cuctembl. CkaumBanm nx TOnbko C oduumanbHoro canta paspabotumka OC. Ecnn cywectByeT pexum
aBTOMaTU4ecKoro obHOBNEHWS, BKIOYU €ro;

3. Pabotan Ha cBoeM KOMMNblOTEPE NoA npasBamu Mofb3oBaTens, a He agMuHucTpaTopa. OT0 He
no3BonnT GOMbLUMHCTBY BPEOOHOCHBLIX NPOrpaMM WMHCTanMpoBaTbCs Ha TBOEM MNepCOoHanbHOM
KOMMbloTEpPE;

4. Wcnonb3ym aHTUBMPYCHble MpOrpaMMmHble MPOAYKTbl W3BECTHbIX Npou3BOAUTENEn, C
aBToMaTu4yecknm obHoBneHuem 6as;

5. OrpaHuyb puanyeckuii 4OCTYN K KOMMbIOTEPY AN MOCTOPOHHUX NNLL;

6. Vcnonb3yih BHelWHME HOCUTENU WHQOpPMaUUW, Takue Kak drnewka, OUCK unu dann us
WHTEPHETA, TONbKO U3 NPOBEPEHHBLIX MCTOYHUKOB;

7. He oTkpbiBal KOMNbIOTEPHbIE painbl, NOMyYeHHbIE U3 HEeHaOeXHbIX WUCTOYHUKOB. [axe Te
channbl, KOTOpble Npucnan TBOW 3HaKOMbIN. Jlyylle YTOYHM Y Hero, OTNPaBNAn fiv oH Tebe ux.

Cetu WI-FI

Wi-Fi - aT0 He BMA nepedaym SaHHbIX, HE TEXHOMOrus, a Bcero nuwb 6peHa, mapka. Ewe B 1991
rogy HugepnaHackas komnaHusa 3apeructpuposana 6peng "WECA", yto o6o3Hayano cnosocoyeTaHune
"Wireless Fidelity", koTopbii nepeBoanTcs kak "6ecnpoBogHas TOMHOCTL".

[o Hawero BpemeHn gowrna gpyras abbpesBmatypa, KoTopasi ABNAETCHA TAKOW e TEXHOMNOrnen.
OT10 abbpeBunatypa "Wi-Fi". Takoe Ha3BaHWe ObINO OAaHO C HAMEKOM Ha CTaHOApT BbICLUEN 3BYKOBOW
TexHukn Hi-Fi, 4yto B nepeBoae o3Ha4vaeT "Bbicokasi TOUHOCTL".

Oa, OecnnaTtHbli WHTEPHET-JOCTYN B kadpe, OTensx U asponopTax SABMASETCA OTIINMYHOWN
BO3MOXXHOCTbIO BbIXOAa B MHTEPHET. HO MHOIrMe akcnepThbl cumMTatoT, 4To obwenoctynHele Wi-Fi cetn He
sABnstoTCA 6e30nacHbIMU.

CoBeTbl No 6e3onacHoCcTH paboTkl B 06LenocTynHbIX ceTax Wi-fi:

1. He nepepaBai cBoOW Nnu4yHyto nHdopMauuio Yepes obuenoctynHele Wi-Fi cetn. PaboTtast B HuX,
XenarternbHO He BBOOUTb Maponiv AOCTYMNa, NOrMHbI U Kakne-To HOMepa;

2. Vcnonb3yn n OOHOBMNSIN aHTMBMPYCHble MporpamMmbl M OpaHgmayep. Tem cambiv  Thbl
obesonacuLlb cebsi OT 3akaykm BMpyca Ha TBOE YCTPOWNCTBO;

3. Mpu ncnonbzoBaHuun Wi-Fi oTkntoum doyHkumio "O6wmn goctyn k hannam v npuHtepam”. [aHHas



yHKUMA 3aKpbiTa NO YMOMYaHWUIO, OOHAKO HEKOTOPblE MOMb30BaTENM aKTUBMPYIOT ee Ans ygobcTea
ncnonb3oBaHus B paboTe nnn ydebe;

4. He wncnonb3yn nybnuuHbin WI-FI gna nepegadm nNu4YHbIX AaHHBLIX, HaANpMMep AN Bbixoda B
coumanbHble CETU UMK B SNEKTPOHHYIO MOYTY;

5. Ncnonb3yn Tonbko 3awuiieHHoe coeanHeHve vyeped HTTPS, a He HTTP, T.e. npu Habope Beb-
agpeca BBoAN UmeHHo "https://";

6. B mobunbHoMm TenedoHe oTkmoum dyHkumio "lMogkntoveHne k Wi-Fi aBTomaTuueckn”. He
Jonyckan aBToMmaTU4eCKOro nogknoyeHusa yctponctea k cetam Wi-Fi 6e3 TBoero cornacus.

CoumnanbHble ceTn

CoumanbHble CETM aKTMBHO BXOASAT B Haly >XU3Hb, MHOrMe nioau paboTalT M KUBYT Tam
nocTosHHO, a B Facebook yxe 3apeructpupoBaH Munnuapg 4YenoBek, YTO ABMSETCA OLHOW CeabMOK
BCEX XuTenen nnaHetbl. MHOrMe nonb3oBaTenn He MOHMMALOT, YTO MHOPMALUS, pasMeLleHHas UMN B
coumanbHbIX CETAX, MOXET ObITb HadEeHa U NCMOMb30BaHa KeM YrofgHo, B TOM YuUcne He o6s3aTenbHo ¢
onarMmm HamepeHUsIMMN.

OcHoBHbIe coBeThI N0 6€30MacHOCTU B coUMarnbHbIX CETAX:
1. OrpaHuyb cnucok apysen. Y 1ebs B py3bsiX HE AOMKHO ObITb CryYanHbIX M HE3HAKOMBbIX NI0AEN;

2. 3awmuwan cBOK YacTHYK XU3Hb. He ykasbiBalh naponu, TenedoHbl, agpeca, Aaty TBOEro
POXAEHUSA N OPYTYI0 NINYHYIO MHOPMaLMIO. 3M0YMbILLIIEHHUKMA MOTYT UCMOMb30BaTh AaXe MHOopMauuio
0 TOM, KaK Tbl 1 TBOM POOUTENUN NNaHNpyeTe NPOBECTU KaHUKYIbI;

3. 3awumuian ceot penyTaumio - 4ePXM ee B YACTOTE M 3agaBan cebe Bonpoc: xoten 6bl Tbl, YTOObI
ApYyrue nonb3oBaTenu BUAENW, YTO Tbl 3arpyxaewb? lMogymai, npexae 4em 4To-TO onyGrnukoBaTb,
HanucaTb U 3arpyauThb;

4. Ecnu Tbl roBopullb C MOAbMU, KOTOPbIX HE 3Haellb, HE WCMONb3yi CBOE pearibHoe UMS U
APYTYI0 MUYHYI0 MHpOPMaLIMK: UMSI, MECTO XUTENbCTBA, MECTO y4ebbl 1 Npoyee;

5. Ns3beran pasmelueHus cotorpacpmi B WHTepHeTe, roe Tbl M300pakeH Ha MEeCTHOCTW, Mo
KOTOPOM MOXHO ONpeaenuTb TBOE MECTOMNOMOXEHNE;

6. MNpu pernctpaumMm B coumanbHOW ceTu HeobXxoaMMO UCMONb30BaTb CHOXHbIE Maponu,
cocTosime n3 Byks 1 UMEP M C KONNYECTBOM 3HAKOB HEe MeHee 8;

7. Ona counanbHOW CeTU, MOYTbl U OPYrMX CAUTOB HEOOXOOUMO UCMONb30BaTb pasHbie Naponw.

Toraa ecnv Teba B3NOMatoT, TO 3M0YMBbILLNEHHVKM MOMy4YaT OCTYN TOMNbKO K OAHOMY MECTY, a He BO BCE
cpasy.

ANEeKTPOHHbIE AeHbIN

SﬂeKTPOHHbIe AO€EHbIN - 3TO O4YEHb y,D,O6HbIIZ crnocob nnarexemn, ogHako CylweCTBYHOT MOLUEHHUKMN,
KOTOPbI€ XOTAT NOJTy4NUTb 3TN OEHbIN.

3]'IeKTp0HHbIe OeHbrnm noABuUnMCb coecemMm HegaBHO U MMEHHO U3-3a 3TON0 BO MHOIMX rocygapcreax
00 CUX NMop He nponncaHo npo HMUX B 3aKOHax.

B Poccumn xe oHM (PYHKLUMOHWMPYIOT U O HUX YXKe NPONUcaHO B 3aKOHe, Fae MX pasgensitoT Ha
HECKOIMbKO BUAOB - aHOHUMHbIE U HE aHOHUMHble. PasHuLa B TOM, YTO @aHOHMMHbIE - 3TO Te, B KOTOPbIX
paspellaeTtcsi MpoBoAWTb onepauun 6e3  uaeHTUMKauuM MNonb3oBaTens, a B HEAHOHWMHbIX
naeHTudMKaLmsa nonb3oBaTens asnseTcs obs3arensHoN.

Tarke cnegyeT pasnuyatb 3NEKTPOHHbIE (brmaTHble OeHbMM (pPaBHbI FOCY4AapPCTBEHHBIM BanioTam) 1
9MEeKTPOHHble HedpmaTHble AeHbIN (He paBHbl FOCY4apPCTBEHHbIM BanioTam).

OcHoBHble coBeTbl Mo 6e3onacHomn pa60Te C 3NNIEKTPOHHbIMU AEeHbraMu:

1. MpuBsSDKM K cHETY MOBUNBHLIV TenedoH. ITo cambivi yAoOHbIN 1 BbICTPBIN CNOCO6 BOCCTAHOBUTL



aocTtyn K cyeTy. [NpuBs3aHHbIN TenedgoH MOMOXET, ecrnu 3abydellb CBOW NIATEXHbIA Naponb Wn
3angellb Ha calT C HE3HaKOMOro YCTPOUCTBA;

2. Vicnonb3yi ogHopa3soBble naposnu. [ocne nepexoda Ha yCUIIEHHYO aBTopusaumio Tebe yxe He
GyOeT yrpoxaTtb OMacHOCTb KpaXku UMK nepexsara NnaTexHoro naporns;

3. Bbibepu cnoxHbli naponb. [lpectynHukam 6yaetr He MpocTo yragaTb CRAOXHbLIA Naporb.
HagexHble naponu - 3To Naponu, KoTopble cogepXaTt He MeHee 8 3HaKOB W BKOYaloT B €eb5 CTPOYHble
W nponucHble OykBbl, LUMPbI W HECKOMbKO CMMBOSOB, TakMe Kak 3Hak gJornnapa, QyHTa,
BOCKNMUATEeNbHbIN 3HaK 1 T.n. Hanpumep, $tRONg!;;

4. He BBOAM CBOU NNYHbIE JAHHbIE HA canTax, KOTOPbIM HE AOBEpAELUb.

sﬂeKTpOHHaﬂ noyTta

OneKkTpoHHasd noyta - 3TO TEXHOMOorMst 1 npeaocTaBndemMble €K YCnyrn no nepechbinke u
MONyYEHNIO 3NEKTPOHHbIX COOBLLEHWN, KOTOpble pacnpefensiTcs B KOMMbioTepHon ceTu. OBbluHO
SMNEKTPOHHbIA MOYTOBBIA SAWMK BbIMAAUT Clegylwum obpas3oM: MMs_MNonb30BaTensa@vMs_goMeHa.
Tarke Kpome nepefayn NpocToro TEKCTa, MMeeTCs BO3MOXHOCTb NepeaaBaTth hannbl.

OcHoBHble coBeTbI Mo Ge3onacHol paboTe ¢ ANEKTPOHHON NOYTON:

1. Hapgo BbibpaTb npaBWibHbIN MOYTOBLIN CepBUC. B uHTEpHeTe ecTb OrpomHbIN BbIGOP
H6ecnnaTHbIX MOYTOBbLIX CEPBUCOB, OAHAKO Myylle AOBEPSATb TEM, KOro 3HaeLlb 1 KTO NePBbI B PENTUHTE;

2. He ykasbiBa B JIMYHOW MoO4YTE JMYHYKO WHGopmauuto. Hanpumep, nydwe BbiOpaTb
"My3blkanbHbIVi_aHaT@" unm "pok2013" Bmecto "temal3";

3. Wcnonb3yn OByxaTanHyt aBTopu3auuio. OTO Korga MOMMMO Maporis HYy>XHO BBOAUTb KOZ,
npucbinaembii no SMS;

4. Bbibepn cnoxHblli naponb. Ons KaXgoro MoYTOBOro SuiMka AOSMKEH OblTb CBOW HaAeXHbIN,
YCTONYMBbIN K B3NIOMY Napornb;

5. Ecnn ecTb BO3MOXHOCTb HanncaTb CamoMy CBOM JTIMYHbINA BOMPOC, UCMOMb3YyN 3Ty BO3MOXHOCTb;
6. Acnonb3yn HecKoMnbKO MOYTOBLIX ALWMKOB. lNMepBbln ANS 4YacTHOW nepenvucku ¢ agpecatamu,
KOTOpPbIM Thbl [OBepsiellb. OTO SMEKTPOHHLIN agpec He Hago MCMNonb30BaTb MpWU peructpaumuM Ha

dopymax un cantax;

7. He oTkpbiBan hannbl 1 Apyrne BrOXeHUA B NMCbMax, AaXe eCnu OHW NPULLIY OT TBOUX ApY3en.
Jlydlie yTouHM y HMX, OTNpaBNsAny N oHn Tebe aTn dannsl;

8. lMocne okoH4YaHMsi paboTbl Ha MOYTOBOM CeEpPBUCE MNepe 3akpbiTUEM BKMAOKW C CalTOM He
3abyab HaxaTb Ha "Beitn".

KMGGPGyHHMHF uwnun BupTyanbHoe nsgeBartefnibCTtBoO

KnbepbynnuHr - npecnegoBaHvMe CoOOOLLeHMAMKM, codepXaliMMy OcCKopbneHus, arpeccuio,
3anyrmBaHue; XynuraHcTeo; coumnarnbHoe 6OVIKOTVIpOBaHI/Ie C NOMOLLbIO pas3fmiMyHbIX UHTEPHET-CEPBUCOB.

OcHoBHble coBeTbl N0 6opbbe ¢ kKMbepbynUHrom:

1. He 6pocaiica B 6oi. Jlyqwmnii cnocob: nocoBeToBaThCA Kak cebs BECTU U, ECINN HET TOTO, K KOMY
MOXHO 06paTuTbCs, TO BHadane YCMNOKOMTbCA. Ecnmu Thbl HayHewb oOTBeYaTb OCKOpONeHusiMm Ha
ockopbrieHus, To TONbKO eLe 6onblue pasoxokellb KOHMITUKT;

2. YnpaBnanm cBoen kubeppenyTtauuen;

3. AHOHMMHOCTb B CETU MHUMas. CyIJJ,eCTByPOT cnocobbl BbISICHUTb, KTO CTOMT 3@ aHOHWMHbIM
aKKayHTOM;

4. He cTtouT BecTu XynuraHckum obpas BUpPTyarbHOM >XU3HW. VIHTepHeT dumKkcupyeT BCe TBOM
AeNCTBUSI U coXpaHseT ux. YaanuTb ux OyaeT kpariHe 3aTpygHUTENBHO;



5. Cobntogan cBot BMPTYanbHYHO YeCTb CMONoAy;

6. WrHopupyn eguHmuHbIi HeratmB. OpHOpa3oBble OCKOPOWUTENbHbIE COOOLWEHUA nydlle
urHopmpoBaTb. OBbIYHO arpeccusi NpekpaLlaeTcs Ha HavanbHOW CTaauy;

7. ban arpeccopa. B nporpammax obmeHa MrHOBEHHbIMM COOOLLEHUAMM, B COLMAnNbHbIX CETSX
€CTb BO3MOXHOCTb GITOKMPOBKU OTNPaBKMN COOBLLEHMI C oNpeaeNnieHHbIX aapecos;

8. Ecnn Tbl cBugetenb knbepGynnuHra. TBou AeiCTBUS: BbICTYNUTL MPOTUB MNpecriefoBatens,

noKasaTb €My, 41O ero OEeNCTBMSA OLIEHMBAKOTCA HEraTuBHO, noagepXatb XepTay, KOTOpOVI HY>XXHa
ncmxoriornyeckas NoMoLLb, CoobLWNTL B3pPOCI1bIM O q)aKTe arpeccumBHoOro noBegeHunda B ceTn.

MoOGunbHbIN TenedoH

CoBpeMeHHble cMapT(OHbl 1 NMaHWeTbl coaepxaTt B cebe BNonHe B3pocnbi (PyHKLMOHAN, n
Tenepb OHW MOryT KOHKYpMpOBaTb CO CTauMOHapHbIMU KoMmnbioTepamu. OgHako, CPeacTB 3alumThbl AN
noAo6HbIX YCTPOWCTB NOKa OYeHb Mano. TecTupoBaHMe 1 NOUCK YA3BMMOCTEN B HUX NMPOUCXOOUT HE Tak
WHTEHCMBHO, Kak ans MK, To ke camoe KacaeTcs 1 MOOUIbHBLIX NPUITOXEHWUNA.

CoBpeMeHHble MOOUINbHbIE Opay3epbl yke MpaKTUYEeCKU AOrHanu HacToNbHblE aHanoru, ogHako
pacwmpeHne yHKLMOHana BreyeT 3a cobor 60mbLUy0 CNOXHOCTb U MEHbLLYIO 3aLUULLEHHOCTb.

[laneko He Bce MPOM3BOAMTEN BbiMyCKAOT OGHOBMNEHUS, 3aKpbIBAIOLLNE KPUTUYECKME YA3BUMOCTM
Ans CBOMX YCTPOMCTB.

OcHoBHble coBeTbl Anst 6e3onacHOCTN MOBUNBHOIo Teﬂe(bOHaZ

Hunyero He saBndetcsa no-Hactosiwemy OecnnatHeiM. Byab ocTopoxeH, Begb korgaa Tebe
npegnaratoT 6ecnnaTHbIV KOHTEHT, B HEM MOTYT ObITb CKPbITbl KAKMe-TO NnaTHbIE YCIyruy;

Oymaii, npexge 4yem otnpaBuTb SMS, doTo nnmn Buaeo. Thbl TOYHO 3Haellb, FAe OHW OyayT B
KOHEYHOM utore?

Heobxoaumo o6HOBMSATL ONEpPaLMOHHYHO CUCTEMY TBOEro CMapT(OHa;
Vcnonb3yii aHTUBUPYCHbIE NPOrpaMmbl Ans MOBUIbHbBIX TenedgoHOoB;

He 3arpyxaii NpuUnoXxeHnss oT HEM3BECTHOTO NCTOYHMKA, BEAb OHU MOTYT COAEepXaTb BPeJOHOCHOe
nporpamMmmHoe obecneyeHue;

lMocne TOro kak Thl BbIAELWb C canTa, rAe BBOAWUN JUYHYO WMHOPMauMio, 3aiaM B HACTPOWNKU
Opaysepa u yganu cookies;

I'Iepmo,u,mquKM I'IpOBGpFIVI, Kakune nratHble yCiyrm aktTuBMpoBaHbl HA TBOEM HOMEpPE;

Hdasan cBon HOMep MoOGWMbHOro TenedoHa TOMbKO MOAAM, KOTOPbIX Tbl 3HaeWb W KOMY
AoBepseLlb;

Bluetooth gomkeH ObITb BbIKMIOYEH, KOFAA Thl MM He Mosb3yellbes. He 3abbiBait MHOrA4a NpoBepsATb
aTo.

Online urpbl

COBpeMeHHbIe OHJ'IaIZH-I/IprI - 9TO Kpacou4Hble, 3axBaTbiBalollne pasBrievyeHud, obbeanHsaLme
COTHM ThbICAY 4YenoBeK No BCcemMy MuUpy. MFpOKM ncenenywT OaHHbIN UM Mup, obwatotcs opyr ¢ opyrom,
BbINONMHAKT 3afaHund, cpaxarTCA C MOHCTpaMu WM nony4yarwT OnbIT. 3a yAoBOJNbCTBUE OHWU NNaTAT:
NoKynakT ANCK, onfiadvynBaroT abOHEeMEHT unu np|/|o6peTar0T Kakune-T1o onuun.

Bce aTu cpefcTBa uayT Ha MoAAepXKaHUe U pasBUTUE Urpbl, a Takke Ha camy 6e30nacHOCTb:
COBEPLUEHCTBYIOTCA CUCTEMbI aBTOPM3aUMK, BbINyCKAlOTCA HOBble NaTyM (UMMpPOoBbIE 3annatkv Ans
nporpaMm), 3aKpbIBatoTCS YS3BUMOCTY CEPBEPOB.

B nogobHbIx urpax CTouUT onacaTtbCA He CTOJIbKO CBOUX COMEPHUKOB, CKOJIbKO KpaXXu TBOEro
napond, Ha KOTOpoM OCHOBaHa cuMctema aBTopusalunm OonblUMHCTBA urp.



OcHoBHbIe coBeTbl N0 6e30nacHOCTU TBOETO MrPOBOro akkayHTa:

1. Ecnu pgpyron urpok BefeT cedsi nioxo unm cos3gaet Tebe HenpuATHOCTM, 3abrOoKUpyn ero B
CMNNCKe UTPOKOB;

2. loxanyncs agMuHUCTpatopamMm MUrpbl Ha MNMOXOe MNOBeAEeHWEe 3TOr0 MWrpoka, XenaTenbHo
NPUNOXUTb Kakne-To AokasaTenbCTBa B BUAE CKPVHOB;

3. He ykasbiBaln nn4yHyo MHdopMaumo B npocpaimne urpbl;
4. YBaxaw gpyrux y4acTHUKOB MO urpe;

5. He ycTaHaBnmBan HeomumanbHble naTym 1 Moabl;

6. Vicnonb3yi CnoXHble U pasHble Naponu;

7. Oaxe BO Bpemsi Urpbl He CTOUT OTKMOYaTb aHTMBMpPYC. [oka Tbl Urpaelb, TBOW KOMMbIOTEP
MOryT 3apasuThb.

PULWKUHI Unun Kpaxa JIMYHbIX AaHHbIX

OOGbI4HOM Kpaxew OeHer U OOKYMEHTOB CErodHsl Y)XXe HUKOro He yauBULWb, HO C pPasBUTUEM
WHTEPHET-TEXHONOMMA  3NTOYMBILUNIEHHUKN MEPEMECTUIINC B WHTEPHET, M MNpPOAOIKaloT 3aHMMaTbCs
"NnodmumbIM" genom.

Tak nosiBMNacek HoBas yrposa: MHTEPHET-MOLUEHHMYECTBA MM OULLIMHF, FMaBHas Lenb KOTOPOro
COCTOUT B MOMyYEHMM KOHUOEHUMAmNbHbLIX AaHHbIX MONb30BaTenen - fOrMHOB M naponen. Ha
aHrnuckom asbike phishing untaetcs kak duwmHr (ot fishing - ppibHasa noens, password - naponb).

OcHoBHble coBeTbl N0 6opbbe ¢ PULLIMHIOM:

1. Cnegu 3a cBoMM akkayHTOM. Ecnn Tbl nogo3peBaellb, YTO TBOSI aHKeTa Obina B3noMaHa, To
HeobxoaMMo 3abrokMpoBaTh ee U COOOLWMTbL aAMUHUCTPATOpaM pecypca 06 3TOM Kak MOXHO CKOpEE;

2. VlCFIOJ'Ib3y17I Ge3onacHble Beb-calThbl, B TOM 4ncre, WHTEPHET-MarasmHoB U NMONUCKOBbLIX CUCTEM;

3. Wcnonb3ym cnoxHble wn pasHble naponu. Takum obpasom, ecnm Tebs B3nomMalrT, TO
3M0YMBbILLIIEHHUKN MONydaT AOCTYN TOSMLKO K OAHOMY TBOEMY Npodunio B CETH, a HE KO BCEM;

4. Ecnn Tebs B3nomanu, To HeobxoAuMO npedynpeduTb BCEX CBOMX 3HAKOMbIX, KOTOpble
pobaBneHbl y Teba B Apy3bsx, O TOM, 4YTO Tebs B3nomManu W, BO3MOXHO, OT TBOero mmeHu 6yget
paccbinaTbCs Cnam U CCbIfKM Ha (PULLNMHIOBbLIE CalThbl;

5. YctaHoBu HagexHbI naporb (PIN) Ha MOGUnbHbIM TenedoH;

6. OTKNOYM coxpaHeHue napons B Gpaysepe;

7. He oTkpbiBa hainbl U gpyrue BrnoXeHUs B NUCbMax, Aaxe eCcriv OHU NPULLINN OT TBOUX ApYy3en.
Jlydwe yTouHn y HUX, oTNpaBnsanu nm oHn Tebe atu dannbl.

LudpoBas penyrtauusa

LindpoBas penytaumst - 3TO HeratMBHas WNU MNo3MTUBHAsA WHGoOpMauuss B cetn o Tebe.
KomnpomeTupyowas wuHdopmaums, pasmelleHHass B WHTEPHETe, MOXET Cepbe3HbiM 00pa3om
OTpasnTbCs Ha TBOEW peanbHOM >XW3HU. "LudpoBas penytaumsa” - 3T0 TBOW UMMUOX, KOTOPbIA
dopmMmumpyeTcsa 13 uHcopmaumm o Tede B MHTEPHETE.

TBOE MECTO XMTEnbCTBA, yqe6b|, TBOE d)I/IHaHCOBOG nornoXeHne, 0COBEHHOCTU Xapakrtepa u
paccKkasbl O ONU3KMX - BCe 3TO HaKanMBaeTCcs B CETU.

MHorne noapoCTKM NErkoMbICIIEHHO OTHOCATCA K NyOnukauuym nu4Howm uHdopmauum B VMIHTepHeTe,
He MOHMMasi BO3MOXHbIX MOCneAcTBUA. Thl JaXe HE CMOXelb AorafgaTbCsi 0 ToM, 4To doTorpadcus,
pasmelleHHasa 5 neT Hasagd, cTana NPUYNHON OTKasa NpUHATL Tebs Ha paboTy.

KommeHTapuu, pasmelleHve TBoux doTtorpaduin n gpyrme OencTBUS MOTYT HE MUCYE3HYTb Aaxe



mocrne Toro, kKak Tbl MX yAanub. Tbl He 3Haellb, KTO COXpaHuil 3Ty MHGOpMauuto, nomnana N oHa B
MOUCKOBLIE CUCTEMbI M COXpaHUiiacb N OHa, a FMaBHOe: YTo mnogymatoT o Tebe okpyxatowue noau,
KOTOpble HagyT 1 yBMASAT 3T0. HaiT MHopmMaLmio MHOMo NET CycTsl CMOXET NoGOoN - Kak M3 Ao6pbIX
noGyXAeHWU, Tak U C HAMepPEeHVEM NPUYUHUTL Bped. TO MOXET ObiTb KTO YrOAHO.

OCHOBHble COBETbI MO 3alUMTe LUdPOBOI penyTauuu:

1. Nogyman, npexae yem 4YTo-TO NY6GnMKoBaThb U NepedaBaTb y cebs B 6nore nnun B coumansHoOn
cety;

2. B HacTtpoikax npoduns ycTaHOBM OrpaHUYEHWA Ha MNPOCMOTP TBOEro npoduns wn ero
COAEePXNMOro, caenan ero Tonbko "anga apysen”;

3. He pasmewan n He ykasbiBah MHOPMaLMIO, KOTOpas MOXET KOro-nmbo ockopbnatb unu
obuxarb.

ABTOpCKOEe npaBo

COBpeMeHHbIe LUKOJTIbHUKN - aKTUBHbIE MoJib3oBaTesnmn Ll,VI(prBOFO NpoCTpaHCcTBa. OpHako ganeko
HEe BCe 3HaloT, YTO NoJib3oBaHMe MHOIIMMN BO3MOXXHOCTAMUA Ll,VI(prBOI'O Mupa Tpe6yeT cobntogeHuns npas
Ha MHTEeNnnNeKTyarnbHYylo COBGCTBEHHOCTbD.

TepMuyH "wHTEnnekTyaneHas cO6CTBEHHOCTL" OTHOCMTCS K PasnnyHbIM TBOPEHUAM YeroBeYecKoro
yMa, HauvHas € HOBbIX N306peTeHui 1 3HakoB, 0603HavarLWmx COBCTBEHHOCTb Ha NPOAYKTbI U YCIyru, 1
3aKkaH4MBas KHuramu, otorpapmsamm, KMHobUnbMamMy u My3sblkanbHbIMU MPOM3BEAEHNAMM.

ABTOpCKME NpaBa - 3TO MpaBa Ha WHTENNeKTyanbHyl COOGCTBEHHOCTb Ha MPOWU3BEAEHWS Haykw,
nutepaTypbl M MCKyccTBa. ABTOPCKME NpaBa BbICTYNalwT B KaydecTBE rapaHTUM TOro, 4TO
WHTENNEKTYanbHbIA/TBOPYECKNA Tpya aBTopa He OygeT HanmpacHbiM, [acT emy ChpaBeffivBble
BO3MOXHOCTU 3apaboTaTb Ha pesynbTaTax CBOEro Tpyaa, MoSy4nTb M3BECTHOCTb M MpusHaHue. HukTto
6e3 paspelleHUss aBTOpa He MOXET BOCNPOM3BOAWUTbL €ro NpOou3BEAEHWE, pPacnpoCTpaHsATb, Ny6nnyHo
[EeMOHCTpuUpoBaTh, NpojaBaTb, WMMNOPTMPOBaTb, MyckaTb B MpokaT, MybnMYHO  UCMOIHSATH,
noKa3sbIBaTb/MCMOMHATL B 3hMpe 1nu pasmeLlatb B MIHTepHeTe.

Mcnonb3oBaHue "I'IVIpaTCKOFO" nporpaMmMHoOro obecneyeHns MoxeT npnBecT K MHOrMM puUCKam: OT
noTepun OaHHbIX K TBOUM akkayHTam OO 6]'IOKVIpOBKVI TBOEro yCTpOVICTBa, roe yctaHoBlieHa HeneranbHasa
nporpamma. He crtout Takke 3abbiBaTb, 4TO CyWeCTBYKOT neranbHble U OecnnaTHble nporpamMmmbl,
KOTOPble MOXHO HanTKN B CETW.

O noprane

CeTeBMYOK.pdh - TBOW rMaBHbIN COBETUYUK B CETU. 34€Chb Thl MOXELLUb Y3HaTb O 6€30MacHOCTM B CETU
MOHATHBLIM U JOCTYMHbLIM A3bIKOM, @ MPU BO3HUKHOBEHUW KPUTUYECKON CUTyaunm o6paTuTbCs 3a COBETOM.
A Takke NpUHATb y4acTue B KOHKypcax 1 cTaTb CaMbiM LUPOBbLIM rpaXgaHNHOM!



