29.01.2023, 10:35 MHdopmaumoHHas 6e3onacHoCTb

NHdbopmaumoHHas namMaTka ans y4eHMKoB

NHOOPMALIMOHHASA MAMATKA A1 OBYHAIOLWNXCA A1 PASMELLEHNSA HA OOULUNANBbHBIX MHTEPHET-
PECYPCAX

C KaxablM rojoM MOSIOAEXMN B MHTEPHETE CTAHOBUTLCS 6OMbLUE, @ LWKObHUKMA OOHU U3 CaMblX aKTUBHbIX
nonb3oBaTenei PyHeTa. Mexay TeM, MOMUMO OFPOMHOIO KOIMYECTBA BO3MOXHOCTEWN, MHTEPHET HECET U
npobnemMbl. ITa NaMaTka AO/MKHa NoMoYb Tebe 6e30MacHO HaxXoauTbCs B CETU.

KoMnbtoTepHbIE BUPYChI

KoMnbioTepHbIM BUPYC - 3TO Pa3HOBUAHOCTb KOMMbIOTEPHBIX MPOrPaMM, OT/IMUUTENBHON 0COBEHHOCTbLIO KOTOPON
ABNSETCA CMOCOBHOCTb K pa3MHOXEHMIO. B JONONHEHWe K 3TOMY, BUPYCbl MOTYT MOBPEAUTb UAN NOSTHOCTBIO
YHUUTOXUTb BCE haiibl U AaHHbIE, NMOAKOHTPOSIbHbIE MOSb30BATENIO, OT MMEHW KOTOPOro Obina 3anyLieHa
3apaXkeHHas rnporpaMMa, a Takxe noBpeanTb UK Aaxe YHUUTOXUTb OnepaumoHHY0 CUCTEMY CO BCEMU
dannamu B LuenoM. B 6onblUMHCTBE ClyYaeB pacnpoCTPaHSIOTCS BUPYChl Yepe3 MHTEPHET.

MeToab! 3aWuTbl OT BPEAOHOCHBIX MPOrpamMMm:

1. Vicnonb3yi coBpeMeHHbIE ONEPaLMOHHbIE CUCTEMbI, UMEIOLLME CEPLE3HBIN YPOBEHb 3aLLUTLI OT
BPEZIOHOCHbIX MPOrpaMm;

2. MocTosIHHO YycTaHaBNMBal natum (UMdpPoBbIE 3aMnaTkK, KOTOPblE aBTOMATUYECKM YCTaHaBAMBAOTCS C
LleNblo A0paboTKM NporpaMMbl) U Apyrne 06HOBIEHUS CBOEN OnepaLMOHHON cucTeMbl. CkaumBan mnx
TONbKO C ouLManbHoro caita paspabotunka OC. Ecnm cyllecTByeT pexxnuM aBToMaTUYECKoro
06HOBNEHMS, BK/OYM €ro;

3. PaboTail Ha CBOEM KOMMbOTEpPE MOZ NpaBaMu Mosib30BaTeNsl, @ He aAMUHUCTPATOpa. ITO HE MO3BONUT
60/bLIMHCTBY BPEAOHOCHBIX MPOrpaMM MHCTaIMPOBaTbCs Ha TBOEM NEPCOHANbHOM KOMMbIOTEPE;

4. Acnonb3yi aHTUBMUPYCHbIE NMPOrpaMMHbIE NMPOAYKTbI M3BECTHBIX NPOU3BOAUTENEN, C aBTOMATUYECKM
obHoBNeHneM 6as;

5. OrpaHnyb h13nyeckuii AOCTYN K KOMMbIOTEPY A MOCTOPOHHUX JIUL;

6. Icnonb3yii BHELIHWE HOCUTENWN MHDOPMaLIMK, TaKME Kak dellka, AMCK unu dain u3 MHTEPHETA, TONbKO
13 NPOBEPEHHBIX UCTOYHUKOB;

7. He oTKpbIBalii KOMMbIOTEPHbIE Daiifbl, NOMYUYEHHbIE U3 HEHAAEXKHBIX UCTOYHMKOB. [axke Te dainbl,
KOTOpble NpUC/as TBOW 3HAKOMbIN. Jlydlle yTOYHM Y HEro, OTNPaBAs/ /M OH Tebe uX.

Cetn WI-FI

Wi-Fi - 3TO He BMA nepeaayun AaHHbIX, HE TEXHONOMMS, @ BCEro nuiub 6pena, mapka. Ewe B 1991 roay
HuAepnaHackas KomnaHusl 3apeructpuposana bpeng "WECA", uto o6o3Hadvano cnosocovetaHue "Wireless
Fidelity", koTopbIin NnepeBoaAnTCS Kak "becnpoBoaHasi TOYHOCTL".

[lo Hallero BpeMeHu owna Apyras abbpeBvaTypa, KOTopasi ABNSIETCS Takow e TEXHONIOrnen. 3T1o
abbpesuaTypa "Wi-Fi". Takoe Ha3BaHMe 6bI/10 1aHO C HAMEKOM Ha CTaHAAPT BbICLLEN 3BYKOBOW TEXHMKK Hi-Fi,
YTO B NEpeBOAE O3HAYaEeT "BblCOKAsh TOYHOCTbL".

[a, 6ecnnaTHbIN MHTEPHET-A0CTYN B Kade, OTENSIX M a3ponopTaXx SIBMSETCS OT/IMYHOM BO3MOXHOCTbIO BbIXOAA B
MHTepHeT. Ho MHOrMe aKcnepTbl cunTaloT, 4To obuweaoctynHble Wi-Fi ceTv He aBnsioTca 6e30nacHbIMK.

CoseTbl No 6e3onacHoCTN paboTbl B 0bweaocTynHbix ceTsax Wi-fi:

1. He nepepaBali CBOIO NIMYHY0 MHbOPMaumio Yepes oblieaoctynHble Wi-Fi ceTn. PaboTtas B HuX,
XenaTenbHO He BBOAUTb MNApoM A0CTYNA, JIOTMHbI U Kakue-To HOMepa;

2. Wcnonb3y 1 06HOBNAN aHTMBMPYCHbIE NpOrpaMMbl M 6paHaMayep. TeM caMbiM Tbl 06e3onacuilb cebst oT
3aKayku BMpyCa Ha TBOe YCTPOMUCTBO;
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3. Mpw ucnonb3oBaHum Wi-Fi oTkntoumn dyHkumio "O6wmin goctyn K carnam u npuHtepam”. JaHHas hyHKUMS
3aKpbITa Mo YMOMYaHWIO, OAHAKO HEKOTOPbIE MOJIb30BaTeNV aKTUBMPYIOT ee ANns yaobcTea Cnonb30BaHUS
B pabote unn y4yebe;

4. He ncnonb3yi ny6nuunbii WI-FI ang nepeaayn NMYHbIX AaHHbIX, HAaNpUMep A7sl BbIXo4a B COLManbHble
CeTU UNWN B SNEKTPOHHYIO MOYTY;

5. cnonb3yi ToNbKo 3almiieHHoe coeanHeHne Yyepe3 HTTPS, a He HTTP, T.e. npu Habope Beb6-aapeca
BBOAM MMeHHO "https://";

6. B MobunbHOM TenedoHe oTkoun dyHkumo "MoakntoueHne k Wi-Fi aBToMatnyeckn". He gonyckai
aBTOMATUYECKOrO MOAKIYEHUS yCTpoicTBa k ceTam Wi-Fi 6e3 TBoero cornacusi.

CoumanbHble ceTu

CoumanbHble CeTM aKTUBHO BXOAST B HaLUy XW3Hb, MHOIME fitoan paboTatoT 1 XMBYT TaM NOCTOSIHHO. MHorne
Mob30BaTENN HE NMOHUMALOT, YTO MHMOPMaLIMS, pa3MeLLEHHast UMW B COLMANbHbIX CETSIX, MOXET ObITb HaliAeHa
N UCNOJIb30BaHa KeM yrogHo, B TOM uncne He obs3atesibHo ¢ 61arMMm HaMepeHusiMK.

OcHOBHble coBeThbI MO 6€30MacHOCTN B COLMANbHBIX CETSX:

1. OrpaHuyb CnNUCok apy3en. Y Tebsa B ApYy3bax HE AO/MKHO 6blTb C/TyYalHbIX M HE3HAKOMBbIX NOAEN;

2. 3aWmiLan CBOK YacCTHYH XM3Hb. He ykasbiBai naponu, TenedoHsl, aapeca, AaTy TBOErOo POXAEHNUS U
APYTYIO JIMYHYO MHAOPMaLMIO. 3M10YMBILLIIEHHUKMA MOTYT MUCMOMb30BaTh AaXke MH(OPMaLMIO O TOM, KaK Tbl
1 TBOW pOAUTENM MIAHMPYETE NPOBECTU KAHWKYIbI;

3. 3aWmLLan CBOK penyTaumio - IEPXM ee B YNCTOTE U 3aaaBait cebe Bonpoc: XoTen 6bl Tbl, YTOBbLI Apyrue
Mofb30BaTENN BUAENM, UTO Thbl 3arpy>aellb? MoayMai, npexxae Yem YTo-To onybnmnkoBaTh, HanucaTb U
3arpysuTb;

4. Ecnu Tbl rOBOPWLLb C NIOABbMU, KOTOPbIX HE 3Haellb, HE UCMOJb3YIM CBOE peanbHOE UMS U APYTYHO JINYHYIO
NH(OPMaLMK: UMS, MECTO XUTENbCTBA, MECTO yyebbl 1 npoyee;

5. U36erait pa3melleHust otorpacduii B IHTEpHETE, rae Thbl M306paXKeH Ha MECTHOCTU, MO KOTOPOW MOXHO
onpeaennTb TBOE MECTOMOJIOXKEHNE;

6. MNpun perncTpaunm B coumanbHOM CETU HEOBXOAMMO UCMO/b30BaTb C/IOXKHbIE MAponn, COCTOALLNE U3 BYKB U
undp 1 C KONMYECTBOM 3HAKOB He MeHee 8;

7. Onsi coumanbHOM CeTH, NOYTbl U ApYrUX CaMToB HEO6XOAMMO UCMOJb30BaTh pa3Hble naponu. Toraa ecnm
Tebs B3M10OMalOT, TO 3/10YMBILLNIEHHUKM NONy4YaT AOCTYN TO/bKO K OAHOMY MECTY, a He BO BCE Cpasy.

DNEKTPOHHbIE AeHbIM

DNeKTPOHHbIE A€HbMM - 3TO OYeHb YAOOHbIVM CNOCOb nnaTexen, 0AHAKO CYLLECTBYIOT MOLEHHWUKM, KOTOpbIe XOTSAT
MONYYnTb 3TN AEHLMN.

DNEeKTPOHHbIE AeHbIMM NOSIBUNNCL COBCEM HEAABHO M MMEHHO M3-3a 3TOr0 BO MHOMMX rOCyAapCTBax A0 CUX Mop
He NpOMMCaHO NPO HUX B 3aKOHAX.

B Poccun xxe oHM YHKLUMOHUPYIOT Y O HUX Y>KEe MPONUCAHO B 3aKOHE, rAe UX pa3aensioT Ha HECKONIbKO BMAOB -
AHOHWUMHbIE N HE @aHOHWMHbIE. Pa3HuLUa B TOM, YTO @HOHWMMHBIE - 3TO T€, B KOTOPbIX pa3peLlaeTcs NpoBOAUTb
onepaumun 6e3 naeHTuduKaumm Nonb3oBaTeNs, a B HEAHOHUMHbIX MAEHTUhMKAUMS Nob30BaTeNs sABNseTCs
obsi3aTeNbHOM.

Takke cnegyeT pas3nnyaTtbh 3NEKTPOHHbIE MaTHble AeHbrn (PaBHbI FOCYAAPCTBEHHBLIM BaslOTaM) M 3NEKTPOHHbIE
HedUnaTHble AeHbr (He paBHbl FOCYAAPCTBEHHbLIM BasloTaM).

OcHOBHble coBeTbl Mo 6e30omnacHoi paboTe ¢ 3NeKTPOHHLIMU AeHbraMu:

1. MpuBSHKM K cHETY MOBUNbHBIM TenedoH. ITO caMblil YAOOHbIV M BbICTPbIN CNOCO6 BOCCTaHOBUTL AOCTYM K
cyety. MpuBs3aHHbIA TenecoH NOMOXET, eCnn 3abyaellb CBOV MNaTEXHbIM Naponb UK 3anaellb Ha canT
C HE3HAKOMOrO YCTPOWCTBA;
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2. Wcnonb3yi ogHopas3oBbie Naponu. MNocne nepexoda Ha yCUNEHHYO aBTopu3aumio Tebe yxxe He byaeT
YrpoXaTb OMacHOCTb KpaXkn Unn NepexeBaTa NiaTeXHoro napons;

3. Bblbepu cnoxHblit naposnb. MpecTynHukam 6yaeT He NPOCTO YrafilaTb CNOXHbIM Naponb. HaaexHble Naponu
- 3TO MApONn, KOTOPbIE COAEPXKAT HE MeHee 8 3HAKOB N BKITHOYAIOT B CeOS CTPOYHbIE U NMPOMUCHbIE BYKBbI,
uUMdpbI 1 HECKOJSIbKO CMMBOJIOB, TakMe Kak 3HaK Aonnapa, ¢yHTa, BOCKIMLUATENbHbIMA 3HaK U T.M.
Hanpumep, $tRONg!;;

4. He BBOAW CBOM NNYHbIE A@HHbIE Ha CaliTax, KOTOPbIM He AOBepsiellb.

DNeKTPOHHas noyta

DNEeKTPOHHAs MoYTa - 3TO TEXHOMOIMSI U NPEAOCTaBISIEMbIE €10 YCITYT MO NEPECHITKE U NONYYEHNIO
3NEKTPOHHbIX COOBLLEHMI, KOTOPbIE pacnpeaenstoTcs B KOMMbOTEPHON ceTh. OBbIYHO 3NEKTPOHHLIN NOYTOBLIN
SWMK BbIFNSAMT Ceayowmm 0bpa3oM: Ms_Mnosb3oBaTenss@ums_aoMeHa. Takxke KpoMme nepesayn npocToro
TEKCTa, MMEETCs BO3MOXHOCTb NepeaaBaTh (ainbl.

OcHoBHbIe coBeTbl N0 6e3onacHoi paboTe C 3N1EeKTPOHHOW MOYTOW:

1. Hago BbibpaTb NpaBusbHbIM NOYTOBLIV CEPBUC. B MHTEpHETE €CTb OrpoOMHbIN BbIGOp HecnnaTHbIX
MOYTOBbIX CEPBMUCOB, OAHAKO Jlyylle AOBEPSTb TEM, KOO 3HaEllb U KTO MEPBLIA B PEUTUHTE;

2. He ykasbiBali B IMYHOM MOYTE IMYHYIO MHGOpMaumo. Hanpumep, nydie BoibpaTb
"My3blKaNbHbIV_baHaT@" nnm "pok2013" BMecTo "Temal3";

3. Ucnonb3yw ABYX3TanHy aBTOpU3aumio. TO KOraa MOMUMO Naponst HYy)KHO BBOAWUTb KOA, NMPUCINAeMbIN
no SMS;

4. Bblbepy CNoXHbIM Naposb. NS KaXAaoro NoYTOBOMO AWMKa AC/MKEH BbiTb CBON HAAEXHbIN, YCTONYMBLIN K
B3/10MYy Napo/ib;

5. ECnn eCTb BO3MOXHOCTb HanucaTb CaMOMY CBOW JIMYHBIM BOMPOC, UCMOMb3Yi 3Ty BO3MOXHOCTb;

6. cnonb3yi HECKOMBbKO MOYTOBbIX ALWMKOB. MepBbii Ans YaCTHOW Nepenucky ¢ agpecatamum, KOTOpbIM Tbl
AoBepsielllb. 3TO 3/1EKTPOHHbIV aapec He Hao UCMOMb30BaTb NPY perncTpaumnm Ha opymax 1 canTax;

7. He oTkpbiBai ainbl u Apyrne BNOXEHUS B MUCbMaX, AAXE €C/IM OHW NPULLIN OT TBOUX Apy3en. Jlydwe
YTOYHMW Y HUX, OTNPABAS/IN /TN OHK Tebe 3Tn daiinbl;

8. Mocne okoHYaHMs1 paboTbl Ha NOYTOBOM CEpPBUCE Nepes 3aKpblTUEM BKIAAKU C CaUTOM He 3abyab HaxaTb
Ha "BbIiTn".

KnbepbynnunHr nnmn BupTyanbHOe n3aeBaTenbCTBo

KnbepbynnuHr - npecnegoBaHmne COObLWEHUSIMU, COAEPXKALLUMMM OCKOPONEHUS, arpeccuto, 3anyrmBaHue;
XYJMraHCTBO; coLmanbHoe 60MKOTUPOBAHNE C MOMOLLbIO Pa3/IMYHbIX UHTEPHET-CEPBUCOB.

OcHoBHble coeThbl No 6opbbe ¢ knbepbynanHrom:

1. He 6pocaiics B 60W. Jlyuwumii cnocob: nocoBeTOBaTLCS Kak cebsl BECTU U, €C/IN HET TOro, K KOMY MOXKHO
06paTUTbLCS, TO BHaYane ycrnokouTbcs. ECin Tbl HaYHELb OTBEYaTb OCKOPOIEHMSIMU Ha OCKOPOIeHUs], TO
TOMBKO ellle 60/blle pa3oXoKeLlb KOHDNKT;

2. YnpaBnsii cBoein knbeppenyTaumen;

3. AHOHMMHOCTb B CETU MHMMas. CyLlecTBYHOT CNOCO6bI BbIICHUTb, KTO CTOUT 3@ @HOHMMHbIM aKKayHTOM;

4. He CTOUT BECTW XYNIMraHCKUA 06pa3 BUPTYaNnbHOM XWU3HWU. VIHTEPHET MKCUPYET BCe TBOM AENCTBUS U
COXpaHsEeT MX. YAanuTb Ux 6yaeT KpaviHe 3aTPyAHUTENbHO;

5. Cobntoaait CBOKO BMPTYasnbHYHO YeCTb CcMosioay;

6. UrHopupy¥ eAnHWYHbIV Heratue. OAHOPa30Bble OCKOPOUTENbHbIE COOBLLEHNS NTyYLLE UTHOPUPOBATD.
O6bIYHO arpeccust NpeKkpalLlaeTcs Ha HavanbHOW CTaauu;

7. BaH arpeccopa. B nporpamMmmax o6MeHa MrHOBEHHbIMU COOBLLEHUSMM, B COLMANbHBIX CETSIX €CTb
BO3MOXXHOCTb 6/I0KMPOBKWN OTMNPaBKN COOBLLEHWNI C ONpeaeneHHbIX aapecoB;
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8. Ecnm Tbl cBUAeTENb KMbepbynnnHra. TBOM AeNCTBUS: BbICTYNUTb NPOTUB NpPecnefoBaTess, NokasaTb eMy,
YTO ero AenCTBUS OLEHNBAOTCS HEraTUBHO, NOAAEPXKATb XKEPTBY, KOTOPOMN HyXXHa NCUXONorMyeckas
MOMOLLb, COO6LLMTL B3POC/bIM O (haKTe arpeccMBHOMO NOBEAEHUS B CETU.

MobunbHbI TenegoH

CoBpeMeHHble CMapTGOHbI U NNaHWETbI coaepxaT B cebe BnosHe B3poc/bi YHKUMOHAN, U TeNepb OHU MOryT
KOHKYpUpOBaTb CO CTaLMOHAPHbIMK KOMMbloTepaMn. OfHaKo, CPeACTB 3alnThbl ANs NOA0OHbIX YCTPOMUCTB MOKa
OYeHb Mano. TeCTMpPOBaHWE N MOUCK YSI3BUMOCTEN B HUX MPOUCXOANT HE TaK MHTEHCUBHO, Kak Anst MK, To xe
caMoe KacaeTcs ¥ MOBUMbHBIX MPUIOXKEHWIA.

CoBpeMeHHble MobunbHbIE bpay3epbl yXKe NpakTUYecKn A0rHann HacToNbHblE aHANOMM, OAHAKO pacluMpeHne
(yHKUMOHaNa BneyeT 3a cob0i 60bLLYIO CNIOXHOCTb U MEHBLLYHO 3aLLMLLEHHOCTb.

[laneko He Bce Npov3BOAMTENM BbIMYCKAOT OOHOBMEHUS, 3aKPbIBAKOLLME KPUTUYECKME YS3BUMOCTU A7 CBOMX
YCTPOWCTB.

OcHoBHble coBeTbl A5 6ezonacHOCTM MobunbHOro TenedoHa:

Huuero He siBnsieTcs no-HacTosiweMy 6ecnnaTHbIM. Byab OCTOpoXeH, Beab Koraa Tebe npeanaraloT 6ecnnaTHbIn
KOHTEHT, B HEM MOIyT 6bITb CKPbITbl KAKMe-TO MNaTHbIe YCIyru;

[AyMaii, npexae 4eM oTnpaBuTb SMS, hoTo M BUAEO. Tbl TOYHO 3HAELLb, FAe OHM ByAyT B KOHEYHOM UTOre?
HeobxoanmMo 06HOBNSATL ONepauUMOoHHY0 CUCTeMY TBOero cMapTdhoHa;

Mcnonb3yi aHTUBMPYCHbIE NPOrpaMMbl Anst MOBUIbHBIX TeNedOHOB;

He 3arpy>ait NpunoXxeHns OT HEU3BECTHOrO UCTOYHWUKA, BEAb OHWM MOTYT COAEPXaTb BPEAOHOCHOE NPOrpaMMHoOe
obecneyeHue;

Mocne Toro Kak Tbl BblAELWb C caiTa, rae BBOAU MYHYIO MHDOPMaLMIo, 3aaM B HAacTporku 6paysepa 1 yaanm
cookies;

Mepuoamyeckn NpoBepsi, Kakue NiaTHble YCyrn akTMBMPOBaHbl Ha TBOEM HOMEPE;

[laBaii cBoV HOMep MOBMNBHOrO TenedoHa TONbKO NOASM, KOTOPbIX Thl 3HAELLb U KOMY AOBepsieLb;

Bluetooth fgomkeH 6bITb BbIKNOYEH, KOFAa Thl UM HE NMONb3yeLlbcs. He 3abbiBali MHOMAA NPOBEPSIThL 3TO.

Online urpbl

CoBpeMeHHble OHMaNH-WUIpbl - 3TO KpacoYHble, 3axBaTbiBaloLMe pa3BreyeHmsi, 06beanHSIIoWME COTHM ThiCSY
YyenoBek Mo BceMy Mupy. Mrpokn nccneaytoT AaHHbIN MM MUp, 06LWAI0TCS ApYr C APYrOM, BbIMOSHAIOT 3a4aHus,
CPaXaloTCs C MOHCTPAMM U MOMYYAKOT OMbIT. 332 YAOBOMLCTBME OHM NAATAT: MOKYNAKT AUCK, ONIaYnBatoT
aboHeMeHT unm NpuobpeTaroT Kakue-To Onuumn.

Bce T cpeacTBa MAayT Ha noanepXXaHue v pasBUTHE Urphbl, a Takke Ha caMy 6e30MacHOCTb: COBEPLUEHCTBYHOTCS
CUCTEMbI aBTOPM3aLIMK, BbIMyCKAOTCSA HOBble NaTyu (UM@pOoBbIe 3annaTky AN NporpamMM), 3aKpbiBatoTCS
YS13BUMOCTW CEPBEPOB.

B nogobHbIX nrpax CTOMT onacaTbCsl HE CTONBbKO CBOMX COMEPHUKOB, CKOSIbKO KpaXKu TBOEro Mapons, Ha KOTOPOM
OCHOBaHa cucTeMa aBTopusaumm 60bWNHCTBA UMp.

OcHoBHble coBeTbl N0 6€30MacHOCTU TBOEro UrPoOBOrO akKayHTa:

1. Ecnu apyroi urpok BeaeT cebs naoxo unn cosgaet Tebe HeNpUSTHOCTM, 3abIOKMPYI ero B Crncke
UrpOKOB;

2. Moxanyncs agMUHUCTPATOPaM MUrpbl Ha NI0X0e NMOBEAEHWE 3TOr0 UrpoKa, XenaTelbHO NPUIOXKUTbL Kakue-
TO JOKa3aTenbCTBa B BUAE CKPUHOB;

. He ykasbiBait nnmyHyto nHgopmaumio B npodaiine urpbi;

. YBakalt Apyrux y4aCTHUKOB MO Urpe;

. He ycTaHaBnvBal HeoduumanbHble NaTun 1 Moabl;

. cnonb3yii cnoxxHble 1 pasHblie naponu;

. [laxxe BO BPeEMS Urpbl HE CTOUT OTK/IHOYATb aHTUBUPYC. [oKa Tbl Urpaellb, TBOW KOMMbIOTEP MOMyT

N OO o AW

3apasuTh.
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OULWMHT UK KpaXka NINYHBIX AaHHbIX

O6bIYHOW KpaXxken AeHer U JOKYMEHTOB CErOAHS YXKe HUKOrO He yAMBULUb, HO C pa3BUTUEM MHTEPHET-
TEXHOMOMNIA 3/10YMbILLIEHHWUKN NEPEMECTUNIUCL B MHTEPHET, Y NPOAOHKAKOT 3aHMMaTbCs "NtobUMbIM" AenoM.
Tak nosiBunacb HOBasi yrpo3a: MHTEPHET-MOLWEHHNYECTBA MU (DULLMHT, rNaBHas Leflb KOTOPOro COCTOUT B
NONTyYEHUN KOHPUAEHUMANbHBIX AaHHbIX NMOMb30BaTeNeN - IOMMHOB M Naponen. Ha aHrnuickom sa3bike phishing
ynTaeTcs kak duwmHr (ot fishing - ppibHas noens, password - Nnaposb).

OCHOBHbIe COBETbI N0 60pLOE C PULLIMHIOM:

1. Cnegwm 3a cBOMM akkayHTOM. Ecnv Tbl nogo3peBaellb, YTO TBOS aHKeTa bbina B3noMaHa, To Heobxoanmo
3abnoKnpoBaTh ee 1 coobWnTb aAMUHUCTPaTOpaM pecypca 06 3TOM Kak MOXHO CKOpee;

2. Ucnonb3yw 6e30onacHble Be6-canTbl, B TOM YMCNE, MHTEPHET-Mara3vHOB M NMOUCKOBbIX CUCTEM;

3. Vicnonb3yii CroXHble 1 pasHble Naponu. TakuM obpa3oM, ecin Tebsi B3NOMatoT, TO 3/10YMbILLIEHHUKM
nosyyaTt AOCTYN TObKO K OAHOMY TBOEMY MPOdUII0 B CETHU, @ HE KO BCEM;

4. Ecnu Tebsa B3nomanum, To HeobxoaMMO npeaynpeanTb BCEX CBOMX 3HAKOMBbIX, KOTOpble Ao6aBneHbl y Tebs B
ApY3bsiX, 0 TOM, 4TO Tebs1 B3NnOManu 1, BO3MOXHO, OT TBOEro MMeHu ByaeT paccbinaTbCs CnaM U CCbINKK
Ha (ULIMHIOBbIE CalTbI;

5. YcTaHoBM HagexHbI naposb (PIN) Ha MObUNbHBIV TenedoH;

6. OTKNO4YM coOXpaHeHWe napons B bpaysepe;

7. He oTkpbiBal ainbl u Apyrne BNOXEHUS B NUCbMaX, AAXE €C/IN OHW NMPULLIN OT TBOUX Apy3en. Jlydwe
YTOYHMW Y HUX, OTNPABAS/N M OHK Tebe 3Tn dainbl.

Lindposas penytaums

Lindposas penytaums - 3To HeraTMBHas UM NO3MTUBHAS MHopMauns B ceTn o Tebe. KomnpomeTtupytowas
MHhOpMauMsi, pa3MeLLEHHAs B MHTEPHETE, MOXET CEPbe3HbIM 06Pa30M OTPa3UTLCS Ha TBOEW pPeasnibHOM XU3HM.
"LincdppoBast penytaums" - 3To TBOM UMUK, KOTOPbI hopMUPYETCS U3 MHDOPMaLMK 0 Tebe B MHTEPHETE.

TBOE MECTO XWUTENbCTBA, Y4ebbl, TBOEe (hMHAHCOBOE MOSIOXEHNE, 0COOEHHOCTN XapakTepa M pacckasbl 0 6/IM3KMX
- BCe 3TO HaKan/IMBaeTCs B CETW.

MHoOrve NoApOCTKN NTErKOMbIC/IEHHO OTHOCATCS K Ny6nvKauum MMYHOW MHGopMaumnm B MIHTepHeTe, He MoHMMas
BO3MOXHbIX MOCNeACTBMI. Thbl AaXe He CMOXELLb AoraaaThCs 0 TOM, YTo (oTorpadmsi, pa3MelleHHas 5 net
Ha3a/l, CTana NpPUYNHOM OTKa3a NPUHSTL Tebs Ha paboTy.

KoMMeHTapuu, pa3MelleHre TBomx (oTorpacumin u apyrve AencTBus MOMyT HE UCHE3HYTb AaXKe Nocse Toro, Kak
Tbl MX YAanuwb. Tbl HE 3HaeElWb, KTO COXpaHU 3Ty MH(pOpMaUuMIo, nonana /in oHa B NOUCKOBbIE CUCTEMBI U
COXpaHWIACb 1 OHA, @ MMaBHOE: YTO NOAYMAlOT O Tebe OKpyXKatoLme NoAM, KOTOpble HAaNAYT U YBUAST 3TO.
HaiTn nHdopMaumio MHOro NEeT CNycTs CMOXET NtoboK - Kak U3 Ao6pblix NOBYXAEHMIN, Tak U C HAMEPEHUEM
NPUYMHUTL Bped. ITO MOXET 6bITb KTO YroaHo.

OCHOBHbIE COBETbI MO 3aLiMTe LUMMPOBON penyTaumu:

1. NMoayman, npexae 4eM YTo-To Ny6NnKoBaTb U NepeaaBaTh y cebs B 61ore unm B coumanbHON ceTu;

2. B HacTpolikax npodunsa ycTaHOBM OrpaHUYeHMst Ha MPOCMOTP TBOEro Npodusi U ero COAEPXXMMOro,
caenai ero Tonbko "ans apysen”;

3. He pa3mellaii 1 He yka3sbiBall MHGopMaLmMIo, KOTOpasi MOXET KOro-nmbo ockopbnaTb Uan obuxaTb.

ABTOpPCKOE npaBo

CoBpeMeHHbIEe LIKOMbHUKWN - aKTUBHbIE NMOMb30BaTENN UMGPOBOro NpocTpaHcTBa. OAHAKO Aaneko He BCe 3HaloT,

YTO MOSIb30BaHME MHOMMMM BO3MOXHOCTSAMM LUMGPOBOro Mmpa TpebyeT cobntoaeHnst NpaB Ha MHTENNEKTYasbHYHO
COB6CTBEHHOCTD.

TepMuH "MHTenNeKkTyanbHasi COBCTBEHHOCTbL" OTHOCUMTCS K Pa3/IMyHbIM TBOPEHUSIM YEN0BEYECKOro yMa, HauynHas

C HOBbIX N306peTeHnii N 3HaKoB, 0603HaYaoLWMX COBCTBEHHOCTb Ha MPOAYKTLI U YCNYrW, U 3aKaHUMBasi KHUramu,
doTorpacdmsimmn, KMHOUNIBMaMN 1 My3blKaSlbHbIMW NPOU3BEAEHUSMM.
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ABTOpCKME MpaBa - 3TO NpaBa Ha MHTEIEKTyaslbHY0 COBCTBEHHOCTb Ha NPOM3BEAEHNS HAYKW, TUTEPATYpPbl U
MCKyCCTBa. ABTOPCKME NpaBa BbICTYMNaloT B KAYeCTBE rapaHTUM TOr0, YTO MHTENIEKTYasbHbIN/TBOPYECKUA TpyA
aBTOpa He 6yaeT HanpacHbIM, AacT eMy CnpaBeavBble BO3MOXHOCTM 3apaboTaTh Ha pe3ynbTaTax CBOero TpyAaa,
MOMyYNTb U3BECTHOCTb U NpU3HaHUe. HUKTO 6e3 pa3peLleHunst aBTopa HE MOXET BOCMPOM3BOANTb Ero
Npou3BeAeHMe, pacnpoCTpaHsaTb, Ny6/IMYHO AEMOHCTPUPOBATb, NpoAaBaTh, MMNOPTUPOBATb, MyCKaTb B MpOKaT,
ny6AMYHO MCMONHSATL, NOKa3biBaTb/UCNONHATL B 3Mpe nnm pasmellaTtb B MIHTepHeTe.

Mcnonb3oBaHne "nnpaTckoro” nporpaMMHOro obecneyeHunst MoXKeT NpUBECTM K MHOTMM pUCKaM: OT MoTepu
[laHHbIX K TBOMM aKKayHTaM A0 6110KMPOBKU TBOErO YCTPOWNCTBA, MAe YCTAHOB/EHA HeneranbHasa nporpamMma. He
CTOMUT TaKXXe 3abblBaTb, YTO CYLLECTBYIOT NleranbHble U 6ecnnaTHble MPorpaMMbl, KOTOPbIE MOXXHO HalTK B CETU.
O noptane

CeTeBUYOK.pd - TBOW MaBHbIA COBETYMK B CETU. 34€Cb Thbl MOXELUb Y3HaTb 0 6€30NMacHOCTM B CETU MOHSTHBLIM U
AOCTYMHbIM $13bIKOM, @ MPY BO3SHUKHOBEHMMN KPUTUYECKOM CUTyaLMM 06paTUTLCS 3a COBETOM. A TakXe NMPUHATb
y4yacTue B KOHKypcaX M CTaTb CaMbIM LMMPOBbLIM rpakaaHUHOM!

https://g11vbg.lenschool.ru/info-more/info-security

6/6


https://xn--b1afankxqj2c.xn--p1ai/

