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C KaxaplM TOJOM MOJOJACKH B HWHTEPHETE CTAHOBUTHCS OOJbIIe, a
IIKOJIbHUKU OJIHM W3 CaMbIX AKTUBHBIX IOJb3oBareneil PyHera. Mexnay tem,
MIOMHUMO OI'POMHOTO KOJIMYE€CTBA BO3MOXKHOCTEH, HHTEPHET HECET U IPOOJIeMbI. DTa
ImaMsITKa JTOJDKHA MOMOYE TeOe 0e30IMacHO HaXOMUTHCS B CETH.

KomnbrorepHbie BUpPYChI

KoMmbroTepHbIii BUPYC — 3TO Pa3HOBUAHOCTb KOMIBIOTEPHBIX MPOTPAMM,
OTJIMYUTENBHON OCOOCHHOCTHIO KOTOPOH SIBJISIETCSI CIIOCOOHOCTD K Pa3MHOKEHHUIO.

B pomnonHeHwe K 3TOMY, BUPYCHl MOTYT MOBPEAUTH WM IOJHOCTHIO
YHUUTOXUTh BC€ (Pailyibl U JTaHHBIE, MOAKOHTPOJIBHBIE MOJIB30BATENI0, OT UMEHU
KOTOpOro OblIa 3amylieHa 3apak€HHas IPOrpaMmMa, a TaKKe MOBPEAUTh WIN JIaxke
YHUUTOXXHUTH ONEPALIMOHHYIO CUCTEMY CO BceMH (aiiiamu B 1ienoM. B GonpmmHCTBE
CIIy4aeB paCIpPOCTPAHSIOTCS BUPYCHI YEPE3 UHTEPHET.

MeTo/1bI 3a1UThI OT BPEIOHOCHBIX IPOrPaMM:

1.  Hcrnonb3yil COBpeMEHHbIE OINEPALMOHHBIE CHUCTEMBI, HMEIOLINE
CEpbE3HBIN YPOBEHB 3aIUTHI OT BPEAOHOCHBIX IIPOIPAMM;
2. [TocTossHHO ycTaHaBinMBal mayTu (UM(POBBIE 3aIIaTKH, KOTOPbIE

ABTOMAaTHYECKH YCTaHABIIMBAIOTCS C IENBI0 JOPAaOTKH IIpOorpaMMbl) W JPYyrue
O0OHOBJICHUS CBOCH OIepaIllMOHHON ccTeMbl. CKauynBai MX TOJIBKO C OQUIINATLHOTO
camita paspaborunka OC. Eciu cymecTByeT peKuM aBTOMaTHIECKOTO OOHOBJICHUS,
BKJIIOYH €T0;

3. Paboraii Ha cBOeM KOMIIbIOTEpE MOJ MpaBaMH IOJIh30BaTENs, a HE
aAMUHUCTpATOpa. DTO HE TMO3BOJUT OOJBIIMHCTBY BPEIOHOCHBIX MPOrPaMM
WHCTAJUTIPOBATHCS Ha TBOEM IEPCOHATBLHOM KOMITBIOTEPE;

4. Hcnonb3yil aHTUBHPYCHBIE NPOrPaMMHBIE NPOAYKTHI H3BECTHBIX
NPOU3BOAUTENEH, C aBTOMAaTUYECKUM OOHOBIJIEHUEM 0a3;

S. Orpannyb (pU3nUEecKuil JOCTYN K KOMIBIOTEPY JIJIsl TOCTOPOHHHUX JIMII;

6. Ucnonp3yil BHeENIHUE HOcUTENW WH(OOpPMAIU, Takue Kak (ielka,
IUCK WK (ailsl U3 UHTEPHETA, TOIBKO U3 NPOPEPEHHBIX UCTOUYHUKOB,;

7. He otkpoiBaii KOMIbIOTEpHBIE (ailiibl, MOTy4YEHHBIE U3 HEHAAEKHBIX

UCTOYHUKOB. Jlaxke Te (aiibl, KOTOpbHIE MPUCTAT TBOM 3HAKOMBIN. Jlydie yrouHu
y HEro, OTIIPaBJIsul JIU OH T€OE uX.

Ceru WI-FI

Wi-Fi - 310 He BuJ niepeaun JaHHBIX, HE TEXHOJIOTHS, a BCEr0 JIHUIIb OPEH/I,
mapka. Eme B 1991 rogy HuumepnaHickash KOMIIAHUSI 3apeTrUCTpUpOBana OpeH]l
«WECA», uto o6o3nauano crnoBocoueranue «Wireless Fidelity», koTopsiii
MIEPEBOIUTCS KaK «OECTPOBOTHASI TOYHOCTHY.

Jlo Hamero BpeMeHu Jiomia apyras abopeBuarypa, Koropast sSIBISETCS TaKOU
XKe TexHosorue. Ito abOpeBuatypa «Wi-Fi». Takoe HazBanue ObUIO JaHO ¢
HAaMEKOM Ha CTaHJapT BhICIINN 3BYKOBOI Texuuku Hi-Fi, uTo B mepeBoae o3Hauaer
«BBICOKAsI TOYHOCTbY.

Jla, OecriaTHBIM MHTEPHET-IOCTYN B Kade, OTENsIX U adpoIopTax sSBISCTCS
OTIIMYHOM BO3MOKHOCTHIO BBIX0/1a B HHTEpHET. HO MHOTHE SKCTIEPTHI CYUTAIOT, UTO
obmenoctynusie Wi-Fi ceTu He ABIstOTCS O€30MaCHBIMU.



CoBeTbl 110 6€30MaCHOCTH paboTe B 00IIeI0CTYIHBIX ceTsax Wi-fi:

1. He mepenaBaii cBOIO JIMYHYIO MH(POPMAIUIO Yepe3 OOIIE0CTYITHBIE
Wi-Fi cetu. PaboTast B HUX, JKeJIaTEIbHO HE BBOJAUTH IMAPOJIHU JOCTYIIA, JIOTHHBI U
KaKHe-TO HOMepa;

2. Hcnonb3yit 1 OOHOBJISI aHTUBUPYCHBIE MPOTPAMMBI U OpaHaMayep.
Tem caMmbIM Thl 00€30macHIIIb ce0s OT 3aKaYKH BUpYyca Ha TBOE YCTPOUCTRO;
3. IIpn ucnonb3oBanmu Wi-Fi otkmoun yskuuio «O0muid goctyn K

daiimaMm u npuHTepam». JlanHas (YHKIUS 3aKpbiTa MO YMOJIYAHHUIO, OJTHAKO
HEKOTOPBIE MOJIH30BATENIN aKTUBUPYIOT €€ JIsl yA00CTBa UCTOIB30BaHUs B paboTe
WM yueoe;

4, He ucnone3yii nyonuunsiii WI-FI nns mepegauu JAUYHBIX JaHHBIX,
HanpuMep JJ1S1 BBIXO/1a B COLMAIIBHBIC CETH WIIM B SJICKTPOHHYIO TTOYTY;

5. Nnonp3yii Tonbko 3amuilneHHoe coeauHenue udepe3 HTTPS, a He
HTTP, t1.e. npu HaGope BeO-aapeca BBOAU UMEHHO «https://»;

6. B mMoOuibHOM Tenedone orkimoun Gpynkimio «[loaxmouenue k Wi-Fi
aBToOMaruyecku». He nomyckaid aBTOMAaTHYECKOIrO IOJKIFOYEHHS YCTPOMCTBA K
cerasMm Wi-Fi 6e3 TBoero coriacus.

ConunajibHbIe ceTH

CormuanpHbIE CETH aKTUBHO BXOMAST B HAITY KU3Hb, MHOTHE JTIIOJU PabOTaoT
U JKMBYT TaM IOCTOSIHHO, a B Facebook y»ke 3apeructpupoBan MUIHap YEIOBEK,
YTO SIBISAETCS OJHOM CeAbMOM BCEX JKUTEIIEH IUIAHETHI.

MHorue 1moiab30BaTeNIM He IOHUMAIOT, 9TO HHpOpMAIHs, pa3MeIcHHAsS UMU
B COLIMAJIHBIX CETSIX, MOXKET ObITh HaljeHa U MCIOJIb30BaHAa K€M yrojHO, B TOM
yucie He 00s13aTeNbHO ¢ 0J1aruMu HaMepEHUSIMU.

OCHOBHBIE COBETHI 110 0€30IaCHOCTH B COL[UANBHBIX CETAX:

1. Orpanuyb CHOUcOK Apy3eil. Y TeOs B APY3bsiX HE JOKHO OBITh
CIyYalHBIX U HE3HAKOMBIX JIFOJEH;
2. 3amuiai CBOIO YacTHYIO Ku3Hb. He ykasbiBail maponu, TenedoHsl,

aapeca, JaTy TBOETO POXICHHUS W JPYryl0 JUYHYI0  HHGOPMAIHIO.
370YMBIIIVIEHHUKH MOTYT UCIIOJIb30BaTh Jake HH(OPMAIHIO O TOM, KaK Thl U TBOH
POUTENH IAHUPYETE MPOBECTH KAHUKYJIBL;

3. 3amumai CBOI pemyTaluio - JIEpKA €€ B YHCTOTE U 3ajaBail cede
BOIIPOC: XOTeJ OBl ThI, YTOOBI IPYrUe MOJIL30BATENM BUJICIH, YTO ThI 3arpy’Kaeiiib ?
[Togymaii, mpex/e 4eMm 4To-TO OMyOJIMKOBATh, HAITUCATh U 3arPY3HTh;

4, Ecnu ThI roBopuIlb C JIOJbMU, KOTOPHIX HE 3HAEIIb, HE HCIIOJIb3YiH
CBOE peajbHOE WMMS M APYTYIO JUYHYI0 UHGOpPMAIMU: UM, MECTO >KUTEJIbCTBA,
MECTO y4eObl U TIpoYee;

5. N36erait pazmenienust ¢ororpaduii B IuTepHere, rae Thl H300paxeH
Ha MECTHOCTH, IO KOTOPOW MOXKHO OIPENEIUTh TBOE MECTOMOI0KECHHE;
6. Ilpu peructpanuu B COLUMATBHOW CETH HEOOXOIMMO HCIIOJIb30BATh

CJIIOXKHBEBIC naponn, COCTOAIIHUEC U3 6yI<B u I_[I/I(l)p U C KOJIMYECTBOM 3HAKOB HEC MCHEC
8;



1. Jlns comuanbHOM CeTH, TMOYThI M JPYTMX CaMTOB HEOOXOIUMO
UCIIOJIb30BaTh pa3HbIe Mapoiiv. Torma eciu TeOst B3JIOMAIOT, TO 3JI0YMBIILICHHUKH
IOJIy4aT JIOCTYH TOJIBKO K OTHOMY MECTY, a HE BO BCE Cpa3sy.

DJIeKTPOHHBbIE IEHbI'U

DONEeKTPOHHBIE JEHBI'M — ATO OYEHBb YIOOHBINA CIMOCOO IIaTexel, OJIHAKO
CYIIECTBYIOT MOIIIEHHUKH, KOTOPBIE XOTAT MOTYyYUTh 3TU JCHBTH.

DJEeKTpOHHBIE JEHBI U MOSIBUJINCH COBCEM HEAABHO U UMEHHO M3-3a 3TOTO BO
MHOTHX TOCYJIapCTBax JI0 CUX IMOP HE MPOMUCAHO MPO HUX B 3aKOHAX.

B Poccun sxe oM QYHKIIMOHUPYIOT M O HUX YK€ TPOMHCAaHO B 3aKOHE, I7I€ UX
pa3fendoT Ha HECKOJIbKO BHJIOB — aHOHUMHBIE U HE aHOHUMHBIE. PazHuna B ToM,
YTO AaHOHUMHBIE - 3TO T€, B KOTOPBIX pa3pemiaercss MPOBOAUTH oleparuu 0e3
UACHTU(UKAIIMK TIOJH30BATENsA, 3 B HEAHOHUMHBIX HICHTU(PUKAIIUHA TTOIH30BATENS
ABJISIETCS 00S3aTENIbHOM.

Taxxe cienyer pasnuyaTh 5SJIEKTPOHHbIE (DUATHBIE JIEHbIW (paBHbI
rOCY/IapCTBEHHBIM BaJIIOTaM) M JJIGKTPOHHbIE HedUaTHbIE JACHBIU (HE PaBHBI
rOCyJIapCTBEHHBIM BATIOTaM).

OcHOBHBIE COBETHI 110 Oe30nacHoOi paboTe ¢ ANEKTPOHHBIMU I€HbraMu:

1. [IpuBsiku K cueTy MOOWIBHBIN TenedoH. DTO caMblii yIOOHBIM U
OBICTPBII CITIOCOO BOCCTAHOBUTH NOCTYI K cueTy. [IpuBs3aHHbIi TeneOH MOMOXKET,
eciu 3a0yellb CBOM IJIATEXKHBIM Mapoib WM 3aiJiellb Ha CalT ¢ HE3HaKOMOTO
YCTPOMCTBA;

2. Ucnonb3yin ogHopazoBeie maposu. [locime mepexona Ha YCHIEHHYIO
aBTOpHU3alMi0 TeOe yke He OyaeT yrpokaTh OMACHOCTh KpaXX WM TiepexBaTa
TUIaTEXHOTO MapOoJIs;

3. Boi6epu cnoxxubiit maponb. [IpectynHukam OyneT HE MPOCTO yrajaaTh
CJIOXKHBIN maponb. HamexxHbie mapoiu — 3TO MapoJiv, KOTOPhIE COIepKaT HE MEHee
8 3HAKOB M BKJIIOUYAIOT B C€0s1 CTPOYHBIEC U MPOMUCHBIE OYKBBI, IU(PPHI U HECKOJIBKO
CUMBOJIOB, TaKuM€ KaK 3HaK Joiiapa, (yHTa, BOCKJIMIATENbHBIA 3HAK U T.IL
Hanpumep, $tROng!;;

4, He BBOM cBOM JIMUHBIE JaHHBIE HA caliTaX, KOTOPBIM HE JIOBEPSICILb.

DJIeKTPOHHASA MOYTA

DIEKTPOHHAS MOYTa — 3TO TEXHOJIOTHS U MPENOCTABISIEMBIE €0 YCIYTH IO
MEPECHUIKE U MOTYUCHHUIO JICKTPOHHBIX COOOIIEHUM, KOTOPBIE pacipeaesiioTCs B
KOMIIBIOTEPHOU CETH.

OOBIYHO SJEKTPOHHBIN MOYTOBBIA SAIIMK BBITISAUT CICAYIOIIUM 00pa3oM:
UMs_T0JIb30BaTENSI(@WUMS_IOMEHA.

Taksxe Kpome rnepegayu NpocToro TEKCTa, MMEETCsI BO3MOYKHOCTD Mepe/1aBaTh
baisl.

OCHOBHBIE COBETHI 110 O€30IIaCHON PabOoTe ¢ JIICKTPOHHOU ITOYTOM:

1. Hano BeIOpaTh IpaBUIBHBIA TOYTOBBIM cepBHC. B mHTEpHETE ecTh
OTPOMHBIN BEIOOP OECIIATHBIX MTOUYTOBBIX CEPBUCOB, OJTHAKO JIYYIIIE IOBEPATH TEM,
KO0 3Haellb U KTO NIEPBBIN B PEUTHHTE;



2. He ykaspiBaii B nuuHOM moute JauuyHyr uH(popmanuto. Hampumep,
Jydiiie BbIOpaTh «My3bIKaJIbHBIN _(panat@» min «pok2013» BmecTo «remal3»;

3. Hcnonb3yil AByX3TallHYH0 aBTOPU3ALMI0. JTO KOIa MOMUMO Iapois
HY>KHO BBOAUTH KO/, TPUCBUIAEMBIN 110 SMSS;

4, Bri6epu ciioxHbBIM maposb. [ KaXI0ro MOYTOBOTO SIIUKA JOJKEH
OBITH CBOM HAJEKHbBIM, YCTOMYUBBIN K B3JIOMY M1apOJib;

S. Ecnu ecTp BO3MOXKHOCTH HamucaTbh CaMOMY CBOM JIMYHBIM BOIPOC,
UCIIOJIB3YH 3TY BO3MOYKHOCTb;

6. Hcnonp3yii HECKOJIBKO MOYTOBBIX SUIUMKOB. [lepBhIii 1 4acTHOU

NEPENNUCKU C aJpecaTaMy, KOTOPBIM Thbl AOBEpsEUIb. JDTO AJIEKTPOHHBIN aapec He
HaJI0 UCII0JIb30BaTh IPU PErUCcTpallui Ha (hopyMax U cailtax;

7. He otkpeiBaii (haiinel 1 Apyrue BIOKEHUS B MUCbMaxX JaKe €CIM OHU
NPUIILTH OT TBOUX JApy3ei. Jlydille yrouHM y HUX, OTIPABISUIM JIM OHU TeOe 3TH
(aiinbr;

8. [Tocne oxoH4anusi pabOTHI HA MOYTOBOM CEPBUCE TEPE] 3aKPHITUEM

BKJIQJIKU C CAUTOM HE 3a0y/]lb HAKaTh Ha «BBIATHY.
Kn6epOyiimHr wiim BUPTyajibHOE U3/1€eBaTeJILCTBO

KubepOymnuar —  mpecieqoBaHWe  COOOIICHUSMH,  COIEpKALIUMU
OCKOpOJIeHus, arpeccuto, 3aIyrUBaHUE; XYJIUTaHCTBO; COLIMAJIbHOE
O0MKOTHPOBAaHUE C TOMOIIBIO PA3TUYHBIX HHTEPHET-CEPBUCOB.

OcHOBHBIE COBETHI O OOpHOE ¢ KUOEPOYIIIUHIOM:

1. He Opocaiics B 60#. Jlyumuii cnoco0: mocoBeToBaThCs Kak ce0s BECTU
M, €CJIN HEeT TOro, K KOMY MOXHO OOpaTUThCS, TO BHAYalle YCIIOKOUTHCA. Eciu ThI
HAYHEeIlIb OTBEYaTh OCKOPOJIEHUSMU Ha OCKOPOJIEHHS, TO TOJIBKO elle OoJpuIie
pa3oMOKeNIb KOH(IHKT;

2. VYnpasisaii cBoeil kubeppenyTaiuei;

3. AHOHMMHOCTH B ceTd MHUMasi. CyIIeCTBYIOT CIIOCOOBI BBISICHUTH, KTO
CTOWT 3a AHOHUMHBIM aKKayHTOM;

4. He ctout Bectu Xynuranckuii o0pa3 BUPTyaJlbHOU ku3HHU. VIHTEpHET
dbukcupyeT Bce TBOM JEHCTBUA W COXpaHSIET UX. YJAIUTh WX OyneT KpaifHe
3aTPYIHUTEIBHO;

d. Coburoaii cBo BUPTYaJIbHYIO Y€CTh CMOJIONY;

6. WUrHopupyit eavHU4YHbIA HeraTuB. OAHOpa30Bble OCKOPOHUTEIbHBIE

COOOIIEHMS JTy4lIe UTHOpUpOoBaTh. OOBIYHO arpeccusi MpeKpaIaeTcs Ha Ha4aabHON
CTaJuu;

7. ban arpeccopa. B nporpammax oOMeHa MTHOBEHHBIMHU COOOIIEHUSIMU,
B COLHMAIBHBIX CETSIX €CTh BO3MOXKHOCTH OJIOKUPOBKHM OTHPAaBKH COOOIIECHHWH C
OIpPENIETICHHBIX aJPECOB;

8. Ecnu Tbl cBuzperens kuOepOyminHra. TBoM JEHCTBHUSA: BBICTYIUTh
IPOTUB TPECIEIOBATENS, I[I0Ka3aTb €My, YTO €ro JCHCTBHUS OLIEHUBAIOTCS
HEraTUBHO, TOJJEPKATh MXEPTBY, KOTOPOH HYyXHA ICHXOJIOTMYECKas MNOMOLUIb,
COOONINTH B3POCIBIM O (PaKTe arpecCUBHOTO MOBEICHUS B CETH.



MooOuibHbIN TesedoH

CoBpeMeHHbIe cMapTGhOHBI U TUIAHIIETHI COAEpKaT B ce0e BIOJIHE B3POCIIbIi
GyHKIIMOHAJI, W Tenepb OHM MOTYT KOHKYpPHUPOBaTh CO CTallMOHAPHBIMHU
KoMIibloTepamu. OJIHAKO, CPEACTB 3AIIUTHI JJIsl MOJOOHBIX YCTPONCTB MOKAa OYECHBb
Majo.

TecTupoBaHUE U TOUCK YSI3BUMOCTEN B HUX MPOUCXOAUT HE TaK UHTEHCUBHO,
kak ju1s [1K, To e caMmoe kacaeTcss U MOOMJIBHBIX MPHIIOKEHHUH.

CoBpeMeHHBIE MOOWJIBHBIE Opay3epbl yXe€ TMPAKTUYECKH JIOTHAIU
HACTOJILHBIE AHAJOTH, OJHAKO pacmmpeHrue (yHKIMOHAIa BIeYeT 3a co0oi
OOJIBIIYIO CIIOKHOCTh M MEHBIITYIO 3aIIUIIEHHOCTD.

Jlanexko He Bce MPOU3BOJIUTENIM BBHITYCKAIOT OOHOBJIEHUS, 3aKpPbIBAIOIIUE
KPUTHUYECKHUE YA3BUMOCTH JIJII CBOUX YCTPOMCTB.

OCHOBHBIE COBETHI 151 0€30MaCHOCTH MOOMJILHOTO TenedoHa:

1. Huuero He siBiisieTcst mo-HacTosIIeMy OeCIIaTHBIM. byib 0CTOpOXKeEH,
BeJlb Korja Te0e mpeaiaraloT OeCIIaTHBIA KOHTEHT, B HEM MOTYT OBITh CKPBITHI
KaKHe-TO TUIaTHBIE YCIYTH;

2. Hymaii, npexxne yem otnpaButh SMS, ¢orto winu Bumeo. Tel TouHO
3HaEIIb, TJIC OHU OyIyT B KOHEYHOM HUTOTE?

3. Heobxoammo 0OHOBIIATH OMEPAIIMOHHYIO CHCTEMY TBOETO cMapT(hOHa;

4, Ncnonb3yit aHTUBUPYCHBIE POrPaMMBbI JUIsl MOOMJIBHBIX TENE(OHOB;

5. He 3arpyxail mpuiioeHuss OT HEM3BECTHOT'O HCTOYHWKA, BEAb OHHU
MOTYT COJIEPIKaTh BPEOHOCHOE IPOTPAMMHOE 00ECTICUCHHUE;

6. ITocne Toro kak Thl BBIWJCHIL C CalTa, TIAC BBOAWI JIMYHYIO
uH(dOpMalnIo, 3aiiiM B HACTPOITKK Opay3epa u yaanu cookies;

7. [Teproaruecku TpoBepsii Kakue IJIaTHBIE YCIYTH aKTUBUPOBAHBI Ha
TBOEM HOMEpE;

8. JlaBaii cBOi HOMEp MOOHMIIBHOTO TeNle(hOHa TOIBKO JTIOSM, KOTOPBIX ThI
3HACIIh ¥ KOMY JIOBEPSICIIb;

9. Bluetooth momxeHn ObITH BBIKITIOUEH, KOTJA THl UM HE TIOJIb3yenibes. He

3a0bIBall MHOT]a TIPOBEPSTH ITO.
Online urpsi

CoBpeMEHHBIE  OHJAWH-UTPbl — O3TO KpPAaCOYHBIC, 3aXBATHIBAIOIINE
pa3BiieyeHusi, OOBEAUHSIONIME COTHHU ThICSY YEJNOBEK MO BceMmy mupy. Wrpoku
UCCIIENYIOT JAaHHBIA UM MHp, OOIIAIOTCS APYr C JPYrOM, BBINOJHSIOT 3aJaHUS,
CpakaloTCsl C MOHCTPAMHM W TMOJYYarOT OMNBIT. 32 YAOBOJIbCTBUE OHU IUIATAT:
NOKYMArOT AUCK, OIIAYMBAIOT A0OHEMEHT WJIM IPUOOPETAIOT KAaKUE-TO OIMLIUH.

Bce 3tu cpencrBa uayT Ha MOAAEPKAaHUE U PA3BUTUE UIPBI, & TAKXKE HA cCaMy
0€30MacHOCTb: COBEPIICHCTBYIOTCS CHUCTEMbl aBTOPU3AIMH, BBIITYCKAIOTCS HOBBIE
natuu (HUQPOBBIC 3aIIATKU AJIS IPOrpaMM ), 3aKPBIBAIOTCS YI3BUMOCTH CEPBEPOB.

B no100HbBIX UTpax CTOUT OIacaThCs HE CTOJIBKO CBOMX CONEPHUKOB, CKOJIBKO
KpaXXu TBOETO Maposisi, Ha KOTOPOM OCHOBAaHA CHCTEMAa aBTOPU3ALMH OOIBIIMHCTBA
Urp.

OcHOBHBIE COBETHI IO 0€30MACHOCTU TBOETO UTPOBOTO aKKayHTa:



1. Ecnu gpyroit urpok Bemer ce0si IUIOXO WM CO3/aeT Tebe
HEMPUATHOCTHU, 3a0JIOKUPYH €ro B CIIMCKE UTPOKOB;

2. [Toxxanyiicss amMUHUCTpaTOpaM WIpbl HAa IUIOXO€ IOBEIEHUE STOTO
UTPOKA, KEJIaTeIhHO MPUIIOKUTH KaKUe-TO I0KAa3aTeIbCTBA B BUJIE CKPUHOB,;

3. He yka3piBaii nuuHyro nHpOpMaIuio B mpodaiisie urpsr;

4. YBaxkail Ipyrux y4aCTHHUKOB I10 UIPE;

5. He ycranaBnuBait HeopuImanbHbIC TATYN U MOJIHI;

6. Wcnonb3yii ciioxkHbIE U pa3HbIE MAPOIIH;

7. Jlaxke BO BpeMsi WTPhl HE CTOUT OTKJIIOYaTh aHTUBUpPYC. [loka ThI

urpaenib, TBOM KOMIIBIOTEP MOI'YT 3apa3UTh.
DUIIMHT WIH KPAaXkKa JUYHBIX JAHHBIX

OOBIYHON KpaXell AeHer U JOKYMEHTOB CErOJHS YK€ HUKOTO He yIUBHIIIIb,
HO C pa3BUTHEM HHTEPHET-TEXHOJOTHI 3JIOYMBIIIJICHHUKH TEPEMECTIIINCH B
UHTEPHET, U MPOAODKAIOT 3aHUMAThCS «JTFOOUMBIMY JEIIOM.

Tax mosBWIach HOBasi yrpo3a: WHTEPHET-MOIIEHHUYECTBAa WM (UIIUHT,
TJIaBHAs 1e€Jh KOTOPOTO COCTOUT B TIONYYCHHHM KOH(DHICHIIMAIBHBIX JTaHHBIX
NOJIb30BaTeNield — JIOTMHOB W maposiei. Ha anrnuiickom si3bike phishing uuraercs
kak ¢ummHr (0T fishing — peIOHas 0B, password — maposs).

OcCHOBHBIE COBETHI 110 00pbOE C PUIIUHTOM:

1. Crnenu 3a cBouM akkayHTOM. Eciu ThI mojo3peBaeliib, YTO TBOSI aHKETa
ObL1a B3JIOMaHa, TO HEO0XOIMMO 3a0JIOKUPOBATH €€ U COOOIIUTh aIMUHUCTPATOPaM
pecypca 00 3TOM Kak MOYKHO CKOpEe;

2. Ucnonw3yit Oe3omnacHble BeO-CalThl, B TOM 4YHUCJIE, WHTEPHET-
Mara3uHOB U TTOMCKOBBIX CUCTEM;
3. Ucnonb3yil ciokHble U pa3Hble Mapoiid. Takum o0pa3oM, eciu Teds

B3JIOMAIOT, TO 3JIOYMBIIIUICHHWKH TIOJyYaT IOCTYI TOJIBKO K OJHOMY TBOEMY
po(HITIO B CETH, a HE KO BCEM;

4, Ecau TebGs B3yioManu, To HEOOXOAUMO MPEAyNpPEIUTh BCEX CBOUX
3HAKOMBIX, KOTOpPBIE TOOABICHBI y T€OS B IPY3bsX, O TOM, YTO T€Os B3JIOMaJH W,
BO3MOJKHO, OT TBOETO HMEHH OYJIeT PacChlIaThCs CIIaM M CCBHUIKM Ha (PUIIMHT OBBIC
CalThlI;

d. YcranoBu Hagexubid napois (PIN) Ha MoOWIBHBIN TenedoH;
6. OTkIII04M coOXpaHEeHue napoJsi B Opaysepe;
7. He otkpsiBaii (ailnbl u gpyrue BIOKEHHUs B MUChMaX Jake €CIU OHU

NPUILIN OT TBOMX Apy3eil. Jlydine yToyHH y HUX, OTHPABISLIN JIU OHU TeOe ITH
Gaiinbl;

Mudposas penyrauus

[{udpoBas permyTanys - 5T0 HeTaTUBHAS WM TIO3UTUBHASI MHPOPMAITUS B CETH
o tebe. Kommpomerupyromas uHbopManus pa3MelieHHas B WHTEPHETE MOXKET
CEpbE3HBIM 00Pa30M OTPA3HUTHCS HA TBOCH PeaTbHOM KU3HU.

«udposasi permyrarus» - 3TO TBOH UMUK, KOTOPBIM (OPMHUPYETCS U3
uHpOopMaIK o0 TeOe B MHTEPHETE.



TBoe MecTo IKUTENbCTBA, Y4eObl, TBO€ (PMHAHCOBOE IIOJOKECHHUE,
O0COOEHHOCTH XapaKTepa M paccKas3bl O OJIM3KUX — BCE 3TO HAKAIJIMBAETCS B CETH.

MHorue noapoCTKH JIETKOMBICIIEHHO OTHOCATCA K NYyOJIMKauu JUYHON
uHpopmanuu B MHTEpHETE, HE MOHMMAs BO3MOXKHBIX NOCIEACTBUM. Thl gaxke He
CMOXKeIIb JIOrajaThCcsi O TOM, 4To ¢ororpadusi, pa3melleHHas 5 JeT Hazal, cTajia
NPUYUHOM OTKa3a MPUHATH T€OS Ha padoTy.

KommenTapuu, pazmenienue TBoux ¢ororpaduii u 1pyrue JeiCTBUS MOTYT
HE MCYE3HYTh JaXe I0CJE TOro, Kak Thl UX yAanullb. Thl HE 3HACIIb, KTO COXPaHUII
3Ty UH(OpMaIMIO, TONaNa JIM OHA B IOMCKOBBIE CUCTEMbI M COXPAaHUJIACh JIU OHA, a
IJIABHOE: UTO MOJIyMatoT 0 Te0e OKPY KaIOLIEe JIF0IU, KOTOPBhIE HAMTYT U YBUJIAT 3TO.
Haittu uHdopManuio MHOTo JIeT CIyCTS CMOXET JIF00OM — Kak U3 J0OphIX
noOY>KIEHHH, TaK U C HAMEPEHUEM IPUYUHUTH BPel. DTO MOXKET OBITh KTO YTOAHO.

OCHOBHbIE COBETHI 110 3alIUTE IUPPOBOI penyTaluu:

1. [Togymaii, npexzae 4em 4To-TO MyOJIMKOBaTh U MepenaBaTh y ce0sd B
OJ10T€ WX B COLIMAJIBLHOM CETH;

2. B nactpoiikax npoduiisi ycTaHOBU OrpaHUYEHHs] Ha IPOCMOTP TBOETO
po(duIIS U ero COAEPKUMOTO, CACTIAN €ro TOIBKO «IJIS IPYy3ei»;

3. He pa3memaii u He ykasbiBail MHPOpPMAIUIO, KOTOPass MOXET KOIo-
100 OCKOPOISATh UK OOMXKATh.

ABTOpCKOE NPaBo

CoBpeMEHHbIE  NIKOJbHUKW—  AKTHUBHBIE  TIOJB30BATENM  LIUPPOBOIo
npoctpaHcTBa. OJHAKO JaJeKO HE BCE 3HAIOT, YTO II0Jb30BAaHUE MHOTHMH
BO3MOXKHOCTSIMM ~ 1upoBoro  Mupa  TpeOyeT  coOJojleHHs  TpaB  Ha
UHTEIUIEKTYaIbHYI0 COOCTBEHHOCTb.

Tepmun «uHTEIEKTYyadbHas COOCTBEHHOCTb» OTHOCUTCS K Ppa3IU4YHbIM
TBOPEHUSIM YEJIOBEYECKOr0 yMa, HAauMWHAas C HOBBIX HM300pETEHUN M 3HAKOB,
0003HaYaOIIUX COOCTBEHHOCTh HAa MPOAYKTHI U YCIYTH , U 3aKaHYMBAasi KHUTaMH,
¢pororpadpusiMu, KHHOPUIBMAMU U MY3bIKaJIbHBIMH [TPOU3BEICHUSMHU.

ABTOpCKHE NpaBa — 3TO NpaBa HAa MHTEIUIEKTYyaJlbHYI0 COOCTBEHHOCTb Ha
IPOU3BEACHUS HAYKH, JINTEPATypPbl U HCKYCCTBA.

ABTOpCKME TIpaBa BBICTYNAIOT B KayeCTBE TapaHTUU TOrO, YTO
UHTEJUIEKTYa IbHbIH/TBOPUECKUN TPy aBTOpa HE OyAeT HalpacHbIM, AAacT eMy
CIpaBeUIMBbIE BO3MOXKHOCTH 3apad0TaTh Ha pe3ybTaTax CBOEro TPyAa, MOIYYHUTh
U3BECTHOCTD U NPU3HAHUE.

Hukro 06e3 paspemieHuss aBTOpa HE MOXKET BOCIPOU3BOAMUTH €T0
NPOU3BEACHUE, PACHpPOCTPaHATh, NYOJIUYHO JEMOHCTPUPOBATh, MPOAABATH,
UMIIOPTHPOBATh, yCKaTh B MPOKAT, MyOJIUYHO UCTIONHATD, NOKa3bIBaTh/UCIIOIHSITh
B a¢upe wiu pa3Memiars B MIHTepHeTe.

Hcnonp30BaHuEe «IHPATCKOTO» MPOrPAaMMHOTO  OOECMEUEHHUS MOXKET
IPUBECTH K MHOTMM pHCKAaM: OT IIOTEPU JaHHBIX K TBOMM aKKayHTaMm Ji0
OJIOKUPOBKH TBOETO YCTPOMCTBA, IJIE yCTAHOBIIEHHBIN HE JierajibHasi nporpamma. He
CTOUT TakKke 3a0bIBaTh, YTO CYIIECTBYET JierajbHble M OECIUIaTHbIE MPOTrpaMMBbl,
KOTOpPBIE MOKHO HAWTH B CETH.



O nopraJe

CereBHUOK.pd — TBOM TJIaBHBIN COBETYHK B CETH. 3/1€Ch Thl MOXEIIh y3HAThH
0 0€30MacHOCTH B CETH MOHSATHBIM U JOCTYIHBIM S3BIKOM, a NP BO3HUKHOBEHHUU
KPUTUYECKON CHUTyallMl OOpaTUTHCS 3a COBETOM. A TakKe MPUHSITh Yy4acTHUE B
KOHKYpCax U CTaTh CaMbIM ITU(GPOBBIM IPaKIaHUHOM!



