IHAMATKA _
JJIA OBYYAIOIHIUXCA Ob UHOOPMAIIMOHHOU BE3OITACHOCTH

HEJIb34
1. Bcem monpsig cooOuiaTh CBOIO YacTHYIO HH(OpMalMio (HACTOSIIUE HMS,
dbammmmio, TenedoH, aapec, HOMEp IKOJIBI, a Takxke (ororpaduu CBOHM, CBOCH
CEMBH | JIpy3eil);
2. OTkpbIBaTh BJIOKEHHBIE (DAiJIbI AJIEKTPOHHOM IMOYTHI, KOIJa HE 3HACIIb
OTIPABUTEIIS;
3. I'pyOuts, mpuauparbcs, OKa3blBaTh AABICHUE - BECTH Ce€0sl HEBEXINWBO U
arpecCuBHO;
4. He pacnopsbxaiicss JeHbraMu TBOEH ceMbU 0€3 pa3pelleHus CTapUIMX - BCErjaa
CIIpalIuBai POAUTENEH;
5. He BcTpeuaiics ¢ IHTEpHET-3HAKOMBIMU B PEAJIbHOM JKU3HU - ITIOCOBETYUCS CO
B3POCJIBIM, KOTOPOMY JTOBEPSCILb.

OCTOPOXHO
1. He Bce numyT npaBay. Yuraens o cedbe Hempasay B MHTepHeTe - coobum 00
3TOM CBOMM POJMTEISIM WUJIU OIIEKYHAM;
2. IlpurnamaroT HepenuchiBaThCs, Urparb, OOMEHUBATHCA - IMPOBEPbH, HET JIH
M0/IBOXa;
3. Hezakonnoe konupoBanue ¢aitnos B UHTepHETE - BOPOBCTBO;
4. Beerna paccka3biBail B3pOCIIbIM O MpodJieMax B CETH - OHM BCEr/ia HOMOTYT;
5. Mcnonb3yil HaCTpOWKU 0€30MaCHOCTH M MPUBATHOCTH, YTOOBI HE TOTEPATH CBOU
aKKayHTBI B COLICETSIX U APYTHX MOpTaiax.

MOXHO

1. YBaxaii qpyrux noJib30BaTeleu;
2. Ilonp3yemnibesi MHTEpHET-UCTOUHUKOM - JI€JIail CChUIKY HA HETO;
3. OTKphIBai TOJBKO T€ CCHUIKU, B KOTOPBIX YBEPEH;
4. OOmartbcst 32 TMTOMOIIBIO B3POCIBIM - POJUTENH, OMEKYHbl U aIMUHHUCTPAIUS
CaWlTOB BCET1a IOMOTYT;
5. Tlpotinu oOyuenue Ha caiite "CereBMUYOK" M TOJY4YM TACHOPT IU(GPOBOTO
rpakanuHal

C kaxaplM TOJAOM MOJIOACKH B HMHTEPHETE CTAHOBUTHCS OOJIbIIE, a
IIKOJIBHUKU OJHU M3 CaMbIX AKTHUBHBIX ITOJb30oBaresie PyHera. Mexny tem,
MMOMHUMO OTPOMHOTO KOJIMYE€CTBA BO3MOXHOCTEH, MHTEPHET HECeT M IMPOOJIEMBI.
DTa namsTKa J0JKHA TOMOYb TeOe O€30MacHO HaXOAUTHCS B CETH.

KomnbrorepHsie BUPYyChI
KomrmprotepHsiii BUPYC - 3TO Pa3HOBUAHOCTHh KOMITBIOTEPHBIX ITPOrPaAMM,
OTIIMYUTEIIBHOW 0COOCHHOCTHIO KOTOPOH SIBJISIETCSI CIIOCOOHOCTh K Pa3MHOKEHHUIO.
B nononHeHne K 3TOMY, BUPYChl MOTYT NOBPEJIUTh WJIM MOJHOCTHI) YHUUYTOXKUTH
Bce (pailyibl U JaHHBIE, TOJJKOHTPOJBHBIE TIOJIH30BATEN0, OT UMEHH KOTOPOTO ObLiIa
3amylIeHa 3apakeHHas NporpamMma, a TakKKe MOBPEIWTh WIIA JTAXKE YHUUYTOKHUTH



OTIEPAIlMOHHYI0 CHCTEMY CO BceMu ¢aiaamu B 1eJoM. B OOJIBIIMHCTBE Cilydaes
PacpOCTPaHSIIOTCS BUPYCHI Uepe3 HHTEPHET.

MeToabl 3alIUTHI OT BPEAOHOCHBIX NIPOrpaMMm:
1. Hcnone3yli COBpPEMEHHBIE OINEPALMOHHBIE CHUCTEMbBI, MUMEIOIINE CEPbE3HBIN
YPOBEHB 3aIIUThI OT BPEIOHOCHBIX MPOTPAMM;
2. IloctosHHO ycTaHaBnuBaiW madyTd (UMQPPOBBIE  3aIUIATKH, KOTOPbIE
ABTOMATUYECKN YCTAHABJIMBAIOTCA C LEIbI0 JOPaOOTKH MPOrpaMMbl) U JIpYyrue
OOHOBJICHUSI CBOCHW omepanuoHHOW cucteMbl. CkaumBailiT WX TOJNBKO C
opunmansHOoro  caiita  paspabotumka OC. Ecaum cymectByeT — pexum
aBTOMATUYECKOTO OOHOBIICHUS, BKIIOUH €T0;
3. PabGoraii Ha cBOeM KOMIIBIOTEpPE TMOJ IpaBaMH IOJb30BATENA, a HE
aJIMUHUCTPATOpa. OJTO HE TMO3BOJIUT OOJBIIMHCTBY BPEIOHOCHBIX IMPOTPaMM
WHCTAJUIAPOBATHCS HA TBOEM IIEPCOHATIBHOM KOMIIBIOTEPE;
4. Hcnonb3yii  aHTUBHPYCHbIE  IPOTPAMMHBIE  IHPOIYKTBI ~ W3BECTHBIX
IPOU3BOAUTENEH, C aBBTOMaTUUECKUM OOHOBJIEHUEM 0a3;
5. Orpanuub (pU3NUECKUI JOCTYH K KOMIBIOTEPY /7151 IOCTOPOHHUX JIULL;
6. Mcnonp3yil BHEIIHWE HOCUTENM HMH(OpMAaLNU, Takue Kak (premika, TUCK WU
(aiin U3 UHTEpHETA, TOJIBKO U3 MPOBEPEHHBIX UCTOYHUKOB;
7. He oTkpbiBaii KOMIIbIOTEpHbIC (haiiibl, TOJYYECHHbIE W3 HEHAJCKHBIX
UCTOYHUKOB. Jlaxke Te (pailyibl, KOTOpbIE MpUcal TBOM 3HAKOMbIU. Jlyulie yrounu
y HEro, OTIPaBJIsI JIU OH TeOe uX.
Ceru WI-FI
Wi-Fi - 310 He BHI mepenauu JaHHBIX, HE TEXHOJOTHS, a BCETO JIUIIb OpEH],
mapka. Eme B 1991 rony HujaepiiaHjckass KOMIAHUSI 3aperucTpupoBaia OpeH[
"WECA", urto o6o3Hauasio cinoBocouetanue "Wireless Fidelity", xoTopsiii
MEePEeBOAUTCS Kak "OecpoBOAHAS TOUHOCTD'.
Jlo Haiero BpeMeHH Joluia apyras a00peBuarypa, KoTopas sIBISIETCS TaKoM ke
TexHosoruen. 1o adbopeuarypa "Wi-Fi". Takoe HazBaHue ObUIO JaHO C HAMEKOM
Ha CTaHAapT BhICIICH 3BykoBOW TexHuku Hi-Fi, uro B mepeBoje o3Havaer
"BBICOKAsi TOYHOCTB .
Ja, OecniaTHBIA HHTEPHET-AOCTYN B Kade, OTEIsIX M a’pornopTax sBISETCS
OTJIMYHOW BO3MOKHOCTBIO BBIXOJa B MHTEpHET. HO MHOrme s3KCnepTsl CUMTAIOT,
yTo o0menoctynHbie Wi-Fi ceTu He SaBstOTCS O€30MaCHBIMU.

CoBeTbI 110 0€30MACHOCTH PadOTHI B 001IeT0CTYMHBIX ceTsax Wi-fi:
1. He nepenanaii cBoro inuHyro uHdpopmaiiuio yepes oodmenoctynuasie Wi-Fi cern.
PabGoTas B HHX, KellaTeIbHO HE BBOJUTH MAPOJU JOCTYIA, JOTHHBI M KaKHE-TO
HOMeEpa;
2. Ucnionb3yit 1 0OHOBIISI aHTUBUPYCHBIE MPOTPAMMBI U OpaHaMayep. TeM caMbiM
ThI 00€30MacHuIITb Ce0s OT 3aKaYKH BUPYyCa Ha TBOE YCTPONCTBO;
3. IIpu ucnonwszoBanun Wi-Fi otkmoun gynkuuio "OOmmit goctyn k ¢aiiaam u
npuHTepam". JlanHas (GyHKOMS 3aKpbiTa MO YMOJYAHWIO, OJHAKO HEKOTOPHIE
MOJIB30BATENIM AKTUBUPYIOT €€ JIJIs1 yI00CTBa UCTIOJIb30BaHUs B paboTe i yuede;



4. He ucnone3yii nyonuunsiidi WI-FI nis nepenaum JTUYHBIX TaHHBIX, HAIpUMEP
JUTSI BBIXO/Ia B COLIMATIbHBIE CETH UJTU B DJIEKTPOHHYIO MOUTY;

5. Ucnonb3yi TosibKO 3ammiieHHoe coequnenue yepe3 HTTPS, a ne HTTP, T.e.
npu Habope BeO-aapeca BBOAU UMEHHO "https://";

6. B wmoOuwnbHOM Tenedone otkiaroun ¢yHkmutoo TloakmoueHne k  Wi-Fi
aBromatudecku". He momyckail aBTOMaTW4YeCKOTrO MOAKIIOYEHUS YCTPOMCTBA K
cetsim Wi-Fi 6e3 TBoero cornacusi.

CouuajibHble ceTH

CornuanbHbIe CETH aKTUBHO BXOJST B HAITy KMU3Hb, MHOTHE JIFOJU PaOOTAIOT
U KUBYT TaM TMOCTOSIHHO, a B Facebook yke 3aperucTpupoBaH MIJITHAP,T YETOBEK,
YTO SIBJISIETCS OJTHOW CEIbMOM BCEX JKUTEJEH IUIAHEThl. MHOTHE MOIB30BATENINA HE
MOHUMAIOT, YTO WH(POpPMAIHs, pa3MEIIeHHas UMU B COIMAIBHBIX CETIX, MOXKET
ObITh HalJeHAa W MCIOJIb30BaHa KEM YTrOJHO, B TOM YHCJIE€ HE 0053aTeNbHO C
OJlaruMu HAMEPEHUSIMU.

OcHOBHBIE COBETHI IO 0€30MACHOCTH B CONMAJIBHBIX CeTHX:

1. Orpannyb cnucok Apy3ei. Y TeOs B APY3bsiX HE JIOJDKHO OBITh CIy4aWHBIX U
HE3HAKOMBIX JIIOJIEH;
2. 3ammumiail cBOl0 4YacTHyIO ku3Hb. He ykaspiBail maposu, tenedoHbl, aapeca,
JaTy TBOETO POXKACHUS M JPYTYI0 JUYHYIO HHPOpMAUIO. 3JI0YyMBIIIICHHUKA
MOTYT HCIOJIb30BaTh JaXe HHQPOPMAIMI0O O TOM, KaK Thl U TBOM POJUTENU
IJTAHUPYETE MTPOBECTU KAHUKYJIbI,
3. 3amuinai CBOIO pernyTaluio - JAEpKH €€ B YUCTOTE U 3ajaBail cebe BOIpOC:
XOTeJ OBl Thl, YTOOBI JPYyryue IMOJb30BATENM BHUJACIHM, YTO Thl 3arpyaeiib?
[Togymaii, mpexie 4ueM 4To-TO OMyOJIMKOBATh, HAITUCATh U 3aTPY3UTh;
4. Ecnu TBI TOBOpHIIB C JIOJBMH, KOTOPBIX HE 3HACHIb, HE HCIIOJb3YyH CBOE
peasibHOE MMS U JPYTYIO JUYHYI0 WH(GOPMAIIMU: UMSI, MECTO JKUTEILCTBA, MECTO
y4eObl U povee;
5. U3Geraii pasmemenus ¢otorpaduit B MHTEpHETe, riae Thl H300pakeH Ha
MECTHOCTH, 10 KOTOPOU MOKHO OIPENEIIUTH TBOE MECTOIIOJIOKEHHUE;
6. Ilpu perucTtpanuu B COIMAIBHONW CETH HEOOXOIUMO HCIOJB30BATh CIIOXKHBIC
MapoJIu, COCTOSIINE U3 OYKB U UG U C KOJIMYECTBOM 3HAKOB HE MEHeEE §;
7. Hns comumanbHOW CETH, MOYTHI U JAPYTUX CAWTOB HEOOXOIMMO HMCIOJb30BaTh
pazHbie maposu. Torma ecid TeOs B3JIOMAIOT, TO 3JIOYMBIIUICHHUKHA IOJTy4at
JOCTYT TOJIBKO K OJHOMY MECTY, & HE BO BCE Cpasy.

JJIEKTPOHHBbIE IECHbI'H

DJIEKTPOHHBIC JICHBIM - 3TO OYE€Hb YAOOHBIA CIMOCOO TIaTeXeH, OJHAKO
CYIIECTBYIOT MOIIICHHUKH, KOTOPBIE XOTAT MOJYYHTh 3TH JCHBIH.
DNEeKTPOHHBIC JIEHBIW TOSBUIMCH COBCEM HEIABHO M WMEHHO H3-3a JTOTO BO
MHOTHX TOCYJapCTBax J0 CUX TOP HE MPOMUCAHO MPO HUX B 3aKOHAX.
B Poccun xe oHM (DYyHKITMOHUPYIOT U O HUX YXKE€ MPOIMUCAHO B 3aKOHE, TJe HX
pa3zeNsaioT Ha HECKOJIBKO BUOB - aHOHUMHBIE U HE aHOHUMHBIC. Pa3Huma B ToMm,
YTO aHOHUMHBIE - 3TO T€, B KOTOPBIX pa3peliaeTcs MPOBOJIUTH omepainun 0e3



UAeHTU(UKAIINY TT0JIH30BATEINsI, @ B HCAHOHUMHBIX WIACHTU(DUKAIIUS TTOTH30BATEISA
SBIISIETCS 0053aTEILHOM.
Taxke cienyer  pas3nuyarb — AJEKTPOHHbIE  (QUaTHbIE  JIEHBIU  (PaBHBI
rOCyJapCTBEHHBIM BaJIOTaM) M DJIEKTPOHHbIE He(dUaTHbIE JACHBIM (HE PaBHBI
roCyapCTBEHHBIM BAJIIOTaM).

OcHOBHBIE COBETHI IO 0€30MaCHON padoTe € JJIEKTPOHHBIMHY IeHbIAMH:
1. IlpuBsxku K cuery MOOWIBHBIA TenedoH. DTO camblili yIOOHBIM U OBICTPHIN
croco0 BOCCTAaHOBUTH JOCTYH K cuery. lIpuBsizaHHBINA TeneoH MOMOXKET, eciu
3a0yJenip CBOM IUIATEXXHBIM MMaposib WM 3aiiielllb Ha CaWT C HE3HAKOMOTO
YCTPOWCTBA;
2. Hcnonme3yin opHopa3zoBeie mnaposu. Ilocne mnepexoga Ha yCHIICHHYIO
aBTOpHU3aLMI0 TeOe yke He OyleT yrpokaTh OMACHOCTh KPaXKH WJIM IepexBaTa
IJIATEKHOTO MapOJIs;
3. Beibepu crnoxxHbiid maposib. [IpecTynHukam OyaeT He MPOCTO yrajiaTh CIOXKHBIH
naposib. HajiesxHble mapoin - 3TO MapoJiv, KOTOPBIE COAEPKAT HE MEHEE 8 3HAKOB
U BKJIIOYAIOT B ce0s CTPOYHBICE W MPOMHUCHBIE OYKBBI, HUPPHI U HECKOJIBKO
CUMBOJIOB, TaKue€ KaK 3HAaK JoJiiapa, (yHTa, BOCKJIMIIATENBHBIA 3HAK W T.II.
Hanpumep, $tROng!;;
4. He BBOJIM CBOM JINYHBIE JJAHHBIE HA CaliTaX, KOTOPHIM HE JIOBEPSICIIb.

JJIeKTPOHHAA MOYTa

DJIEKTPOHHAS T0YTa - 3TO TEXHOJOTHS U MPEIOCTABIIEMBIE €10 YCIYTH I10
NEPECHUIKE U MOJTYUYEHHUIO JIEKTPOHHBIX COOOIIEHUI, KOTOPhIE paCIpEaeIIaIOTCs B
KOMIBIOTEpHOU ceTh. OOBIYHO HJIEKTPOHHBIM MOYTOBBIA SIIIUK  BBITJISIUT
CJIeIyIOIMM 00pa3oM: UMsI_TOJIb30BaTENA(@HUMS_ToMeHa. Takxke Kpome nepeaadu
MPOCTOT0 TEKCTA, UMEETCS BO3MOKHOCTD TIEpeiaBaTh (pailiibl.

OcHOBHBIE COBETHI 0 0€30MaCHOI padoTe € JIEKTPOHHOM MOYTOM:
1. Hago BeIOpaTh MpaBWIBHBIN MOYTOBBIA CEpBHUC. B MHTEpHETE €CTh OrpOMHBIN
BBIOOp OECIJIaTHBIX TOYTOBBIX CEPBUCOB, OJIHAKO JIYYINE JOBEPSATH TEM, KOTO
3HACIIb U KTO MEPBBIM B PEUTUHTE;
2. He yka3piBaii B JMYHOM MmouTe JuuHylo HHbopmaruio. Hampumep, myurie
BBIOpAaTh "My3bIKaIbHBIN (panaT@" unu "pok2013" BmecTo "Temal3";
3. Wcnonp3yil IBYXATAlHYIO aBTOPU3ALMI0. DTO KOT/a MOMUMO IMApOisl HYXKHO
BBOAUTH KOJ, MPUChUIaeMbId 10 SMS;
4. BoiOepu ClI0KHBIN Maposib. JJIsi KaKI0r0o OYTOBOTO SIIKMKA JOJKEH OBITH CBOM
HAJIC)KHBIN, YCTOMYUBBIN K B3JIOMY I1apOJIb;
5. Ecan ecTb BO3MOXXHOCTh HAIMCaTh CaMOMY CBOM JIMYHBIM BOIIPOC, MCIOJIb3YH
ATy BO3MOXHOCTb;
6. Mcnosb3yil HECKOJIBKO MOYTOBBIX SIIMKOB. [IepBbIil 111 4aCTHOW MEPENHCKU C
aapecaTaMy, KOTOPBIM Tbl JOBEpsCIIb. DTO SJEKTPOHHBIA aJpec HE HaJlo
WCIIOJIb30BATh TIPH PErUCTpaliuy Ha (hopyMax u cailTax;
7. He oTkpbiBaii (haiiibl ¥ APyTrUe BIOKEHUS B MHUCHhMaX, JTaKe €CIM OHU MPUIILIH
OT TBOMX JApy3el. JIyule yTouHu y HUX, OTIIPaBIIsUIN JIU OHU TeOe 3TH (Dalbl;
8. Ilocne okoHUaHMsT paOOTHI HA MOYTOBOM CEPBUCE TIEPEN 3aKPHITUEM BKIIAJIKH C
caiftoMm He 3a0yab HaxkaTh Ha "BpriTu".



KuobepOynanHr ujim BUPTyaJbHOE H3/1€BATEIHLCTBO

KubepOymuar -  mpeciieoBaHUE  COOOIICHUSIMU,  COJIEpIKAIllUMHU
OCKOpOJIeHMS, arpeccuio, 3aIyTruBaHuUE; XYJUTaHCTBO; COLIMAJIbHOE
OOMKOTUPOBAHUE C TTOMOUIBIO PA3IMYHBIX HUHTEPHET-CEPBHUCOB.

OcHOBHBIE COBeTHI 0 00PBHOE ¢ KHOEPOYJIIIMHIOM:

1. He Gpocaiics B 60oii. Jlyumuii crioco0: MocoOBETOBAaThCS Kak ceOsl BECTH M, €CIIU
HET TOr0, K KOMY MOXHO OOpaTHThCS, TO BHaYajle YCIOKOUThCA. Eciii Thl HAUHEIb
OTBEYATh OCKOPOJEHUSAMH Ha OCKOPOJIEHUS, TO TOJBKO €Ile OOJIbIlEe Pa30AIKEITh
KOH(JIUKT;
2. Ynpasnsii cBoel kubeppernyTauue;
3. AHOHUMHOCTD B ceTd MHMMas. CyIecTBYIOT CIIOCOOBI BBISICHUTH, KTO CTOWT 32
AHOHUMHBIM AKKAyYHTOM;
4. He crouT BecTHM XYJIUTAaHCKUWA o00pa3 BHUpPTyaldbHOW >ku3HU. HWHTEpHET
buKcUpyeT Bce TBOM JIEUCTBHS W COXpaHSICT UX. YJIUTh UX OyIeT KpaiiHe
3aTPYAHUTEIIBHO;
5. Cobmroali CBOIO BUPTYAJIbHYIO YECTh CMOJIONY;
6. UrHopupyil eauHuuHblii HeratuB. OAHOPa30Bble OCKOPOUTENbHBIE COOOLICHUS
Jy4ie UrHopupoBath. OOBIUHO arpeccus MpeKpamiaeTcs Ha Ha4yajabHOM CTalluu;
7. ban arpeccopa. B mporpammax oOMeHa MTHOBEHHBIMH COOOIICHHUSIMH, B
COLIMAJIBHBIX CETSAX €CTh BO3MOYKHOCTb OJOKHUPOBKM OTHPABKUA COOOILIEHHH C
OIpEJEIEHHBIX a/IPECOB;
8. Ecnmu Thl cBugerenb kuOepOyimuHra. TBou JEHCTBUS: BBICTYINUTH IHPOTHUB
npeciieoBaTeNsl, MOKa3aTb €My, YTO €ro JACMCTBUS OLICHHBAIOTCS HETaTUBHO,
NOJAJIEPKaTh KEPTBY, KOTOPOM HY)KHA TICUXOJOTMYECKas MOMOUIb, COOOLIUTH
B3pOCJIBIM O (PaKTe€ arpeCCUBHOTO MOBEAECHUS B CETH.

MoouabHbIi TesaedoH

CoBpeMeHHbIe CMapTQOHBI U TIJIAHIIIETHI COJIEPXKAT B ce0€ BIOJHE B3POCIBIN
GyHKIIMOHAT, W TENepb OHU MOTYT KOHKYpHUPOBaTh CO CTallMOHAPHBIMU
KoMIibroTepamMu. OIHAKO, CPEACTB 3AIUTHI JIJIs1 TTOJJOOHBIX YCTPONUCTB TIOKA OYEHB
Mano. TecTMpoBaHME U TIOMCK YSI3BUMOCTEM B HHUX IMPOUCXOJUT HE Tak
WHTEeHCUBHO, Kak 1is [1K, To ske camoe kacaeTcss 1 MOOMIIBHBIX MPUITOKCHUT.

CoBpeMeHHbIE MOOWJIbHBIE Opay3epbl YK€ HNPaKTUYECKH JIOTHAIU
HACTOJbHBIE AHAJIOTH, OJIHAKO pacliupeHue (yHKIMOHATa BIEYeT 3a CcoOOM
OOJIBIIIYIO CJIOKHOCTh U MEHBIIIYIO 3aIUIIEHHOCTD.

Jlaneko He Bce MPOU3BOAUTEIM BBITYCKAIOT OOHOBJIEHHUS, 3aKpbIBAIOIINE
KPUTHYECKHUE YSI3BUMOCTH JIJIS CBOMX YCTPOMCTB.

OcHoOBHBIE COBETHI JJIA 0€30IACHOCTH MOOMJIBLHOIO TeJie(poHA:

Huuero He siBisieTcst mo-HacTosIEMy OecriaTHBIM. by ocToposkeH, Beab KOTaa
Tebe mpejyraraloT OECIUIATHBIA KOHTEHT, B HEM MOTYT OBITh CKPBITHI KaKHE-TO
MJIATHBIE YCIIYTH;
Hywmaii, mpexxne uem ornpaButh SMS, ¢hoTo mimm Bumaeo. Thl TOUHO 3HAEIIb, TIIE
OHM OyIyT B KOHEYHOM UTOTE?
Heo0xoaumo 0OHOBIIATH ONEPALMOHHYIO CUCTEMY TBOETO CMapThOHa;



Hcnonp3yit aHTUBHPYCHBIE TIPOTPAMMBI JUII MOOMIIBHBIX Telle(hOHOB;

He 3arpyxail npuioKeHuss OT HEW3BECTHOIO HWCTOYHHKA, BEAb OHU MOTYT
coJiep>KaTh BPEIOHOCHOE MTPOrpaMMHOE 00ECIICUCHHE;

[Tocne Toro Kax Thl BBIMJICIIB C CaliTa, TJIe BBOJWII JIMUYHYIO HH(OpMaIUIO, 3aii11 B
HacTpoiiku Opay3epa 1 yjaaim cookies;

[leproguyeckn MpOBEpAN, KakWe IUIATHBIE YCIYTM AKTUBUPOBAHbI HAa TBOEM
HOMEDE;

JlaBaii cBO¥ HOMEP MOOMIILHOTO Tele(hoHA TOIBKO JIIOISIM, KOTOPBHIX Thl 3HACIIH U
KOMY JIOBEpSEILb;

Bluetooth momkeH ObITH BBIKIIOYEH, KOTAa Thl UM HE ToJb3yelibes. He 3a0biBait
WHOTI' 1A IPOBEPATH 3TO.

Online urpsi

CoBpeMeHHbIE  OHJIAWH-UTPBI - O3TO  KPacoO4YHbIC, 3aXBaThIBAIOIINE
pasBiieueHus, OOBEIUHSIONINE COTHH THICSY YEJOBEK MO Bcemy mupy. Mrpoku
UCCJIENYIOT JIaHHBIH UM MHp, OOIIAIOTCS JPYT C JPYTOM, BBIMOJHSIOT 3a7aHUs,
CpakaloTCsl ¢ MOHCTPAMHM M IOJYYarOT OMNBIT. 33 YAOBOJIbCTBUE OHU IJIATAT:
MOKYMAIOT JUCK, OTUIAYUBAIOT A0OHEMEHT WJIM MPUOOPETAIOT KAKUE-TO OIIIHH.
Bce aTu cpenctBa MayT Ha MOAJIEPKAHWE M PA3BUTUE WUIPhI, a TAKKE HA caMy
0€30MacHOCTh: COBEPIICHCTBYIOTCS CUCTEMbl aBTOPU3AIIMH, BBITYCKAIOTCS HOBBIC
natyu (udpoBbIe 3arIaTKU JJIs1 TPOTPaMM ), 3aKPhIBAIOTCA YS3BUMOCTH CEPBEPOB.
B mogoOHbIX Urpax CTOUT oOlacaThCsi HE CTOJBKO CBOUX COINEPHUKOB, CKOJIBKO
KpaXku TBOETO MapoJisi, Ha KOTOPOM OCHOBAaHA CHUCTEMa aBTOPU3AIMU OOJIbIIMHCTBA
urp.

OcHOBHBIE COBETHI 10 0€30MACHOCTH TBOET'0 UTPOBOI0 AKKAYHTA:
1. Ecau npyroifi urpok BejeT ceOsi MIOXO WM CO3JaeT Tebe HEMpPUSITHOCTH,
3a0JIOKUPYH €ro B CIIHCKE UTPOKOB;
2. Iloxanyiicsi aJIMHUHUCTPATOpaM HUIpPbl HAa IJIOXO€ MOBEAEHUE 3TOT0 HWIPOKA,
YKEJATEJIbHO MPUJIOKUTh KAKKE-TO JI0Ka3aTeIbCTBA B BUJIE CKPUHOB;
3. He yxa3biBaiil muuHyo nHGOpMaIHIO B Ipodaiiie urpsl;
4. YBaxail Ipyrux y4aCTHUKOB IO UTPE;
5. He ycranaBnuBaii HeopuImaabHbIe TATIYH U MO/IBI;
6. Mcnosib3yil CIOKHBIE U Pa3HbIE MAPOJIH;
7. Jlaxxe BO BpeMsi UTPbl HE CTOUT OTKJII0YaTh aHTUBHUpYC. [1oka Tkl urpaeiib, TBOM
KOMITBIOTEpP MOTYT 3apa3uTh.

@OUIIMHT WM KPaXka JHYHBIX JTaHHBIX
OOBIYHOM Kpakel JeHeTr W JJOKYMEHTOB CETOMHS YK€ HUKOTO HE Y/IMBHIIb,
HO C Pa3BHTHEM WHTEPHET-TECXHOJOTUH 3JI0YMBIILICHHUKH TEPEMECTHIIUCh B
WHTEPHET, U MPOJIOJDKAIOT 3aHUMATHCS " TIOOUMBIM" JIEITOM.
Tak mosiBUIach HOBasi yrpo3a: WHTEPHET-MOIIEHHUYECTBA WM (DUIITUHT, TIaBHAs
1eJdb  KOTOPOTO COCTOMT B  TIONYYCHHH  KOH(DHICHIIMAIBHBIX  JaHHBIX
MOJIB30BATENICH - JJOTHHOB W maposieir. Ha anrmmiickom si3pike phishing uurtaercs
kak ¢urmuHr (0T fishing - peiOHas moBs, password - maposb).
OcHoBHbBIE cOBeTHI 10 00pbOe ¢ QUIIMHTOM:



1. Cnenu 3a cBoMM akkayHTOM. Eciu Thl mopo3peBaelib, 4TO TBOSI aHKETa Oblia
B3JIOMaHa, TO HEOOXOAUMO 3a0JOKHMpOBaTh €€ U COOOIINUTh aJIMUHHUCTpAaTOpam
pecypca 00 3TOM Kak MOKHO CKOpEE;

2. Hcnone3yil Oe3onacHble BeO-CaliThl, B TOM 4YHCJIE, WHTEPHET-Mara3uHoB U
MIOUCKOBBIX CHUCTEM;

3. Ucnonb3yii cnoxkHble U pa3Hble napoiu. Takum oOpa3zom, eciii Te0s1 B3JIIOMAIOT,
TO 3JIOYMBIIIJIEHHUKHU TIOJy4YaT JOCTYII TOJBKO K OJTHOMY TBOEMY IIPO(DUIIIO B CETH,
a HE KO BCEM;

4. Ecnu Tebst B3oManu, TO HEOOXOAMMO MPEAYNPEAUTh BCEX CBOMX 3HAKOMBIX,
KOTOpbIE J00aBieHbI Y TeOS B APY3biX, O TOM, 4TO Te€Osl B3JIOMAaJU M, BO3MOXKHO,
OT TBOETO UMEHHU OYJIET pacChIIaThCs ClIaM U CChUJIKM Ha (DUIIMHTOBHIC CANUTHI,

5. YcranoBu HaaexHbIi napois (PIN) Ha MOOHITBHBIN Telae(oH;

6. OTKJII0YM COXpaHEHUE Mapoisi B Opaysepe;

7. He oTkpbiBaii ¢ailsibl U Apyrue BIOXKEHUS B MUCbMaxX, JaK€ €CJIU OHU MPHUIILIU
OT TBOMX JApy3el. JIyuine yTouHu y HUX, OTIIPaBIIsUIM JIM OHU TeOe 3TU (aiiibl.

udposas penyrauus

[Mudposas pemyTarus - 3TO HEraTUBHAs WJIM MO3UTHBHAS WH(OpMAaIUs B
cetu o tebe. Kommpomerupyromas uHpopManusi, pa3MelIeHHas B HHTEPHETE,
MOJKET CEphe3HbIM 00pa3oM OTpPa3UThCA Ha TBOEW peanbHOU xku3HU. "Llndposas
penytanus" - 3T0 TBOM UMUK, KOTOPBII (popmupyercs u3 nadopmanuu o tede B
UHTEPHETE.
TBOe MeCTO >XHUTENbCTBA, y4eObl, TBOE ()MHAHCOBOE IOJIOKEHUE, OCOOECHHOCTHU
XapakKTepa U paccKasbl 0 OJM3KUX - BCE 3TO HAKAIUIMBAETCS B CETH.
MHorue TmOAPOCTKM JIETKOMBICIIEHHO OTHOCSATCA K NyOJIMKalMM JUYHON
uHpopmanuu B MHTEepHETE, HE MOHKMMAsT BO3MOXKHBIX MociencTBuil. Tol naxe He
CMOXKeIIb JIorafaThcsi 0 TOM, 4To ¢ororpadusi, pa3MelleHHas 5 JeT Ha3al, cTaja
MPUYUHON OTKAa3a MPUHATH TEOs Ha paldoTy.
Kommenrtapuu, pasmemienue TBoux ¢oTtorpaduit u Apyrue ACUCTBUS MOTYT HE
VCYE3HYTh JIAKE IOCJIE TOTrO, KaK Thl UX YJAIHIIb. Thl HE 3HACIIb, KTO COXPaHUJI
3Ty UH(GOPMAIHIO, TI0Taja JIM OHA B TOUCKOBBIE CUCTEMBI U COXPaHMUJIACh JIU OHA, a
IJIABHOE: YTO MOIYMAIOT O Te0e OKpYKaroIlue JOAN, KOTOpble HAMIYT U YBUIAT
sTo. Haiitn mH(pOpMannio MHOTO JE€T CIYCTS CMOXET JI00M - Kak U3 J0OphIX
noOyX/JeHU, TaK U C HAMEPEHHWEM HIPUYUHUTH BpeA. DTO MOMKET ObITh KTO
YTOHO.

OcHOBHBIC COBETHI MO 3alUTe HU(PPOBOH penmyTANNM:

1. [Togymaii, npexe yeM 4yTo-To MyOJIMKOBATh U NepeaaBaTh y ce0s B OJore uim B
COILIMAJILHOM CETH;
2. B nactpolikax npoduiis yCTaHOBU OTpaHUYEHHs] Ha TIPOCMOTP TBOETO Mpoduist
U €r0 COJIEPKUMOTr0, ClIeJall ero ToJbKO "1t apy3en”;
3. He pa3memaii u He ykas3bpiBail uHOOpMAIMIO, KOTOpash MOXET KOTO-JTHO0
OCKOPOJIATH MJIH OOMKATh.



ABTOpCKOE NPaBo

CoBpeMeHHbIE IIKOJBHUKH - AaKTHUBHbIE TMOJb30BaTeld IU(GPOBOTo
npocTpancTBa. OIHAKO JajJeKo HE BCE 3HAIOT, YTO IOJIb30BAHHME MHOTHUMU
BO3MOXHOCTSIMU  LM(ppoBOro  Mupa  TpeOyeT  coONOoeHHs TpaB  Ha
WHTEJUIEKTYalIbHYI0 COOCTBEHHOCTb.

Tepmun "WHTEIIEKTyallbHasi COOCTBEHHOCTBH" OTHOCUTCS K pPa3IMYHBIM
TBOPEHUSIM YEJIOBEYECKOIO0 yMa, HauyMHasi C HOBBIX HM300pETEHUI U 3HAKOB,
0003HAYAIOIINX COOCTBEHHOCTh Ha MPOJIYKTHI M YCIYTH, U 3aKaHUYMBas KHUTAMH,
dotorpadusiMu, KHHOPUIBMaMU U MY3bIKaJIbHBIMU ITPOU3BEICHUSIMHU.

ABTOpCKHE TpaBa - 3TO MpaBa HA MHTEJUIEKTYaJIbHYIO COOCTBEHHOCTH Ha
IPOU3BEJCHUS HAYKH, JINTEPATYpPbl U UCKYCCTBA. ABTOPCKME NPaBa BHICTYIAIOT B
KayecTBE TapaHTUU TOTO, YTO WHTEJUIEKTYaJlbHBIN/TBOPUECKUM TPy aBTOpa HE
OyIeT HampacHbIM, JacT €My CIpPaBELJIMBBIE BO3MOXHOCTH 3apaboTaTh Ha
pe3ysibTaTax CBOEro TpyAd, MOJYyYUTh W3BECTHOCTh M mpu3HaHue. Hukrto 0Oe3
paspemieHuss aBTOpa HE  MOXET  BOCIHPOHU3BOAMTH €r0  IPOU3BEACHHE,
pacnpocTpaHsiTh, MyOJINYHO JEMOHCTPUPOBATh, IpOJaBaTh, HMIIOPTHPOBATh,
nycKaTb B IPOKAaT, MyOJIMYHO HCIOJHSTH, [MOKa3bIBATh/UCIIONHATh B 3upe mim
pa3memars B MIHTEpHETE.

Ucnonbs3zoBanne "mupaTckoro" NIpOrpaMMHOTO  OOECIEYEHUSI MOXKET
IIPUBECTM K MHOTMM pHUCKaM: OT IOTEpHU JaHHBIX K TBOMUM AaKKayHTaMm [0
OJIOKMPOBKU TBOETO YCTPOICTBA, IJIe YCTAHOBJICHA HellerajbHas nporpamma. He
CTOMUT TaK)Xe 3a0bIBaTh, UTO CYIIECTBYIOT JIETAJIbHbIE M O€CIUIaTHBIE MPOrPaMMBbI,
KOTOPbIE MOKHO HATH B CETH.

O nopraJe
CeteBUUOK.p( - TBOM IJIABHBIN COBETUYHK B CETH. 37E€Ch Thl MOXKEIIIb Y3HATh
0 0€30MacCHOCTH B CETH MOHATHBIM U JIOCTYIHBIM S3BIKOM, a TP BO3HUKHOBEHHUH
KPUTUYECKON CHUTyalluu OOPAaTUTHCS 3a COBETOM. A TaKXe MPUHATH y4yacTue B
KOHKYpCaX U CTaTh CaMbIM ITU(POBBIM IpaskIaHUHOM !



