opHUHAALHEX Hmtpuer-pecypcax

HAaXOMHThCH B ceTn.

Kommsromepuse SUPYCHE

ABHHBIC, NOAKOHTPOALHHIE NONL30BATETNO, OT HMeHY KOTOpoOro Guina 3umymmena 3apakEunag
uporpamma, a raxxe NOBPEUTL MM naxe YHHYTOXRHTE onepauroHITyI0 CHCTEMY €O Beemyn
(arinavu B uemonm. B 6oswniancrpe CIYMAER pacupocTpansioTes BHDYCHI yepes HHTCpHET,

Meroas: samurs oy BPCAOHOCHBIX 1IpOrpamy:

L. Hcnomssyii COBpEMEHHBIE ONepaLTOnLLIe CHCTEMEI, uMeromMe ceprésppi yposens
SAIUTEL OT BPEJIOROCHBIX nporpasmm;

2. Tlocroanuo YCranasameai nayry (undpossie SAILIATKH, KOTOPEIE ABTOMATHUYECKH
YCTaHaBIMBRIOTES ¢ nenpio nopabrxu HPOTPaMMBL) u Ipyrue obHOBNCHuS cBocH
ONCPAUMOHHOMN CHCTeMLL Crauusait ux Tomsko ¢ odruBAILROIO Catita paspaborynxa

TBOeM NECPCOHANIBEHOM KO.\"INOTCPC;

4, Plcnom.ayﬁ aHTHBHPYCHBIC TPOTPaMMIBIC NPOIYKTLI HM3BECTHLIX NPOM3BOARTENEH, ¢
ABTOMATHYCCKHM OGHORTeHeM Bas;

3. Orpanmys dusmyecius AOCTYTI K KOMIBKYTEDY Ju1n NOCTOPOHHHX /mHn;
6. Hcnonsayii BHCITHIE HOCHTE 11 WEbOPMaLH, Takue kax $aewka, ek wig dait u3

OTNIPABNAN 1K OK Tele ux.

Cemu WI.F}

Wi-Fi - 970 me puy Nepeatu naumnx, we TEXHOMOTHS, & Beero iumy, Open, Mapka, Eme

Cosers no Sesonackoern pagore g 00meAOCTY IHRIX corsx Wi-fi:



3. Tpu Henons3opaumu Wi-Fj OTRIOHH QyHEIMIO « OBl Aoctyn K dadnam g
Tpuirvepamy.  Jlagnan  dyimcyus HEPHT2 10 YMOJHANHIO, OAHAKD HEKOTOpEIE
I0IB30BATE/IH AXTHEHDYTOT &€ nna Ya00CTEA Henonk3oBANTS B pabote um yyete;

4. He ucnonpayii nyGnugasdt WI-FI qng NEPENauH NHIHBIX JaHHBLX, HAMpHMED fAng
BRIXOAA B COMMANBAKE COTH HIH B HIEKTPOHHYIO [104TY;

3. Hnoasayit roanxo JAILHINCHROE COCAMTeHHE Yepes HTTPS, a we HTTP, te, npH
nalope ped-anpeca nsou HMeHAO «hitpsy/n;

6. B wobummmawm Tencore  oTkmoun byukmmo  allommovenne K  Wi-Fi

ARTOMATrHYecKuy. He Adonyckal aBroMaTHYeCKOro MOAKIVIEHHS YeTpoiicTsa Kk CETHM
Wi-Fi 6e3 troerg CoOlnacmHs,

Coyuainine cemu

Tam mocToAENo, a B Facehook Y#€ 3apervcTpHposan MHILTHAPI 9C0BEK, YTO ABfRCTCH OO
CEABMOH BCEX AMTCNE maamery, Muore monsaosarenn pe MOHHMAIOT, 9TO HEQOpMaTg,

PaiMelien as My g COLUHANLHBIX CETAX, MORKET GRITE HAM/ICHa M HUNONEIORAHA KEM YTOAHO, B
TOM uHCne ne obasure RND o GIArAME HAMEpeHHIMN,

Ocrosnete cosery g besonackocTy B COTHATEHEIX CoTAX:

. Orpansan crmcox dpyseft. Y 1eba b apyseax me AOMKHO OLITL cmywalinpx
HESHAKOMRIX JMioeii:

2. Buupmaii croro HACTHYIO XKH3Hb. He yrasumaii Naponu, Tenedoss, anpeca, gary
TBOGIO POMICHHN W apyryio THYHY1I0 HHGOpMammo. 3noyMETINeHEHKH MOTYT
HCMOML30BATE jae HROPMATNGD O Tom, Kak Thl H TBOH pPOiMTEIN ILTaHKpYyeTe
UPOBECTH KAHMKYIILT:

3. Baumina cooko PEUYTAUNIO - IEPXH ee B BcToTe I anasai cebe Bonpoc: xoten By
Thl, STOOK APYrHe NONB3OBATCNH B » TT0 THI 3arpyucaents? IMomywait, npexge
HEM HTO-10 ONYBIKKOBATE, NAanmeaTy B 3ATPYIHTE,

4. Eeaw tu TOROPHINL € /MOALMHY, KOTODBIX He 3HaemE, He HCOONB3YHA CBOE peansHoe
UMA H APYTYVIO IMYHYIO HIpopMaig: g, MECTO KHTENMBCTBA, MecTo yuebr1 n

5. Haberai PAIMCIUCHEA BoTorpadmii Hutepuere, rae i u3o0pamen Ha MECTHOCTH,
IO KOTOpoi MoxHo QUPEISTHTS TROS MECTONoNOKEHHE;

6. Ilpu perncrpannm n COMAILHON ceTH HeoGxomumMo HCOOMBIOBATE CIOMHELE napo:m,
COCTOMNE H2 Gyks 1 Hdp B ¢ KomrgecToM 3HAKOB He McHee §;

7. Has commamgoi CETH, IOYTH M APYTHX caliton HEeOOXO0HMO MCOTB30BaTL pasawe

napony. Torza ecmyr tefy BYIOMAIOT, T0 310YMMITeH Ky HOMYYaT JOCTYT TOMLKO
K OTHOMY MecTy, a He Bo see cpasy.

Snexmponnsie denpa

IneKTporHLIe ACHLIH — 3T0 OYeys ¥Robue cnocob nnarewelt, onxako C¥mecTsyIOT
Mﬂlﬂﬂiﬂm, m‘mpue XUTHT HD.’I}“-.IHTH ITH IEHETH,

SMEETPOIIHELe ACHBIH DOHBIIMCH coBCEM Heaauun H HMEHHO M3-3a 3T10rO0 BO MHOTHX
rocyaapereax oo cux NOp He npomicano npo wix » IAKONAx.



B Poccum we omm dyrxuronupyior n o HEX yXC npomucano s 3aKoHe, rae mx
PASICNAIOT HA HeCKONBKO smjop — QHOHMMHBIC W He AHOHMMELe. Pasuuna s tom, uro
UHOHHMHLIE - 310 Te, B XOTOphIX PEIPCHIACICA MPOBOAKTE Onepamuy Ges AaeHTHEKaHn
loip30BaTeNs, a B HCAHOHHMHLIX HACHTHDHKamN HONB30BATCNIA SBNISETCH obs3aTensrol,

Taxae creayer PAIAYATH DNCKTPONHbIC (HaTHEIC ACHBIH (PaBHBI IOCYAPCTBEHHLM
BATIOTAM) H IMeKTPOHHEIe neduaruie genmnru (se paBubl rocyapersenmsng BaMOTAM),

BKIIOYAIOT B cefs cTpounbie u IpOnHCHLIe OyksLL, uHdPLH K HECKOIIBKO CHMBOI0B,
TAKHC K4K 3HAK 10/1pa, byura, BOCKIANATe 1L HbIH 2HaK ¥ 1.1, Hanprmmep, $tROng!;;
4. He mBonu cBo® muamnpe AHHBIC Ha caliTax, KOTOPhIM He AoBepsews,

Onexmponnas noyma

2. He ykasematt s JHYHOM N0YTe mivRyio HHdopMaryo. Hanpumep, nyaige REIGpars
“MYSBIKATLELIA_hanar@» uau «pox20135» BMecTo «renmal 3x;

K B Hcenonpayi ABYXITANHYIO ABTOpH3aLImO. 70 Koraa nomumo MAPOJR HYXHO BBOAMTE
KON, UpHChITacMbli mo SMS:

4. Buibepu cuomunii Mapoab. JLis kakuoro mowrosoro AlUHKa J0/Ken ObITh cpoji
HANCKHLIN, yeTORunpRIif Kk BIIOMY napo.is;

5. Fom ecrs BO3MOKHOCTL Hanweary CaMOMY CBOW maumnIic BOmpoc, uenompsyi My

7. He OTKpBIBal (a1 u APYTHE BIOKCHHA B MHCHMax ARIKE €CIH OHM NpuumY o
TBOMX Apy3scil. Jlyyure yrovmy Y HHX, OTNDABNLM i OHH Tebe 1y Ouiin;

8. MMocie oxonuanug PaboThi Ma nouTosoy CepBHCE uepen 3axparmien BKIAKH ¢
caliTom He 3a0yas naxars Ha «Benitay,




Kubepfiynaunz sy Supmyanvkoe widesamenncmeg

Kubeplynmanr — npeciienopanpe coobmennama, COMEPAAIIME  ockop6aenny
arpecciio, saunyrusanpe:; XYHTEHCTBO; CouMIENoe GolikoTHpoBasme ¢ TOMOIIBIY PA3IHYHED
HHTEpPHET-cepRucos,

Ocrouste corets 110 Gopuie ¢ kubepSymmuron:
1. He Spocatica s Goi, Jywinmit coocof: HOCOBeTOBATECH Kak ceGa mecTy H, €C/IH Het
T0ro, K KoMy Moo obpatuTeCcA, ToO RHATATE YeNOKORTReS. Eemgy THl HaYHen

0TBE9aTh ockopiaeHuaME ug OCKOPOICHNN, TO TOMBKO ewe Boasime pasomucenm,
KOHDAMKT:

2. Yupaensii croeii KHOeppenyTanueti:

3. AuoHEMuocts s CCTH MHEMag. Cymeersyior CMoCcobM BEMCHHTS, KTo CTOHT 3a
AHOHHMHLIM AKKayHTOM:

4. He cTour pecry XyAranckui ofpas BHPTYRIBHON sich3mm, Hurepuer thrxcupyer nee
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8 Eem 1y CBUIETCHL  kubepSynmunra.  Taop ACHCTBHA:  BRICTYMHETS NpoTHE
fpecnenosarens, noxasars EMY, WT0 ero feficremg OUEHHBAOTCH  Herammamo,

TOMIRPRATE  mepray, KOTODOH  Hywwa MCHXOMOrHYecKag HOMOWE, coobumTs
BIPOCTEIM © thaxTe 8rpecCHBHOTO NoBeeHHy B CUTH.

Moburomn mereghon

Cospemenumie MOGHILELIE Opaysepr yie TIPARTHYECKH NorHany HACTONLHLIE aHaNOrH,
OIHAKO pacimupenne Pynximonana BICTET 3a cobof Gonmyio CIOKHUCTE W Mennmymo
JAMHTEHHOCT,

Hazexo me nee UPOR3BOAK TEIH BLINYCKAOT OOHOBIEHMS, 3aKpRIBAKOMKe EPHTHYCCKHe
YAIBHMOCTH 19 CBOMX ¥CTpoficts.
Ocho

EH
1. Hewero ne AR/IAETCH AO-HacToAmIeMy becnnaThem, Byms OCTOpOXeH, Beds korga
TeGe mpemnaraior Gecruara i ROWICHT, B HeM MOryT Gam CKPEITE! Kakme-To
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5. He sarpyixaif NpHIOKEHHA OT HEH3BECTHOTO HCTOMHAKA, BEOh OHH MOTYT CONSPHATE
BPCOOHOCHOE MPOTrpaMMHOE oDecTevueHHE;

6. Ilocne Toro Kak TH BRIAAEWDE ¢ cafiTa, rae BBOAKI MHYHYIO HHGOpMALHIO, 32iaH B
nacTpoiiku Opaysepa u yianu cookies;

7. llepuonnyuecky Npopepail KAKKE INIATHLIC YCIYIH AKTHBMPOBAHE! HA TBOEM HOMEpe;

8. Jlapafi ceofl Homep MoOHREHOTD TenedoHd TUABKD JIOAAM, KOTOPHIX Thl 3HAEME H
KOMY JOBEpHELlE;

9, Bluetooth gopsen DbITh BBIKIOYEH, KOTO2 THl HM He nmoassyvemecs. He 3abesai
HHOT A NPOREPATE TO.

Online uzput

CospemeRHbE OHNARH-WIPHl — 370 KPAECOYHBIE, 3aXBATHIBANIIKC pajBIedueHns,
ODLEMMHAIOIHE COTIH TLICAY YETIOREK NO Beemy MUpY. Mrpoks Mcenenylor DaHHEN MM MEp,
ofmamnTes ApYr C© ARYTOM, BRMOMHART JalaHis, CPAEATCA ¢ MOHCTPAMHE H ITONYYIAHDT OMbLIT.

3a ynosonbCTBME OHE IUIGTAT: NOKYIAIOT IHCK, OILUIAYHBAIOT abOHEMEHT WM UPHOOPETHIOT
KaKHe-To OmnInH.

Bee ori cpeacTsa HIYT HA DONJEPHAHHE H PRIBATHE WIPH, & TAKKE HA caMy
Ge30U8CHOCTE:  COBSPIUSHCTBYIOTEA CHCTEMAl ABTODH3ALMM, BRITYCKAIOTCA HOBHE MATYH
(dpossie 3arnaTi AN NPOrPaMM), JAKPIBAIOTCH YA3BHMOCTH CEPBEPOB.

B nonoGabIx HI'PaX CTOHMT OOACATLCA HE CTOALKD CHOHX CONEPHHKOB, CKONMBKO KpawkH
TEOLTO NAPOiE, Ha KOTOPOM OCHOBAHA CHCTCMA ABTODHIALHH BOMLIIANCTRA HIp.

OCHOBHEIC COBETE! MO 6E3OMACHOCTH TBOSIO HIPOBOIO AKKAYHTA:

1. Ecnm npyrofi urpok senet ceba naoxo min cosgaet Tebe HenpuITHOCTH, 3abn0KMpYy#H
€r0 B CIHCKE HIPOKOE,

MMoxanyiica amMAHHCIPATOPAM MIPEl Ha ONAOXOE TOBSASEHE 3T0M0  HIPOKA,
HCNATCIBIO NPHTOEHTE KAKHE-TO NOKAYATCILCTEA B BHOS CHEPHHOR,

He yrassisai auanyo sndopuainio 8 npodaiine urpsl;

Veamail apyIux Y4aCTHHKOB N0 HIDE,

He yeranasinpail HeopHUHATEHEIE IATYH H MO/

Henonesyii cIOWHEIE H PA3HBIC TAPOITH,

Jaxe B0 BpeMs MIPH HE CTOWT OTKMIOYATE AHTHBHpYC. [Moxa Tl urpaems, TeoH
KOMIIBHOTER MOTYT 3ApA3fATh.

e
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Puanunz WK KPANCa AUMHBIX OQRHBY

OBEraHOH Kpuwwelt [eHer W JIOKYMEHTOB CErOfHA YKe HMKOIO He YAWBHIObL, HO ¢

PAIBHTHEM  HHTEPHCT-TCXHONOTHA  3M0YMBILNEHHWKH TISPEMECTHIMCE B HHTEDHLT, M
NPOIOEKAKT SAHHMATBCA WODHMBIMY JICTIOM,

Tex nosBHAAce HOBAS Yrpo3a: WHTEPHET-MOLICIIMYECTRA HIH QHIIANT, TIABHAS Leds
KOTOPOTO COCTOHT B MOAYHEHHH KOHQHIEHIHAIbHBX JAHHBIX TOMBIOBATENCH — JJOrHHOB W

naponedi. Ha anramiickom s3sike phishing untaercs kak drmmnr (ot fishing — puibaas nosns,
password — napons).

Ucnosubie coserst no Gopede ¢ drmmnron:

I Caean 3a coum axxaynrom. EcaW Tel nojospeBaemms, 4rTo TBOS @EKeTa GhUIA

BINOMaHa, TO HeoOxooumo 3a0AOKHpoRaTE ee W cooBMHTH AIMHAHCTPATOPAM
PeCYpca 00 ITOM Kk MOMKHO cKopee;




2. Henonmsyii  Gesonachme Bef-caiite, B ToM wmcre, HETEPHET-MATA3HAOD W
NOHCKOBLI CHCTEM;

3. Hcnomsayft cnoxusle u passbe naponu. TakeM ofpazos, ecin Teba BIIOMAIOT, TO
WIOYMBIIUICHAHKHE IOAYYET JOCTYT TOABKO K OJHOMY TBOEMY NMPOPHIIO B CeTH, a Ae
KO BOEM

4. Ecow 1eba panoMami, 10 HEOBXOTMMO LIPEIYUPENATL BCCX CROHX IHAKOMBIX,

KOTOpBIe 400annens y Tefis B ApyIbAX, 0 TOM, 4TO Tebx BIIOMATH M, BOSMOIKHO, 0T

TROCI'O HMEHH DYIET PACCHUTATLCA ENAM M COBUIKM Ha dummETonNe caftTa;

Yetanosu Haewunit napont (PIN) Ha mobunsnnii Tenedon;

Orkmown coxpanenme napos B Dpaysepe;

He otkpesait daiiim u APYTHE BIOWEHHA B NHCBMAX JKC €C/H OFW MPHIINH oT

TROHX apyseli. Jiymme yrousn v nmx, OTOPABIIANH JTH OHH Tebe 3T dafinL,

ol Ll

Hugposas penymarun

Uudposas penvraums - 570 merarmsnag mm LOSHTHEHAA WRopMankg B cetH o Tebe.
Komopomerupyiomas wagopmanus PASMCTIICHHAS B HHTCDHETE MOXKET CEPhe3HBIM obpazom

OTPAIHTLCA HE TROCH DEANbHON HHIHW. «ludposas penyraunar - ato Tsoii HMHEIDE, KOTOPbIH
thopMHpyeTCH M3 HEbOpManny o Tebe B HHTEpHETE.

Troc MecTo KuTenbCTRA, y'1¢05l, TB0E HEAHCOBOE NONOKEHRE, 0COBEHEOCTH XapakTepa
H pacckask! o GIHMIKMX — BCE 3TO HAKANIHBACTC B CETH,

MHOIHE MONPOCTKN NErKoMBICTEHED OTHOCHTCH K HYOIHKauwn 1aunol andopManiy B
HuTeprete, ne monmmus nosmommx nocnescTruil. Tul nake He cMOXENs MOTAZATLCS O TOM,
IO QOTOrpadna, pasveIentas 5 neT Hasay, crana NIPHYHEOH OTKasa NPUNATE TebA Ha pabory.

Kommeirrapun, pasmemenue Thomx fotorpadmii u apyrme aeiicTaus MOIYT He
HCHEIHYIL J@%C MOCAE TOM0, KaK Thi HX yoanwme. Te He VHACIE, KTO COXPAWIHN 3Ty
H[-l{I.I-DpMHIJ.HIﬁ-. MoNAda JIH OHY B MOHCKOBENE CHCTEMEL H ¢IDHPEHH:'IEIZ-E: JAH OH4, & TMaABHOS: YTO
NOAYMAOT 0 TeDe OKpyRAIOMES JUOH, KOTOpEIE HEAIYT ¥ YBHAAT 70, Hafitu HEQOpManEo
MHOIO IleT cunycTa cmometr mobol — Kax u3 nobpex noGyxaenult, Tak n ¢ HaMmepeHHeM
UIPHHHHUTE Bped. 3710 MoweT GbITh KTO YToqHo.

OcHOENME CoBeTH O 3anmre nadporod pemyraung:

1. Tloaywaf, npeaae wem sTo-1o nyO/IHKORATE M Nepetanars v ce6a B Buore HIH B
CONHATLHOM ceTH;

B mactpoiikax npoduis YCTAHOBH OTPAHHYLIHA HA TPOCMOT] TBOETO npodwng u ero
COACPRUMOTO, Caenail ero TONBKO «L1a Opyscitn:

3. He pasmenuaii u e yrassmatt HHIPOPMALIKIO, KOTOPaR MOKET Koro-nubo OCKOPONNTE
HIIH oDHXaTs.
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Asmopcroe npaso

Cobpemennbie koM IHK— AKTHDHBLIE MOMBIORATENN unposore MPOCTPAHCTRA.
Omnaxo naneko ge mee FHAOT, 910 NOIEIORAHEC MHOTHM BOSMOKHOCTAME UHGPOROrO MHpa
Tpebyer cobmonesns MPaB Ha MITELICKTYATLAYK COOCTBCHHOCTE,

TepMue wummesiexTyamnas COOCTBEHHOCTRY OTHOCHTCA K PR3IHYHEIM TBOpPEHHAM
HEIOBENCCKOIO YMa, HAYHHAA ¢ HORKX u3o0perenuHt i 3HaK0B, 06oIRATMOUTHX colcTBEHHOCTE

H3 IPONYKTH ® YCIAYTH , W saxaM-upay KHWrams, QoTorpadmam, KHHODHIBMAMH ®
MY SLIKAIERRIMH MPOHIBEICHHAMH .



ABTOPCKHE npaBa — 9T0 IIpapa Ha HHTEMICKTYZTRHYI cOBCTBEHHOCT, HA NPOH3BENCHNS
HEYKH, THICPATYPLI H HCKYCCTBA, ABTOPCKME Npasa BRICTYITEIOT B Ka4YeCTBe MApauTHH TOro, 410
HHTEINCKTYRIBHRIL TBOpUeCcKHil 1pyn asropa He OyAeT HANpacHBIM, gacT EMY CHpaseTHBEIe
ROIMOMHOCTH 3apaloTaTh HA PeIyIbTaTax CBOSTO TPyaa, MONYYATE WIBECTHOCTL H TMPH3HANHE,
Huxro Ge3 paspemerma 4BTOPA HC MOMCT BOCIPOHIROAMTE €10 IPOHIBEACHHAE, PacnpoCTpaHATS,
myOaHgHD JCMOHCTPHPOBATE, TPONABATE, HMIIOPTHPOBATE, MyCKaTh B MPOKAT. MyOIxumo
HENOTHATE, I0KA3RIBATR/HCIIONHATS B WpHpE IIH paIMelnaTs b Hurepnere.

Henonssosanie amaparckoros MPOTPAMMHOIC 0GECNeYeHHA MOKET MPHBECTH K MHOTHM
PHCKAM. OT DOTCPH IHHBIX K TBOWM AKKEYHTEM 10 DMOKHPOBKH TROEro yeTpoicTea, roe
YCTAHOBACHHMHR He jeranksags nporpamma. He crouT Taxme 3a6KIBATE, YTO CYTIECTBYer
neraipible ¥ Secrnatisie nporpamMml, KOTOPEIE MOKHO HalTH B ceTn,

O nopmane

CeteBryoR.p) — TROM rrmasmeii copeTumk B CeTH. 37ech THI MOMENL y3HaTh o
Be30NACHOCTH B CeTH MOHATHENM 4 ADCTYTIAEIM ASLIKOM, & MPH BOIAHKHOBEWHH KPHTHTECKO!
CHTYQUMH OGpATHTBCH 32 COBETOM. A Tamoke NPHHATE Y9ACTHE B KOHKYPCAX H CTETH CAMEIM
IH(pPOREIM rpasiaHHoNM!







