HNupopmannoHHasi mamMATKA I 00y4al0UIUXCs /sl pa3MelleHus Ha 0(pMIHaIbHBIX
HNuTepHET-pecypcax

C KaXIIbIM TOJIOM MOJIOJIC)KH B MHTEPHETE CTAHOBUTHCS OOJIbIIE, a IIKOJIBHUKUA OJIHU U3
CaMbIX aKTUBHBIX IToib30BaTenedl PyHera. Mexay TeM, NOMHUMO OTPOMHOIO KOJWYECTBA
BO3MOKHOCTEH, MHTEpHET HECET W MpoOJIeMbl. JTa MaMsATKa JOJKHA IMOMOYb TeOe 0e30MmacHo
HaXOJUTHCS B CETH.

Komnviomepnvie eupycoi

KomMmnbrorepHslii BUpYC — 3TO pa3HOBUIHOCTb KOMIIBIOTEPHBIX IIPOrpamMM, OTIIMYATEIIbHON
0COOEHHOCTBIO KOTOPOH SIBJIIETCSI CIIOCOOHOCTh K Pa3MHOXEHMIO. B JomosHeHHe K 3TOMYy,
BUPYCHI MOT'YT MTOBPEAUTDH WM TIOJTHOCTBIO YHUUYTOXXUTH BCe (DaiIbl U JaHHBIE, TOAKOHTPOJILHBIE
II0JIb30BATENI0, OT UMEHH KOTOPOTro ObUIA 3alyllieHa 3apaXxEHHas IporpaMma, a TakKe OBPEAUTh
WIN J1a)K€ YHUYTOXXUTH ONEPAIMOHHYIO CUCTEMY €O BcemH (haitmamu B 1enom. B GonpmmHcTBE
CIIy4aeB pacIpoCTPaHAIOTCS BUPYCHl YEPE3 UHTEPHET.

MeTobl 3a1IUTEl OT BPEJOHOCHBIX IIPOTpaMM:

1. Hcnonb3yli coBpeMEHHbIE ONEPALMOHHBIE CUCTEMBI, UMEIOIINE CEPhEZHBIN YPOBEHD
3aLUTBI OT BPEAOHOCHBIX IIPOTrPaMM;

2. TlocrosiHHO ycTaHaBiMBail madTd (UMGPOBBIC 3aIUIATKH, KOTOPHIE aBTOMATHYECKH
YCTaHABJIMBAIOTCS C LEJbI0 JOPAOTKU MPOrpaMMmbl) U JApyrue OOHOBIIEHHUS CBOEH
OTIepallMOHHON cucTeMbl. CKauyMBail X TOJIBKO C OPHUIMATBHOTO caiiTa pa3padoTynKa
OC. Ecnu cymiecTByeT pex1UM aBTOMaTHYE€CKOr0 OOHOBJIEHUS, BKIIIOUYH €I0;

3. Paboraii Ha cBOeM KOMITbIOTEpE MO ITPaBaMU IIOJIb30BATENs, & HE aIMUHHCTPATOPA.
3TO HE O3BOJUT OOJIBIIMHCTBY BPEIOHOCHBIX IPOTrPaMM HHCTANIUPOBATHCS HA TBOEM
IIEPCOHAIIBHOM KOMIIBIOTEPE;

4. Hcnonb3yll aHTUBUPYCHBIE NIPOrPAaMMHbIE MTPOAYKTHI U3BECTHBIX MPOU3BOIUTENEH, C

aBTOMaTHYECKUM OOHOBJIEHHEM 0a3;

Orpannyb puU3HUECKUil JOCTYI K KOMIIBIOTEPY JUIsl IOCTOPOHHUX JIMIL;

6. Hcnonp3yii BHENIHNME HOCUTENN HHPOPMAIIUH, TaKue Kak (iemrka, IucK win (ain u3
MHTEPHETA, TOJIbKO U3 MPO(EepeHHBIX HCTOUHUKOB;

7. He orkpbiBail koMnbloTepHbIE (hailibl, MOJYUYEHHbIE U3 HEHAJEKHBIX MCTOUYHUKOB.
Haxe T1e (ailnbl, KOTOpble HpUCIad TBOM 3HAKOMbIM. Jlydmie yTrouHu y Hero,
OTIIPaBJISsUI JIU OH Te0e MX.

o

Cemu WI-FI

Wi-Fi - 3T0 He BUJ Mepeiaun JaHHBIX, HE TEXHOJIOTHS, a BCETO JIUIIb OpeH 1, Mapka. Erie
B 1991 rony Huzaepnanjackas xommaHus 3apeructpuponana opens « WECAy, uro o6o3Hadano
cnoBocoyetanue «Wireless Fidelity», KoTopslii mepeBoIuTCs Kak «0ecrpoBOgHAsI TOYHOCTh.

Jlo Hamero BpeMeHM JolIa Apyras adOpeBuaTypa, KOTOpas sBISETCS TaKOW iKe
TexHosoruei. Oto abopeBuatypa « Wi-Fi». Takoe Ha3BaHUE ObUIO JaHO C HAMEKOM Ha CTaHAAPT
BbICIINM 3BYKOBOM TexHuKH Hi-Fi, uTo B mepeBosie 03HaUaeT «BbICOKAsI TOUHOCTHY.

Ja, GecriiaTHBI MHTEPHET-AOCTYI B Kade, OTensX U a’ponopTrax SBISETCS OTIMYHOU
BO3MOXKHOCTBIO BBIXOJIa B UHTEpPHET. HO MHOTHE SKCIIEpTHI CYUTAOT, YTO o0menocTynabie Wi-Fi

CETH HE ABJIAIOTCA OE€30ITaCHBIMHU.

CoBeTbl 110 Oe30macHOCTH paboTe B 001IeA0CTymHbIX ceTsix Wi-fi:
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He mnepenaBaii cBoro nuuHyro uH(popmanuio udepe3 obmenocrynHsie Wi-Fi cerw.
PaGoras B HuX, keaTeIbHO HE BBOJUTH MAPOJIH IOCTYIIA, JOTHHBI U KaKHe-TO HOMEpa;
Hcnonp3yit 1 0OHOBIISAH aHTUBUPYCHBIE MPOrpaMMBbl B Opanamayep. Tem caMbIM Th
oOe3omnacuilb cedst OT 3aKaYyKy BUpYyca Ha TBOE YCTPOMCTBO;

[Ipu ucnons3oBanun Wi-Fi ortkmoun ¢ynkuuio «OO0mmii moctyn k ainam u
npuHTepam». JlanHas QyHKOMS 3aKpbiTa [0 YMOJYaHUIO, OJIHAKO HEKOTOphIE
MOJIb30BATEIIN aKTUBUPYIOT €€ ISl yA00CTBa UCIONIb30BaHus B paboTe mim yueoOe;

He ucnonw3yit myomuunsiii WI-FI st mepenaun IUYHBIX JaHHBIX, HAIPUMED IS
BBIX0J1a B COIIMAJIbHBIC CETH HJIU B 3JIEKTPOHHYIO MOUTY;

HNnonp3yit Tonbko 3amuuieHHoe coenunenue uepe3 HTTPS, a ne HTTP, T.e. nipu
Habope BeO-aapeca BBOAM UMEHHO «https://»;

B wmoOmmeHoM Tenmedone orkmioun  pyHknuio  «[lomkmouenne k- Wi-Fi
aBToMarudecku». He nomyckaii aBTOMaTHYECKOTO MOJAKIIFOYEHUS YCTPOMCTBA K CETAM
Wi-Fi 6e3 TBoero cornacus.

Coyuanvrvie cemu

CounanbHbIe CETH aKTUBHO BXOJAT B HAIIY KU3Hb, MHOTHE JIFOIU pabOTAIOT U KHUBYT TaM
noctosiHHO, a B Facebook yke 3aperucrpupoBaH MIILIHApP] YEIOBEK, YTO SIBISCTCS OIHOU
CeIbMOI BCEX JKUTENEH IUTaHeThbl. MHOIHME IMOJIb30BATEIM HE MOHHUMAIOT, 4TO HH(MOpMaIus,
pPasMCIICHHAA UMW B COLMAJIbBHBIX CCTAX, MOXKET OBITH Haﬁ[{eHa M HCIIOJIb30BaHAa KEM YIroJHO, B
TOM YHCJIC HE 0053aTeNIbHO ¢ OJIariMK HaMEPEHHUSIMU.

OCHOBHBIE COBETEI IO 0€30MaCHOCTH B COIIMaJIbHBIX CCTAX!

1.

2.

Orpanuub CHUCOK Jpy3ed. Y TeOsi B ApPY3bAX HE JODKHO OBITh CIy4allHBIX U
HE3HAKOMBIX JIFOJIEH;

3amuniail cBO 4YacTHyrO *Hu3Hb. He ykaspiBall maponu, TeiaedoHbl, aapeca, 1aTy
TBOETO POXKACHUS U JPYIyl0 JIMYHYI0 HHGOpMaLKio. 3JIOYMBIIUIEHHUKH MOTYT
WCIOJB30BaTh Jlake MH(OPMAIMIO O TOM, KaK Thl M TBOM DPOJAUTENN IIAHUPYETE
IIPOBECTU KaHUKYJIbI;

3amuinai CBO0 penyTaluio - IEPKHU €€ B YUCTOTE M 3a/1aBail cebe BOMPOC: XOTeI Obl
ThI, YTOOBI JApYyrue MOJb30BaTENN BUJEIHU, YTO Thl 3arpyxaeus? [Tomymait, mpexnie
4YeM YTO-TO OMYOJIMKOBATh, HAIIUCATh U 3arpy3HTh;

Ecnu TbI rOBOpHILB C JTFOABMH, KOTOPBIX HE 3HACILIb, HE UCIIOJIb3YH CBOE PEAIbHOE UM
U APYTYIO JINYHYIO HH(OPMALIUU: UM, MECTO )KUTEIbCTBA, MECTO Y4€ObI U MTPOYEE;
N36eraii pasmenienus ¢pororpaduii B IHTepHeTe, rae Thl N300pa)keH Ha MECTHOCTH,
10 KOTOPOI MOYKHO OIPEJEIIUTh TBOE MECTONOJIOKEHHE;

ITpu peructpanuu B COLMAIBHON CETH HEOOXOAUMO HMCIIOIB30BaTh CIOXKHbBIE MAPOIIH,
cocrosire u3 OyKB U IUQP U ¢ KOJTUIECTBOM 3HAKOB HE MEHEE §;

Jlnst conuanbHON CeTH, MOYTHl U JAPYTUX CaliTOB HEOOXOIMMO MCIOIb30BaTh Pa3HbIe
napoiu. Toraa eciau Te0s B3IOMAIOT, TO 3JI0YMBIIIJIEHHUKHU TOTy4YaT JOCTYH TOJIBKO K
OJIHOMY MECTY, a HE BO BCE Cpa3y.

OnexmponHvle 0eHbeu

3J'ICKTpOHHBIe JCHbBI'M — OTO OYCHb y,Z[O6HBII>'I CII0c00 HJ'IaTe)KefI, OIHAaKO CYIICCTBYIOT
MOIICHHUKH, KOTOPBIC XOTAT IHOJYUUTH O3TU ACHBI'U.

SHCKTpOHHBIe JCHBI'H IIOABHJIMCH COBCEM HCIAaBHO W HMMCHHO H3-3a 3TOI'O0O BO MHOTHX
rocyaapCTBax A0 CHUX ITOP HE NPOMHCAHO IIPO HUX B 3aKOHAX.
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B Poccun sxe oHM GYHKIMOHHUPYIOT M O HUX YK€ IPOMHCAaHO B 3aKOHE, TJIE UX Pa3JeIsioT
Ha HECKOJIBKO BUJI0OB — AHOHMMHBIE M HE aHOHMMHBIE. Pa3HHIIa B TOM, 4YTO aHOHUMHBIE - 3TO T€, B
KOTOPBIX pa3pemiaercss MpOBOAUTH Onepauuud 0e3 HACHTH(PHKAIUK MOJb30BaTes, a B
HEAaHOHMMHBIX MJICHTU()UKALMY 110JIb30BaTeNs SABJIAETCS 00s3aTeIbHOM.

Taxxke cienyer paznuyarh 3JIEKTPOHHbIE (DUATHBIE NEHBIH (PaBHBI T'OCYIapCTBEHHBIM
BAIIOTaM) U DJIEKTPOHHBIE He(hUaTHBIE ICHBIU (HE paBHBI TOCYJAPCTBEHHBIM BATIOTAM).

OcHOBHBIE COBETHI 0 6€30MaCHOM paboTe ¢ IEKTPOHHBIMH JICHbIaMHU:

1. TlpuBsxu K cyeTy MOOMJIBHBIN TenedoH. DTO camblii yIOOHBIM M OBICTPBIN CITOCOO
BOCCTAHOBUTH JOCTYN K cueTy. llpuBsi3anHbIii TeneoH MOMOXKET, eciau 3a0yaemb
CBOM IUIATEKHBIM MapoJib WK 3aiJIelIb Ha CAUT C HE3HAKOMOI'O0 YCTPOMCTBA;

2. Vcnonb3yii oqHopa3oBsie mapouu. [lociie mepexoa Ha yCUIICHHYIO aBTOPU3ALIUIO TeOe
yKe He OyZeT yrpoKaTh OMAaCHOCTh KPa)KH WJIM IiepexBaTa IIaTeKHOTO MapoJis;

3. BwiGepu crnoxsbiii mapoib. Ilpectymamkam OyaeT HE MPOCTO yraaath CIIOKHBIN
napoJib. HaziexxHpie napoim — 3TO maposiv, KOTOpPbIE COJlepKaT HE MEHEE 8 3HAKOB U
BKJIFOYAIOT B ce€0sl CTPOYHBIC U MPOIMUCHBIC OYKBBI, IU(PHI U HECKOIHKO CHMBOJIOB,
TaKWe KaK 3HaK Jojuiapa, pyHTa, BOCKIHUIATENbHBIN 3HaK U T.11. Hampumep, $tROng!;;

4. He BBOJIM CBOM JIMYHBIC JAHHBIC HA CAalTaX, KOTOPHIM HE JIOBEPSEIIIb.

afleKmPOHHafl nouma

DNeKTpOHHAs oYTa — 3TO TEXHOJIOTHS U IPEJOCTABIISEMBIE €10 YCIIYTH 110 IIEPECHUIKE U
MOJIYYEHHUIO JJIEKTPOHHBIX COOOILICHHUM, KOTOpBIE paCHpEeAeNsioTcs B KOMIBIOTEPHOH CeTH.
O6bruHO JJIEKTPOHHBIN IIOYTOBBIN SIIIAK BBITJISTAT CJIEIYIOIUM oOpa3zom:
UMs_TIOJb30BaTeNA(@uUMs_ToMeHa. Takke KpoMme Tepeladyd MpPOCTOro TeKCTa, HMeeTCs
BO3MOKHOCTb TIepeiaBaTh (pauibl.

OcHOBHBIE COBETHI 110 0€30MacHO paboTe € ANEKTPOHHON TOUTOM:

1. Hano BeIOpaTh npaBUIBHBIN ITOYTOBBIN cepBUC. B MHTEpHETE ecTh OrpOMHBIN BBIOOD
OecrIaTHBIX MMOYTOBBIX CEPBUCOB, OJIHAKO JIyUlle JOBEPATh TEM, KOI'O 3HACIIb U KTO
IIEPBBII B PEUTHUHTE;

2. He yxaspBaii B IMYHON mouTe MUUHYy0 MHPOpMaruio. Hampumep, sydrne BHIOpaTh
«My3bIKaJIbHBIN _(panaT@» miu «pok2013» BMecTo «remal3»;

3. Hcmonp3yii IByXdTATHYIO aBTOPU3AIMIO. DTO KOTJ[a TIOMUMO TapoJisi HY)KHO BBOJUTH
KOJI, IpHUChLIaeMbIil mo SMS;

4. BpiOepu cloXHBIM Mapoib. s KaXI0ro MOYTOBOIO SIIMKA JIOJKEH OBITh CBOM
HAJIeXKHBIN, YCTOMUMBBIN K B3JIOMY I1apOJIb;

5. Ecnmm ectb BO3MOXHOCTH HamucaTh CaMOMY CBOW JIMYHBIA BOIIPOC, UCTIOIB3YH ATy
BO3MO>XHOCTB;

6. HMcnonp3yld HECKOIBKO TOYTOBBIX SIIUKOB. I[IepBBIA UIi YacTHOH IEpEenucKd C
ajpecaTaMM, KOTOPBIM Tbl JOBEps€llb. OTO OJJIEKTPOHHBIM ajgpec HE Hauo
MCI0JIb30BaTh IPU PETUCTpALUU Ha GOpyMax U caiTax;

7. He oTkpsiBaii paiisasl U Jpyrue BIOKEHUS B MUChMax Ja)ke €CJIM OHH MPHUILLIH OT TBOUX
npy3ei. Jlydie yrouHu y HUX, OTIPABIISUIM JIM OHU TeOe 3TH (alibl;

8. Ilocne okoH4YaHus1 pabOTHI HA TIOYTOBOM CEPBUCE MEPE]] 3aKPHITHEM BKIIAJKHU C CAUTOM
He 3a0y/p Ha)kaTh Ha «BbIATHY.
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Kubepoynnune unu supmyanvroe uzdesamenbcmeo

KubepOymnuHar — mpecieoBaHuEe COOOLICHUSAMHU, COJEPXKAIIUMHU  OCKOPOJICHHUS,
arpeccuio, 3alyruBaHue; XyJIUTaHCTBO; COLUATbHOE OOMKOTHpPOBAaHHE C MOMOUIBIO Pa3IMYHBIX
WHTEPHET-CEPBUCOB.

OcHOBHBIE COBETHI IO 60PbOE ¢ KUOSPOYIITMHIOM:

1.

no

o

He Gpocaiicst B 60ii. Jlydmuii crmoco6: mocoBeTOBaThbCs Kak ceOsi BECTH U, €CIIM HET
TOr0, K KOMY MOYKHO OOpaTUThCS, TO BHadajle YCIIOKOMThCS. Eciau Thl HauHellb
OTBeYaTh OCKOPOJEHHSIMH Ha OCKOPOJIEHUS, TO TOJIBKO €Ile OOJbIIe Pa30KKelllb
KOH(JIUKT;

VYnpasnsii cBoel kubeppemnyraluei;

AHOHMMHOCTh B ceTd MHHMas. CylIeCTBYIOT CHOCOOBI BBISICHUTH, KTO CTOUT 3a
AHOHHUMHBIM aKKayHTOM;

He ctouT Bectu XynauraHckuii o0pas BUPTYaIbHOM ku3HU. IHTEpHET QUKCHpYET Bce
TBOM JICUCTBUS U COXPAHSAET UX. Y AAIUTh UX OyJeT KpaliHe 3aTpyAHUTEIBHO;
Cobunronait cBOI BUPTYaJIbHYIO YECTh CMOJIOAY;

Urnopupyit equHnaHblil Heratus. OQHOPa30Bbie OCKOPOUTETHHBIE COOOIIEHUS JTyUlIle
UrHOprpoBaTh. OOBIYHO arpeccHst MPEKpaIIaeTcsl Ha HAaYaIbHOM CTaIuu;

ban arpeccopa. B nporpammax oOMeHa MIHOBEHHBIMH COOOIIEHUSIMU, B COLIUATBHBIX
CeTSIX €CThb BO3MOXKHOCTb OJIOKHPOBKHM OTIPABKH COOOILIEHUN C ONpeaeeHHbIX
a/IpecoB;

Ecin Thl cBugerens kubepOymuinHra. TBou JEHCTBUS: BBICTYNHUTb IPOTUB
npecieaoBaressi, MoKa3aTh €My, YTO €ro JeWCTBHUS OLICHUBAIOTCS HEraTHBHO,
MOJJIEPKATh JKEPTBY, KOTOPOM HyXHa IICUXOJIOIMYecKas IIOMOIlb, COOOLIUTH
B3pPOCJIBIM O (haKTe arpeCCUBHOTO MOBEJCHUS B CETH.

Mobunvubiit meneghon

CoBpemenHble cMapT(HOHBI U MIIAHIIETHI COJIEPKAT B ce0e BIIOIHE B3POCIbIN (PyHKIIMOHA,
U Tenepb OHM MOTYT KOHKYpPHUPOBaTh CO CTAallMOHAPHBIMHM KOMIbOTepaMu. OJHAKO, CPEICTB
3aLUTHI JJIs1 TOAOOHBIX YCTPOWUCTB MOKA 04€Hb Majo. TecTupoBaHUE U MOUCK YSA3BUMOCTEN B HUX
IIPOMCXOIUT HE TaK MHTEHCUBHO, Kak Juist [1K, To ke camoe kacaercs 1 MOOUITBHBIX MPHIIOKEHUH.

CoBpeMeHHbIe MOOMIIbHBIE Opay3ephl y)Ke MPaKTUUECKH JOTHAIM HACTOJIBHBIE aHAJIOTH,
OJIHAKO pacimupeHre (yHKIMOHAIa BIedeT 3a c0o00i OONBIIYI0 CIO0XHOCTh W MEHBIIYIO
3aIMIIEHHOCTb.

I[aJ'IGKO HC BCC MPOU3BOAUTCIIN BBIITYCKAIOT 06HOBJ’ICHI/I$I, 3aKpPbIBAIOIIUEC KPUTUYCCKHEC
YA3BUMOCTHU [JIA CBOUX YCTpOﬁCTB.

OCHOBHBIC COBETBI AJI 0e30IMacHOCTH MOOUIBLHOTO Teﬂe(l)OHal

1.

ok w

Huuero He aBnsieTcs mo-HacrosiiemMy OecriaTHbIM. byab ocTopokeH, Beib Kornia rebe
npeJularaloT O0ecIulaTHBI KOHTEHT, B HEM MOTYT OBITh CKPBITHI KaKHe-TO IUIATHBIE
yCIIyTH;

Hymaii, npexxae yem otnpaButh SMS, ¢oto mnu Bujneo. Thl TOUYHO 3HACIIb, TJI€ OHU
OyayT B KOHEUHOM HTOTE?

Heo6x011M0 0OHOBIIATH ONEPAIIIOHHYIO CHCTEMY TBOETO CMapT(OHa;

Hcnonb3yit aHTUBUPYCHBIE IPOTPAMMBbI 111 MOOMITBHBIX TeNle()OHOB;

He 3arpyxail npuji0’)keHUsl OT HEU3BECTHOTO UCTOYHUKA, BEb OHU MOTYT COAEPXKAaTh
BPEIOHOCHOE MPOrPaMMHOE 00ECIIEUEHNE;
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6. Ilocne Toro xaxk Thl BBIAICIIb C CaiiTa, I'/ieé BBOAWI JHMUHYIO HH(OpPMAIHIO, 3alI1 B

HaCTpPOUWKHU Opay3epa u ynanu cookies;

[Teproaudecku nMpoBepsiii Kakue IIaTHBIC YCIYTH aKTHBUPOBAHBI HA TBOEM HOMEPE;

8. JlaBaii cBOl HOMEp MOOMJIBLHOTO Telie(OHA TOJIBKO JIIOMSIM, KOTOPBIX ThI 3HACIIb H
KOMY JTOBEPSICIIb;

9. Bluetooth gomxkeH ObITh BBIKJIIOYEH, KOTJa Thl MM HE ToJib3yenibes. He 3a0biBaii
WHOTJIa TIPOBEPATH ITO.

~

Online ueput

CoBpeMEHHbIE OHJIAMH-UIPBl — 3TO KpPACOYHbIE, 3aXBATHIBAIOLIUE pa3BICUYEHUS,
00BEIMHSAIOIINE COTHU THICSY YEJIOBEK MO BceMy MHpy. VIpoku ucciaenyroT AaHHBIA UM MUD,
00IIAI0TCS APYT € IPYTOM, BBINOJIHAOT 33aHUs, CPAKAIOTCA C MOHCTPAMH U [10JIy4aroT OIBIT. 32
yJIOBOJICTBUE OHM IUIATAT: MOKYMAIOT JUCK, OIJIAYUBAIOT ADOHEMEHT WM NPHOOPETaroT Kakue-
TO OIILUU.

Bce atm cpexcrBa MOyT Ha INOAAEpKAHUME W Pa3BUTHUE UIPHI, a TaKKe Ha camy
0€30I1aCHOCTb: COBEPILUCHCTBYIOTCSI CHCTEMBbl aBTOPU3AlLlMM, BBIITYCKAIOTCA HOBBIE MAT4U
(unpoBbIe 3aIUIATKA AJIST IPOTPAMM ), 3aKPBIBAIOTCS YSA3BUMOCTH CEPBEPOB.

B HOZ[O6HI)IX urpax CTOUT oOIacaTtbCsd HE CTOJIBKO CBOUX COIICPHUKOB, CKOJIBKO KpaKu
TBOCTO I1apO0JIsd, HAa KOTOPOM OCHOBaHa CUCTEMA aBTOPHU3alIUN OOJILIINHCTBA urp.

OcCHOBHbBIE COBETHI 10 O€30MaCHOCTHU TBOET'O UTPOBOI'0 aKKayHTa:

1. Ecnu npyroii urpok BezeT cedsl II0X0 WIHM CO3JaeT Te0e HENPUITHOCTH, 3a0JI0KUPYI
€ro B CIIMCKE UTPOKOB;

[Toxamyiicds anIMMHHCTpAaTOpaM UIPbl Ha INIOXO€ IIOBEIEHHE J3TOr0 HIPOKa,
JKEJIaTeNIbHO IIPUIIOKUTDH KAaKHE-TO JOKA3aTelbCTBA B BUJIE CKPUHOB;

He yka3biBaii muunyto nHbopManuio B mpodaiisie urpsl;

VYBaxail Ipyrux y4acTHUKOB II0 UIPE;

He ycranaBnuBaii HeouMaabHbIe TATYH U MO/IBI,

Hcrnons3yi ClI0XKHBIE U pa3HbIE NTAPOIIU;

Jlaxxe BO BpeMsi UIPbl HE CTOMUT OTKJIIOYATh aHTUBHpYC. 1loka TeI Wrpaems, TBOM
KOMIIBIOTEP MOTYT 3apa3UTh.

N

Nookw

Duune unu Kpaosica Tu4Hblx OaHHbBIX

OObI4HOM Kpa)l(eﬁ ACHCI U NOKYMCHTOB CETOIOHSA YK€ HHUKOIO HE y)II/IBI/IfH_II), HO C
Pa3sBUTUEM I/IHTepHCT-TeXHOJ'IOFI/Iﬁ 3JIOYMBIOIIJICHHUKHW  TIEPEMECTUIIUCE B  HUHTCPHCT, U
MpoaOJIKAKOT 3aHUMATBHCA «THOOMMBIM)» JCIOM.

Tak mosiBUIach HOBasi yrpo3a: MHTEPHET-MOIIEHHUYECTBA WM (UIINHT, IJ1aBHas IIEb
KOTOPOTO COCTOMT B TIOJYYE€HUH KOH(HUICHIMATBHBIX JAaHHBIX TOJH30BATENIE — JIOTMHOB H
naposieil. Ha anrauiickom si3bike phishing unraercs kak ¢ummunr (ot fishing — priGHas noBis,
password — mapouis).

OcHOBHBIE COBETHI 110 O0PHOE C PUIIUHTOM:

1. Cnemm 3a cBouM akkayHToM. Eciu Thl mojmo3peBaellb, 4TO TBOSI aHKeTa Oblia
B3JIOMaHa, TO HE0OXO0IMMO 3a0JIOKMPOBATH €€ U COOOIINTH aIMUHUCTpATOpaM pecypca
00 3TOM KaK MOXKHO CKOpEEe;

2. Hcnonw3yii 6e30macHble BeO-CalThI, B TOM YHUCIIE, HHTEPHET-Mara3nHOB M MMOMCKOBBIX
CHUCTEM,;
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3. Hcnonp3yii ciaoxHBIE U pa3Hble Mapoiu. TakuM oOpa3oM, eciu TeOs B3JIOMAIOT, TO
3JI0YMBIIIJIEHHUKH T10JIy4aT JAOCTYIN TOJBKO K OJJHOMY TBOEMY IPOQMIIIO B CETH, a HE
KO BCEM;

4. Ecnu tebs B310Manu, TO HEOOXO0IUMO NPEAYIPEAUTh BCEX CBOMX 3HAKOMBIX, KOTOpBIE

no0aBiieHbl y Te0sl B IPY3bAX, O TOM, YTO T€Os B3JIOMAJIM MU, BO3MOXKHO, OT TBOETO

MMEHHU OYZET pacchUIaThCs CIIaM M CChIIKU Ha (PUILMHIOBBIE CalThI;

YcranoBu HagexHbii mapois (PIN) Ha MoOmIbHEIH TenedoH;

OTkII04M cOXpaHEeHue Maposst B Opaysepe;

7. He oTkpsiBaii paiissl U Jpyrue BIOKEHHUS B MUChMax Ja)ke €CJIM OHH MPHUIILIIH OT TBOUX
npys3eil. Jlydiie yTouHu y HUX, OTIPABIISUIN JIM OHU TeOe 3TH (paiibl.

oo

Lugposas penymayus

Hudposas pemyranus - 3T0 HeraTUBHAs WU MO3UTHBHAS HH(OpMaLUsS B CETH O Tebe.
Komnpomerupyromass nHGOpMaLusi pa3MelIeHHass B HMHTEPHETE MOXKET Cephe3HBIM 00pa3oM
OTPa3UThCs HAa TBOEW peanbHOU )u3HH. «l{udpoBas pemyrarus» - 3T0 TBOH MUMHIK, KOTOPBIH
dopMmupyercs u3 uHpopMaluu o Tede B UHTEPHETE.

TBoe MecTo xuTenbCTBA, yueObl, TBOE (PUHAHCOBOE MOJIOKEHNE, OCOOEHHOCTH XapakTepa
U pacckasbl 0 OJIM3KHMX — BCE 3TO HAKAIJIMBACTCS B CETH.

MHorue noJipoCcTKU JErKOMBICIEHHO OTHOCATCA K MyOJIMKAlMKU JTUYHON MHPOpMaAIuu B
WNurtepHete, He MOHUMAs BO3MOXKHBIX TTOCIIECTBUM. ThI 1a’ke HE CMOKEIb 10raIaThCsi O TOM, YTO
dororpacdus, pasmelieHHas 5 JeT Ha3all, cTaja MPUYMHON 0TKa3a MPUHATH TeOs Ha padoTy.

KommMmenTapuu, pazmenienue TBoux Gororpaduii u gpyrue AeicTBUS MOTYT HE UCUE3HYTh
JIaXKe TIOCJIe TOTO, KaK Thl UX YJAIHINb. Thl HE 3HACIIb, KTO COXPAHMII 3Ty HH(OPMAIIUIO, TToTaia
JU OHA B IOHCKOBBIE CHCTEMbl M COXPAHWJACh JIM OHA, a TJIABHOE: YTO MOAYMarT O Tebe
OKpYKaroIIee JIF0JIM, KOTOPhIe HAWMAYT M YBUAAT 3T0. HaliTn mH(MOpMALINIO MHOTO JIET CITYCTS
CMOKET JII000M — KakK U3 JOOPBIX MOOYKEHUH, TaK U C HAMEPEHUEM MIPUYUHUTH Bpell. ITO MOKET
OBITH KTO YTOJTHO.

OCHOBHBIE COBETHI 110 3aIIUTE HU(POBON PEIyTALINU:

1. Tlomymaii, mpexae 4eM 4YTO-TO MyOJMKOBaTh U TepenaBaTh y ceOs B Oiore uiam B
COITMAJIHOM CETH;

2. B mactpoiikax npoduisi yCTAaHOBU OTPAaHUYECHUS HA POCMOTP TBOETO MPOQUIIL U €ro
COAEPKUMOTO, CAETAl €ro TOJBKO IS IPY3ei»;

3. He pa3memaii 1 He yKa3piBail HHPOPMAIUIO, KOTOPasi MOXKET KOro-1H00 OCKOPOISTH
WU OOMXKaTh.

Aemopckoe npago

CoBpeMeHHbIe MKOJIbHUKH— aKTUBHBIE TIOJIb30BaTeNn IIU(PoBOTo mpocTpancTBa. OTHAKO
JAJIEKO HE BCE 3HAIOT, YTO MOJB30BaHWE MHOTUMH BO3MOXXHOCTSAMHU HU(GPOBOrO Mupa Tpedyer
COOJTIOICHMSI TIPAaB HA MHTEIUICKTYAIBHYI0 COOCTBEHHOCTD.

TepMuH «uHTENIEKTyadbHasi COOCTBEHHOCTBY» OTHOCHUTCS K pPa3jIMYHbIM TBOPEHUSIM
4eJI0BEYECKOro yMa, HauMHasi ¢ HOBBIX M300pETeHUH U 3HaKOB, 0003HAYAIOIINX COOCTBEHHOCTh
Ha TMpPOJIYKTHl M YCIyTM , W 3aKaH4yMBas KHHUramu, Qororpadgusmu, KUHOPUIBMAMHU U
MY3bIKAJIbHBIMU [TPOU3BEICHUAMM.
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ABTOpCKHE TpaBa — 3TO MPaBa Ha MHTEJUICKTYaIbHYI0 COOCTBEHHOCTh Ha MPOU3BEACHUS
HayKH, JINTEPATyPbl U UCKyCCTBA. ABTOPCKHUE IIPaBa BBICTYIAIOT B Ka4E€CTBE FapaHTUU TOTO, YTO
MHTEJUICKTYaJIbHBIN/TBOPUECKUI TpyA aBTOpa He OyIeT HampacHBIM, JacT €My CIIpaBeIJIMBBIC
BO3MOXHOCTH 3apa00TaTh Ha pe3ylbTaTaxX CBOEro TPyZAa, NOJYYUTh U3BECTHOCTb U NPU3HAHUE.
Huxkro 6e3 paszpemieHust aBTopa HE MOXKET BOCIIPOU3BOIUTH €r0 IPOU3BEIEHUE, PACIIPOCTPAHSITD,
nyOoJIMYHO JIEMOHCTPUPOBAaTh, IPOAABATh, HMMIIOPTHPOBATH, IyCKaTb B IPOKAT, MyOJINYHO
UCTIOJIHATH, IOKA3bIBATH/UCHIOIHATD B A(Hpe WK pazmeniaTs B IHTepHeTe.

Vcnonp30BaHue «IMpaTcCKOTr0» MPOrPaMMHOTO 00ECTICYEHUSI MOKET MPUBECTH K MHOTUM
pHCKaM: OT MOTEpPH [IAaHHBIX K TBOMM AaKKayHTaMm [0 OJIOKMUPOBKHM TBOEIO YCTPOMCTBa, Ile
YCTAHOBJICHHBII He JierajgbHas mporpamma. He crout Takke 3a0bIBaTh, YTO CYIIECTBYET
JerajibHble U OecCIIaTHbIE IPOrPaMMBbl, KOTOPbIE MOXHO HAWTH B CETH.

O nopmane

CereBu4ok.pp — TBOW TIJIaBHBI COBETYMK B CETHU. 3/1€Chb Thl MOXEIIb Yy3HATh O
0€30MacHOCTH B CETU MOHSATHBIM U JOCTYIHBIM S3BIKOM, @ TIPY BO3HUKHOBEHUM KPUTUUYECKOU
CUTyaluu oOpaTHThCS 32 COBETOM. A TakKe MPHUHITH Y4acTHe B KOHKYPCax U CTaTb CaMbIM
M (pPOBBIM rpaxkTaHUHOM !
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