Korna peus 3axoauT 00 nHPOpMAIIMOHHOM 0€30MaCHOCTH, OOBIYHO MBI HAUMHAEM AYyMaTh O
KOMITBIOTEPAX, CETSIX, MHTEPHETE U Xakepax. Ho aist oOpazoBatebHOM cpenbl MpodiieMa CTOUT
[IMpe: B OTPAKICHUH YYAIETocsi OT HHPOPMAIIUU, KOTOPast MOKET HETaTUBHO TMOBIUSAThH HA €T0
(dbopMHpOBaHUE U PA3BUTHE, TO €CTh O MPOIAraH/e pa3IMYHON HAIIPABICHHOCTH.

IHonsiTe MH(GOPMAHOHHOM 0€30MIACHOCTH

[Tox nHGOPMAIIOHHON 0€30TaCHOCTHIO TOHUMAETCS 3aIUIIEHHOCTh HH(OPMAIIMOHHON
CHUCTEMBI OT CIy4aHOTO WJIU MPEIHAMEPEHHOT0 BMEIIATEIbCTBA, HAHOCSIIETO yiIepo
BJIAJICJIbIIAM HJIH TT0JIh30BaTENISAM HH(OpMAIUH.

Ha npakTuke Ba)KHEHIIUMHU SBISIOTCS TPH aclieKTa WH(POPMAIIMOHHOMN 0€301acHOCTH:

e JIOCTYITHOCTH (BO3MOKHOCTH 32 pa3yMHOE BpEeMsI IOJIyYUTh TPEOyeMyto
WH()OPMAITMOHHYIO YCIIYTY);

e IMEJIOCTHOCTH (aKTYaJIbHOCTh M HEMIPOTHBOPEYMBOCTH HH(OPMAIIIH, €€
3aIIMIIEHHOCTD OT pa3pyLIeHUs 1 HECAHKIIMOHUPOBAaHHOTO U3MECHEHHS);

e  KOH(HUICHIMAIHHOCTH (3alIMTA OT HECAHKIIMOHUPOBAHHOTO TIPOUYTCHHUSA).

Hapymenust 1ocTynmHOCTH, ETOCTHOCTH U KOH(DHUICHINATBHOCTH HHPOPMAITUN MOTYT OBIThH
BbI3BaHbl PA3JIMYHBIMU ONACHBIMU BO3JEHCTBUSAMH HA MH()OPMALIMOHHBIE KOMIIBIOTEPHbIE
CHUCTEMBI.

OcHoBHbIE YTrpo3bl HHGPOPMAIHOHHOK 0€30MaCHOCTH

CoBpemenHast UH(pOpPMALIMOHHAS CHCTEMa IIPECTABIISIET COO0M CIOKHYIO CHCTEMY, COCTOSIIYIO
13 OOJIBIIIOTO YHCIIa KOMITIOHEHTOB Pa3JIMYHON CTEIIEHU aBTOHOMHOCTH, KOTOPBIE CBSI3aHBI
MeX1y coO0M 1 OOMEHUBAIOTCS JaHHBIMU. [IpakTHYeCKH KaXIblil KOMIIOHEHT MOYET
MOJBEPTHYTHCSA BHEITHEMY BO3JEHCTBUIO WJIM BBIUTH U3 CTPOs. KOMITOHEHTHI
ABTOMATU3UPOBAHHON MH(OPMAIIMOHHON CUCTEMBI MOXXHO Pa30UTh Ha CIEIYIOIINUE TPYIIIbL:

Annapamnuvie cpedcmea. ITo KOMIBIOTEPBI U UX COCTABHBIC YaCTH (IIPOIECCOPHI, MOHUTOPBI,
TEPMUHAJBI, IepudepuitHbIe YCTPOUCTBA — MPUHTEPHI, KOHTPOJLJIEPHI, KaOeIH, TNHUU CBSI3U U
T.1.);

Ilpozpammnoe obecneuenue. 310 NpUOOPETEHHBIE IPOTPAMMBI, HCXO/IHbIE, OOBEKTHBIE,
3arpy304HbIe MOYJIH; OTIEPAIIHOHHBIE CUCTEMBI U CUCTEMHBIE POTPaMMBbl (KOMITHIISTOPHI,
KOMITOHOBIIIUKH U JIP.), YTHIIUTHI, TUaTHOCTHYECKUE TPOTrPAMMBI U T.1.;

/lannvie, XpaHUMbIE BPEMEHHO U TIOCTOSIHHO, Ha IMUCKaX, (JIIIKAX, TIEYaTHBIC, aPXUBBHI,
CUCTEMHBIE JKYPHAJbI U T.1I.;

Hepcomw. HOHL3OB8.TCJII/I, CUCTCMHBIC aIMUHUCTPATOPLBI, IPOrPpaMMUCTBI U AP.

OmnacHble BO3JIEICTBHS HA KOMITBIOTEPHYIO HH(POPMALIMOHHYIO CUCTEMY MOKHO TOJIpa3AeuTh
Ha CllydaiiHble U IPeIHAMEPEHHbIE. AHAIN3 OIBITa IPOEKTUPOBAHMSI, U3TOTOBJICHUS U
AKCIUTyaTallMi MH(MOPMAIIMOHHBIX CHCTEM MOKA3bIBAET, YTO MH(POpPMAIUs TIOIBEPraeTcs
Pa3IMYHBIM CIIy4aliHBIM BO3JICHCTBHUAM Ha BCEX dTAallaxX LIMKJA )KU3HU cUCTeMBIL. [Ipnunnamu
CIIy4aifHbIX BO3JIEHCTBUHN NP IKCIUTyaTallik MOTYT OBITh:

e aBapHWIHBIC CUTYAIIUU W3-3a CTUXUHHBIX OCJICTBUI M OTKIFOYCHHI
ANEKTPOIUTAHUS;



e OTKa3bl U cOOHU ammaparypsl,

e OMMUOKH B MPOTPaMMHOM OOECIICUCHUH,

e omuOKH B paboTe nepcoHana;

e TIOMEXH B JIMHUSX CBSA3M M3-3a BO3/ICHCTBUII BHEIIHEH CPE/IBL.

[IpennamepeHHbIe BO3IEUCTBUS — 3TO LEIEHANPABIICHHbIE ACICTBUS HapymuTens. B kauectse
HApYIIUTENS MOTYT BBICTYNATh CIY>KaIlUi, TOCETUTEIb, KOHKYPEHT, HAEMHUK. JeiicTBUS
HApYIIUTENS MOTYT OBITH O0YCIIOBJIEHBI pA3HBIMH MOTHUBaMU:

e HEJIOBOJBLCTBOM CJIYXAIIETO0 CBOCH Kapbepoii;

e  B3STKOIi;

e JIIOOOMBITCTBOM,;

e KOHKYPEHTHOH 00phOO0ii;

e CTpPEMIICHHEM CaMOYTBEPIUTHLCS JIFOOO0H IIEHOM.

MO>KHO COCTaBUTh THIOTCTHYCCKYIO MOACIIb MOTCHIIMAJIbBHOI'O HAPYIIUTCIIA:

e  KBaNM(UKAIH HAPYIIUTEIS HA yPOBHE pa3paboTUMKa JaHHOW CHCTEMBL

e HApyIIUTEJIEM MOXKET OBITh KaK MOCTOPOHHEE JIUIIO, TAK M 3aKOHHBIN
MI0JIb30BATENb CUCTEMB,

e HAPYIIUTEIIO U3BECTHA MH(OpPMALIUS O IIPHHIUIIAX PAOOTHI CUCTEMBI;

e HapyLIUTENb BbIOUpaeT HanboJsee caboe 3BEHO B 3aIUTE.

Haubonee pacnpocTpaHeHHBIM U MHOTOOOPa3HBIM BUJIOM KOMIIBIOTEPHBIX HAPYILIEHUH SIBISIETCS
HECaHKLIMOHUPOBAHHBIN 10CcTyM. HecaHKIIMOHUPOBAaHHBIN 1OCTYII CHOIb3YET JII00YI0 OLIHOKY
B CUCTEME 3alllUThl U BO3MOKEH IIPU HEPALIMOHAIBHOM BbIOOPE CPEJICTB 3aLUTHI, UX
HEKOPPEKTHOM YCTAHOBKE U HACTPOMKE.

HpOBCHGM KJ'IaCCI/I(i)I/IKaHI/IIO KaHaJIOB HCCAHKIMUOHHUPOBAHHOI'O JOCTYII4, IO KOTOPBIM MOXKHO
OCYHICCTBUTDL XUIICHNUEC, N3BMCHCHUC UJIM YHUUYTOXKCHUC I/IHCI)OpMaI_[I/II/Il

Yepes uenoseka:

e XUIIEHHE HOCHTENEH nHpopManmy;
e uTeHHE MHPOPMAIIMH C SKPaHA WU KJIABUATYPHI;
e YTeHHE MH(OPMAIINH U3 PACTICUATKH.

Yepes npocpammy:

e IIEpexBar MapoJiei;
e JnemmdpoBka 3amudpoBaHHON HHPOPMALIUY;
e KONHMPOBaHWE MHPOPMAIIUH C HOCUTEIIS.

Yepesz annapamypy:

e MOJKJIIOYEHHUE CIEIHATBHO pa3pabOoTaHHBIX aNMapaTHBIX CPEICTB,
o0ecreunBaroMX AOCTYI K HH(OpMAaLINK;

e mepexBaT MOOOYHBIX AMEKTPOMArHUTHBIX U3IYYEHUH OT anmaparypsl, THHUHA
CBA3U, ceTen SJICKTPOIMUTAHUA U T. 1.

Oco00 cneayeT OCTaHOBUTHCS HAa yTPO3ax, KOTOPBIM MOTYT IOJIBEPTaThCs KOMITbIOTEPHBIE CETH.
OcHoOBHast 0COOEHHOCTD J1H000i KOMIIBIOTEPHON CETH COCTOUT B TOM, UTO €€ KOMITIOHEHTHI



pacripeniesieHsl B pocTpaHcTBe. CBA3b MEXIY y3JIaMH CETH OCYIIECTBIAECTCS (PU3UUYECKH C
MTOMOIIIBIO CETEBBIX JJUHUN U TPOTPAMMHO C ITOMOIIIbI0 MeXaHu3Ma coobmenuid. [Ipu aTom
YIpaBJIAOIMIUC COO6H.[CHI/IH W JAaHHBIC, ICPCCHIJIACMBIC MCIKAY y3JIaMU CCTHU, ICPCAAOTCA B BUJIC
nakeroB oOMeHa. KoMmbioTepHbie ceTH XapaKTepHbI TEM, UTO MPOTUB HUX MPEANPUHUMAIOT TaK
HAa3bIBACMBIC YAAJICHHBIC aTaKH. HapynlI/ITeJIB MOKCT HAXOAHUTHCA 3a ThICAYH KUJIOMCTPOB OT
aTaKyeMmoro o0beKTa, Py ATOM HamaIeHHI0 MOXKET MOJIBEPTaThCsl HE TOIbKO KOHKPETHBIM
KOMIIBIOTEP, HO B MH(OPMAILIKs, TIEPEIAIOIIAsICSI 0 CETEBBIM KaHAIaM CBSI3H.

Obecneuenne uHGOPMAITUOHHON 0€30MACHOCTH

dopmupoBaHue pexuMa HHGOpMAITMOHHON 6€30IacHOCTH — MpobieMa KOMIUIEKCHas. Mephbl 1Mo
€€ PeLeHUI0 MOKHO MO/Ipa3AeIuTh Ha MATh YPOBHEN:

1. 3axkonooamenvhuit . ITO 3aKOHBI, HOPMATUBHBIE aKThl, CTAHAAPTHI U T.II.
HopmaruBHO-1IpaBoBas 6a3a onpenensromas mopsIoK 3amuTsl HHpopMaum:

2. Mopansno-Imuueckuii. BceBo3M0OXHbIE HOPMBI ITOBEICHUS, HECOOIIOCHIE KOTOPBIX BEJIET
K MaJICHUIO MPECTHKa KOHKPETHOTO YeIOBEKa WIIH LEI0N OpraHU3alHiH.

3. Aomunucmpamuenuuii. JleiictBus o0IIero xapakrepa, IpeAnpUHIMAEMbIEe PYKOBOJICTBOM
opranuzanuu. TakuMHU JOKYMEHTaMU MOT'YT ObITh:

e TpHKa3 PyKOBOJUTEIS O Ha3HAUCHHH OTBETCTBCHHOTO 3a 00eCIecueHHe
UH(OPMAIMOHHOK 0€30TaCHOCTH;

e JIOJDKHOCTHBIC 00513aHHOCTH OTBETCTBEHHOTO 3a oOecrieueHre HHPOPMAIIMOHHOM
0€30I1aCHOCTH;

e TMEPEYCHB 3alIUIIACMbIX HHPOPMAIMOHHBIX PECYPCOB U 0a3 IaHHBIX;

e  HHCTPYKIIHMIO, OMPEISISIFONIYIO TTOPSIOK MPEI0CTaBICHIS HHPOPMAIIH
CTOPOHHHUM OPTaHH3AIMAM 110 UX 3aMpocam, a TAKXKe 0 MpaBaM J0CTYIa K Hel
COTPYOHHUKOB OpraHU3allH.

4. Qu3uueckuit. MexaHnuecKkue, MEKTPO- U AEKTPOHHO-MEXAHUUECKUE MPETSATCTBUS HA
BO3MOXHBIX ITyTAX MPOHUKHOBEHU S OTEHIIUATBHBIX HAPYIIUTENCH.

5. Annapamno-npozpammnstit (31EKTPOHHBIE YCTPOWCTBA U CIICIIMATBHBIE IPOrPAMMBI 3AIIUTHI
UHPOPMALIUH).

HpI/IH}ITHe MEPBI IO CO3AAHUTIO Oe30macHoOM HHq)OpMaHHOHHOﬁ CHUCTCMBI B IIIKOJIC:

e Ob6ecreyeHa 3amuTa KOMIBIOTEPOB OT BHEITHUX HECAaHKIIMOHUPOBAHHBIX
BO3/IEHCTBUI (KOMITbIOTEPHBIE BUPYCHI, JIOTHUECKHE OOMOBI, aTaKu XaKepOB U T.
1.)

e YCTaHOBJICH CTPOTHUI KOHTPOJIb 32 DJIEKTPOHHOHN MOUYTOH, 0OecriedeH
MIOCTOSIHHBINA KOHTPOJIb 32 BXOJAAIIEN U UCXOALIEH KOPPECITOHIEHIIUEN.

e YCTaHOBJIEHBI COOTBETCTBYIOIIME MapOiIu Ha nepcoHanbHble [1K.

e Hcnonb3oBaHbl KOHTEHT-OUIBTPHI, IS GUIBTPALIMK CATOB MO UX
COJIEPKIMOMY.

Ennnas coBOKYITHOCTB BCEX 3TUX Mep, HAallpaBJIEHHBIX HA MPOTUBOJICHCTBHE Yyrpo3am
0€30MacHOCTH C LeNIbI0 CBEIEHUS K MUHUMYMY BO3MOXKHOCTH yIiepoa, 00pa3yroT CUCTEMY
3aIUTHI.



CrenuanucTbl, UMEIOLINE OTHOIIEHUE K CUCTEME 3alIUThI JOJKHBI IOJTHOCTHIO MPEACTABIISITh
cebe MpUHIHIBI e¢ (HYHKIIMOHUPOBAHUS U B CITydae BOSHUKHOBEHUS 3aTPYAHUTEIBHBIX
CUTYallMil aIcKBaTHO HA HUX pearupoBaTh. [10/1 3alMTON HOKHA HAXOAUTHCS BCA CUCTEMA
00paboTku nHpopmaIuu.

Jluna, 3aHnMaronuecs: odecreueHneM HHPOPMAITMOHHON 0€30MacHOCTH, JOJKHBI HECTH
JUYHYIO OTBETCTBEHHOCTD.

Hanexxnas cuctema 3a1iuThl 10J1KHA ObITh TOJIHOCTBIO IPOTECTUPOBAHA U COIVIACOBAHA. 3aIlUTa
cTa”HoBUTCA Oojee 3 PexTUBHOM U THOKOM, €ClTU OHA JI0MyCKaeT H3MEHEHHE CBOMX MapaMeTpoB
CO CTOPOHBI a/IMMHHUCTPATOpA.



