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HOJOXEHHE
10 OPraHU3alMHU U NPOBEICHUIO PA0OT MO o0ecneYeHn o 0e301aCHOCTH

3alUIaeMod HHGOPMALIUHU, He COepKALIell CBeAeHHSs, COCTABJIAIOIIHNE
roCcy1apCcTBEHHYIO TaiiHy, Ipu eé 00padoTke B MHPOPMANMOHHBIX CHCTEMAX
oprasa

1. OBLIME IOJIOKEHUA

1.1 Hacrosmee IlonoxxeHue mo opraHu3aluu U IMPOBEIEHUIO padbOT IO
o0ecrieueHn0 0O€30MacHOCTH 3alMIAaeMOi HMHQpOpMalUU, HE CoJepKallei
CBEJICHUS, COCTABIIAIOIINE TOCYJAApCTBEHHYIO TailHy, Hpu €€ o00paboTke B
MH(POPMALlMOHHBIX cHucTeMax opraHa (nanee — Ilonoxxenue) paspaboTaHo B
cooTBeTcTBUM ¢ DeaepayibHbIM 3aKkOHOM OT 27 utoig 2006 r. Ne149-d3 — «O06
uH(popManuy, HHPOPMALMUOHHBIX TEXHOJOTHUAX M O 3aluTe HHPOPMALUWY,
®enepanbHbiM 3ak0HOM OT 27 uronsg 2006 r. Ne 152-®3 «O mnepcoHaIbHBIX
JAHHBIX», TocTaHoBieHueM IIpaButenscTBa Poccuiickoit @eaepaunn ot 1 HOSOps
2012 r. Ne 1119 «O6 yTBepxkaeHUN TpeOOBAHUMN K 3aIIUTE MEPCOHAIBHBIX JAHHBIX
npu ux o0paboTke B HMH(POPMAIMOHHBIX CHCTEMaX MEPCOHATBHBIX TAaHHBIXY,
noctaHoBiieHuem lIpaBurensctBa Poccuiickoit @eaepanuu ot 21 mapra 2012 r.
Ne211 «OO6 yTBepkAeHUM TMEpedyHs Mep, HaNpaBICHHBIX Ha obecreueHue
BBINIOJIHEHUS O00S3aHHOCTEH, NperycMOTpeHHbIX dDenepanbHbiM 3aKoHOM  «O
NEPCOHANIBHBIX JIAHHBIX» W MPUHATHIMU B COOTBETCTBMM C HUM HOPMATHUBHBIMHU
NPaBOBBIMM AKTAMH, OIEPATOPAMHU, SIBISIOUIMMUCA TOCYIapCTBEHHBIMU WITU
MYHMILIMIIAJbHBIMA ~ OpraHamuy», mnpukazom  dDenepanbHoil  cioy)0bl 1O
TEXHUYECKOMY M O3KCIOPTHOMY KOHTpoiito oT 18 deBpansa 2013 r. Ne2l «O06
yTBepxkaeHnn CocraBa H conepkaHusi OpraHu3alMOHHBIX U TEXHUYECKUX MEp I10
oOecreyeHno 0e30MaCHOCTH MEePCOHANBHBIX JAHHBIX MpU HX 00paboTKe B
MH(OPMAIMOHHBIX CUCTEMAaX MEPCOHAIBHBIX JaHHBIX», IpukazoM denepanbHOU
CILyOBbI IO TEXHUYECKOMY U IKCIIOPTHOMY KOHTpOout0 oT 11 deBpans 2013 . Ne 17



«O06 ytBepknaeHnn TpeOoBanmii O 3ammre HHPOpPMAIMHM, HE COCTABJISAIOIICH
rOCy/apCTBEHHYIO TaliHy, COJIEpKalleiicsl B TOCYAapCTBEHHBIX HHPOPMAIIMOHHBIX
CHCTEMaX.

1.2. Henp pazpaboTku HacTosmero [lojgoxeHuss — ycTaHOBJICHHUE TOPSAKa
OpraHM3aIMH U MPOBEACHUS PabOT Mo oOecreueHN0 0e30MacCHOCTH 3alUIaeMOM
uHpOpPMAIIH, HE COZICpIKAIIIel CBEACHHUS, COCTABIISAIONINE TOCYIapCTBEHHYIO TaltHy
(manmee — 3amumiaeMas uHpopManus, HHpopMaIusa), B HH(YOPMAIIMOHHBIX
cucremax (manee — MC) BemoMcTBa Ha Bcex cTanusx (3tanax) co3ganus MC, B xome
ee KCIUTyaTalliy ¥ BBIBOJA U3 IKCILTyaTalllu.

1.3. PykoBoauTenb BEAOMCTBA HECET NMEPCOHAIBHYIO OTBETCTBEHHOCTH 3a
oOecrieueHre MHGHOPMAITMOHHON 0€30TTaCHOCTH BEIOMCTBA.

1.4. K 3ammmaemoit undopmanuu, obOpabatsiBaecmoit B HMC oprana.
OTHOCHUTCS Cieayroias nHpopmanus:

- NEpPCOHANBHBIE JIaHHBIE, cojAepKamuecss B  HH)OPMAIIMOHHBIX
CHCTEMaXx MEePCOHABHBIX JTaHHBIX BEJJOMCTBA:

- uHdopmalusi, HE  COJEp)Kallas  CBEICHHUSA,  COCTABJISIIOLIUE
roCyJIapCTBEHHYIO TailHy, cojep Kaliascsi B roCy1apCTBEHHBIX UH(POPMAIIMOHHBIX
CHUCTEMaX BEJIOMCTBA.

2. TEPMUHBI 1 OITPEJAEJIEHUSA

2.1. B HacrosmeMm [lonokeHnn UCnonb3yroTces clieayomue TepMuasl 1 HX
OINpEIEICHUS:

NudopmanuonHas cucreMa — COBOKYIHOCTb COJEpKaluxcsi B 0aszax
JTaHHBIX WHGOpMAIMK U O00ECIeUMBAIOIIMX €€ 00padoTKy HH(POPMAIMOHHBIX
TEXHOJIOTUA U TEXHUYECKUX CPEICTB.

Kondpuaenunanbuocts uHpopManmu — 0053aTeIbHOE ISl BBITIOJIHEHHUS
JUIOM, TMOJYYUBIIMM JOCTYN K OINpeAeleHHOW uHpopManuu, TpeOOBaHUE HE
nepeaaBaTh TaKyo HH()OPMAIMIO TPETHUM JIMILIAM Oe3 coryiacus ee o0sanaress.

HecaHKkuMOHUMPOBAHHBIN A0CTYN (HECAHKIMOHUPOBAHHBIE ACHCTBUA) —
JOCTyIl K MHGOpMALIMK WM JEHUCTBUA ¢ MHQOpMalMel, Hapyllalolue MpaBuia
pasrpaHUYEHHUs TOCTyNa C UCIOJIb30BAHUEM IITATHBIX CPEACTB, IIPENOCTABIIIEMBIX
UH(GOPMALMOHHBIMU CUCTEMaMHU.

Oo0padoTka uHpopmauuu — nedicTBus (omepanuu) ¢ HHPOPMAIUEH,
BKJItoYasi cOOp, 3amuch, CHUCTEMAaTH3allMI0, HAKOIUIEHUE, XpaHEHHE, YTOUHEHHUE
(oOHOBNEHME, U3MEHEHUE), U3BJICUCHUE, UCITI0JIb30BaHUE, nepeaavy
(pacnpocTpaHeHue, TpeAOCTaBlIE€HUE, JOCTYI), OJOKUpOBAHHWE, YyaJCHUE,
YHUYTOXEHUE UH(OpMaIUu.



Oneparop — TrpakIaHWH WM OPUAUYECKOE JIUIO, OCYLIECTBIIAIOLINE
NEATEILHOCTh IO JKCIUTyaTaliui WH(POPMAIMOHHOW CHCTEMBI, B TOM YHUCJE IO
oOpaboTke nHpOopManuu, coaepxkarieiics B e€ 6a3zax nanHbiX. B cmydae o6paboTku
MEPCOHAIBHBIX JTAHHBIX MO OMEPATOPOM IMOHUMAETCSl TOCYJapCTBEHHBIN Opra,
MYHUIIUTIATBHBIA OpraH, IOpUINYECKOe WK (PU3UYECKOE JIUIIO, CAMOCTOATEIBHO
WIM COBMECTHO C JAPYTMMH JIMIIAMH OpPraHU3yIolue U (WJIM) OCYHIECTBIISIONIUE
00pabOTKy MEepPCOHAIBHBIX JAHHBIX, a TAKXKE OMpPENesAIoNne Leau 00paboTKu
MEPCOHANIbHBIX JIaHHBIX, COCTAB MEPCOHATBHBIX JaHHBIX, MOJIEKAIINX 00padOTKe,
nercTBus (omepalum), COBEpIIaeMbIe C IEPCOHATBHBIMU JTAHHBIMHU.

Texnudeckue cpeacrBa HHPOPMAUMOHHOW CHCTEMBI — CpEACTBa
BBEIYHCIIUTEIILHON TEXHUKHA, HWH(GOPMAIMOHHO-BBIYUCINTEIBLHBIE KOMILIEKCH U
CETH, CPEJICTBA U CUCTEMBI ITepeaun, mpueMa u 00paboTku nHpopMaluu (cpeacTra
U CHUCTEMBI 3BYKO3aMHUCH, 3ByKOYCUJIEHUS, 3BYKOBOCIIPOU3BEICHMU S, IEPETOBOPHBIC
TEJICBU3UOHHBIE  YCTPOMCTBA, CPEACTBA  M3TOTOBJECHUSA, TUPAKUPOBAHUS
JIOKYMEHTOB U JPYTH€ TEXHUYECKUE CPe/ICTBa 0OpabOTKH pedyeBoid, rpadruueckoid,
BUJIEO- U OYKBEHHO-IIM(PPOBOW HWH(MOpMANUU), MpPOrpaMMHBIE CpEACTBA
(omepalOHHBIE CUCTEMBI, CUCTEMBI yIIpaBieHUs 0a3aMu TaHHBIX U T.I1.), CPEICTBA
3aIUTHl UHPOpPMAITUN ).

IlepconanbHble JaHHBIE — JII00ast HTH(POPMAIIUSL, OTHOCSINAACS K TIPSIMO UITU
KOCBEHHO OIIPEACIICHHOMY WJIU OIpenaesisieMoMy (u3ndeckoMy nuny (CyObekTy
MEePCOHANIBHBIX JJAHHBIX).

[Hoab30BaTeib MH(POPMALMOHHON CHCTEMbI — JIMIO, YYacCTBYIOILEE B
(GyHKIIMOHUPOBAHUU UH(GOPMAIITMOHHON CUCTEMBI WJIM HUCIIOJIB3YIONIEE PE3yIbTaThl
ee (PyHKIMOHUPOBAHMUS.

CpencrBa BbIYMCJIUTEIbHOM TEXHHMKH — COBOKYITHOCTh MPOTPAMMHBIX U
TEXHUYECKUX  DJIEMEHTOB  CHUCTeM  O00pabOTKM  JaHHBIX,  CIIOCOOHBIX
(GyHKIIMOHUPOBATH CAMOCTOSATEIHLHO HIIM B COCTaBE JPYTHX CUCTEM.

Yrpo3sl Oe3onmacHocTH HMHGOPMANMM — COBOKYIIHOCTh YCIOBHU U
(bakTopoB, CO3MAIONIMX OMACHOCTh HECAHKIMOHUPOBAHHOTO, B TOM YHCIIE
CIy4yailHOro, JIOCTyna K HWH(OpMaIuu, pe3yabTaTOM KOTOPOTO MOXKET CTaTh
YHUUYTOXXEHUE, HW3MEHEHHE, OJIOKUpOBaHUE, KOMUPOBAHUE, PaCIPOCTpPAHEHUE
nH(popMaInu, a TakKe WHBIX HECAaHKIIMOHUPOBAHHBIX JEUCTBUH MPpHU €e 00paboTKe
B MH(OPMAITMOHHOU cHCTEME.

YHuuro:xkenue wuHpopmManum — JCUCTBHS, B pPE3yJbTaT€ KOTOPBIX
CTAaHOBUTCSI HEBO3MOXXHBIM  BOCCTAHOBUTH  cojaepkaHue WHPOpPMAIMH B
nH()OPMAITMOHHONW cucTeMe U (WJIM) B Pe3yJIbTaTe KOTOPHIX YHHUYTOXKAFOTCS
MaTepuaibHbIe HOCUTENU UH(POPMAITUH.

YpoBeHb 3aIIUIIIEHHOCTH TMEPCOHAJBHBIX [JaHHBIX — KOMIUJIEKCHBIN
MoKa3aTesb, XapakTepUu3yroluii TpeOoBaHus, UCTIOTHEHNE KOTOPBIX 00eCIeunBaeT



HEUTpaJIU3aIUIO ONPEEICHHBIX YIpo3 0€30MacHOCTH NEPCOHANBHBIX JTaHHBIX MPH
ux 00paboTke B UHPOPMAITMOHHBIX CUCTEMAX MEPCOHATHHBIX TAHHBIX.

IesocTHOCTL MH(pOPMANUM — CHOCOOHOCTH CPENICTBA BBIYUCIUTEIBHON
TEXHUKA WM WHPOPMAIMOHHONW CHCTEMBI OOeCleuYnBaTh HEU3MEHHOCTH
uH(pOpMaIlUU B YCIOBUAX CIy4alHOro H (WJIM) MpPEeIHAMEPEHHOTO HCKaKEHUS
(pazpyiieHus).

3. HOPAAOK OPTAHU3ALMUII TPOBEJEHUSA PABOT IO
OBECIIEYEHHMIO BE3OITACHOCTU HH®OPMAIIUN

3.1. Tlom opranuzamueit oOecredeHusT OE30MACHOCTH  3aIUIIAeMON
uHpopmaiuu npu ee 0opadotke B IC noHnumaercst popmMupoBaHue U peanu3aius
COBOKYMMHOCTH COIVIACOBAHHBIX MO €M, 3aJadaM, MECTy U BpPEMEHH
OpraHU3allUOHHBIX W  TEXHMYECKUX  MEPONPHUATHUM, HAMpaBIEHHBIX  Ha
MUHUMU3AIUI0 yiiepbda OT BO3MOXKHOW pealu3aluu  yrpo3 0€30macHOCTH
3aluImaeMoil mHpopMali, peanu3yeMbIX B paMKax CO3JaBa€MOM CHCTEMBbI
3amuThl uHPopmaiuu (ganee - C31).

3.2. C3U Bkitoyaer B ceOsl OpraHU3alMOHHbIE U (MJIM) TEXHUYECKUE MEPBI,
ONpE/ENCHHBIE C YYE€TOM aKTyaJlbHBIX Yrpo3 O€30MacHOCTH 3allUIaeMOi
uH(MOpMAaIUU, YPOBHS 3alIUIIEHHOCTH MEPCOHANBHBIX JaHHBIX (manee - [1/IH),
KOTOpBI HEOOXOAMMO O0O0€eCHednTh, Kilacca 3alllMUIEHHOCTH TIOCYyIapCTBEHHON
uHpopmarmonHor cucrtembl (manee - ['MC) u uHDOpMAIMOHHBIX TEXHOJOTHUH,
ucnons3yemsix B MC.

3.3. Be3onacHocTh 3amuiiaemMoil uH@opMauuu npu ee obpadotke B MC
obOecrnieunBaeT BEJOMCTBO WJIM JIMIIO, OCYIIECTBIIsIOIIee 00pabOTKy 3amuiiaeMoi
uH(pOpMAIUU TI0 MOPYYEHUIO BEIOMCTBA HAa OCHOBAaHWU 3aKIIOYAEMOTO C ITUM
JIMIOM JIOTOBOpa (Jajiee - yImoJIHOMOYEHHOE JIULO). JloroBop MeX 1y BEJOMCTBOM U
YIOJIHOMOYEHHBIM JUIIOM JTOJIKEH npeaycMaTpuBaTh 00s13aHHOCTD
YIOJIHOMOYEHHOTO JIMIla 00ecrneunTh 0e30MacHOCTh 3aluiaeMoil nHpopManuu
npu ee oopadotke B UC.

3.4. 3ammura undopmarmu, coaepxkameiics B MC, obecrneunBaeTcs myTem
BEITIOJTHCHUST BEIOMCTBOM TpeOOBaHWN K OpraHW3allud 3alluThl WH(pOpMaIuy,
conepxkameiics B WMC, u TpeboBaHuii K Mepam 3amuThl HH(OpMaIuH,
coaepxarerics B C.

3.5. BenomMcTBOM Ha3HayaeTcs JMIO, OTBETCTBEHHOE 3a OPraHU3aLUIo
00pabOTKM MepCOHATBHBIX JTAHHBIX TPU UX 00pabOTKE B BEJIOMCTBE.

3.6. na oOecrnedeHuss ©O€30MACHOCTH  3alllMIAEMON  HMH(POpPMALUH,
conepxkarteiicst B IC, Be1oMCTBOM Ha3HayaeTcs CTPYKTYpHOE MOApa3IeTICHUE UK
JIOJDKHOCTHOE JIUIO (COTPYHUKH), OTBETCTBEHHOE 3a obecrieueHue 6€30macHOCTH
NEPCOHANIBHBIX JAHHBIX U 3a 3aluTy MHGOpMAILMK, HE COJAepXkallell CBeIeHus,



COCTABJISIIONIME TOCYJApPCTBEHHYIO TailHy, B HH(POPMAIMOHHBIX CHUCTEMAaX
BeoMcTBa (asiee - OTBETCTBEHHBIN ).

3.7. Ana npoBeaeHus pabOT mo 3amuTe WHOOpPMALMK B XOJIE€ CO3JaHUS,
AKCIUTyaTalliM W BhIBOAAa W3 3kciutyatauuu MC BemoMcTBa B COOTBETCTBHM C
3aKkoHOJaTeIbCTBOM Poccuiickoit deneparuu mpu He0OXOAMMOCTH MPUBIIEKAIOTCS
OpraHu3alliy, UMEIOLUE JIMIEH3UI0 Ha JEATEeIbHOCTh M0 TEXHUYECKOW 3alluTe
KoH(puIeHnanpHoi nadopmaiuu B coorBeTcTBuu ¢ denepanbHbIM 3aKOHOM OT 4
Mast 2011 r. Ne 99-®@3 «O nuiieH3upOBaHUMU OTAECIBHBIX BUJIOB JACATEIBHOCTH.

3.8. Ilppu HEOOXOOUMOCTH K OCYLIECTBICHUIO MEPOIPUATUH 110
OOHApYKEHUIO, TIPEAYIPESKIACHUIO W JIMKBUAAIIUN TOCIECICTBHA KOMITBIOTEPHBIX
aTak M pEarupoBaHUIO HA KOMIIBIOTEPHBIC HHIIMACHTHI MOTYT TPUBJIEKATHCS
CHeIUMaIN3UPOBAaHHBIE OPTaHU3AIINH, SBIISIOIIMECS aKKPEAUTOBAHHBIMU IIEHTPaMU
rOCyJapCTBEHHOW CHUCTEMbl OOHAPYKEHHUS, MPEAYNPEKJACHUS € JUKBUIAIUU
MOCJIEJICTBUM KOMIBIOTEPHBIX aTak Ha MH(pOpPMAIMOHHBIE pecypchl Poccuiickoit
@denepanuu (32 HUCKIIOYEHUEM CIIydasi, MPEAyCMOTPEHHOIO TMOJAIMYHKTOM «O»
nyHkTa 5 Yka3a [Ipesunenta Poccuiickonn @enepannu ot 1 mas 2022 r. Ne 250 «O
JIOTIOJIHUTENIBHBIX Mepax I0 O0eclneueHn0 HHPOpMAIMOHHOW 0€30macHOCTH
Poccuiickoit @eaeparuny),

3.9. lna obecneuenus 3amuThl uHGOpManuu, couepxkaieiics B UC,
MPUMEHSIOTCS CPEJICTBA 3aIIUTHI HH(POPMALIUU, TTPOIIEIINE OIEHKY COOTBETCTBUS
B (¢dopme 00s3aTenbHON cepTU(UKAlMM HAa COOTBETCTBUE TPEOOBAHUSM IO
6e3omacHoCTH MH(OpPMAIMK B COOTBETCTBUU CO cTaThel 5 DenepalibHOTO 3aKOHA
ot 27 nexadpst 2002 r. No 184-D3 «O TeXHUYECKOM PEryJIUPOBAHUI.

3.10. 3ammra undopmaruu, coxepxaieiics B UC, sBisieTcss cOocTaBHOM
4acThl0 paboT mo co3nanuio U skcmutyatanuu MC u obOecrieunBaercs Ha Bcex
CTaausIX (3Tanax) ee Co3AaHusl, B XOJ€ SKCIUIyaTalluu U BbIBOJA U3 IKCILUTyaTallUH
MyTeM TMPUHATUS OPTraHU3AIMOHHBIX M TEXHUYECKUX MEp 3alluThl MH(OpMAIIUH,
HalpaBJICHHBIX Ha OJIOKMpOBaHWE (HEUTpaiHM3alvio) Yrpo3 0e30MacHOCTU
unpopmaruu B C, B pamkax C3U.

3.11. OpraHu3alMOHHBIE W TEXHUYECKHUE MEpPbl 3alUThl HHPOpPMALIUH,
peanuzyembie B pamkax C3U, nomxHbI ObITh HANPABIIEHBI HA HCKITIOYEHHE:

— HEMPaBOMEPHBIX  JIOCTyIa, KONUPOBAHUS, MPEJOCTABICHUS WU
pacnpoCTpaHEHUs nHpopMaruu (obOecrieueHME KOH(PHUACHIINATIEHOCTH
uHbopmaIun);

— HEMPaBOMEPHBIX YHUUYTOXKEHUS WM MOIUPUIUPOBaHUS HHGPOPMAIUU
(oOecnieyeHue 1eIOCTHOCTH UHPOPMAIUN);

— HEMpPaBOMEPHOIO OJIOKUpOBAHUS uHdopmaruu (oOecmieueHue
JIOCTYITHOCTH UH(GOPMAIIHH).



3.12. Jlna oGecnedyenus 3ammThl HHpOpmMaruu, conepxamieics B HC,
MPOBOJISTCS CAEAYIOUIUE MEPOIIPUSTHUS:

— (opMupoBaHue TpeOOBaHUM K 3amuTe MHGOPMAIMH, COJAEpKallecs B
NC;

— paspabotka C3U;

— BHenpenue C3U;

— arrecraisi MMC mo TpebGoBanusM 3ammthl uHbOpManuu (nanee —
arrecranus NC):

— obecreueHue 3aUThl HH(HOPMALIMY B XO/I€ IKCILTyaTallii aTTeCTOBAaHHON
NG,

— of0ecrieyeHue 3alMThl MHPOpPMALIMU TIPU BBIBOAEC U3 IKCIUTyaTalUH
arrectoBanHoii MC wim mocie npuHSTHS pemieHuss 00 OKOHYaHUU 0O0pabOTKH
uHdopmaIuu.

3.13. B uensx OCYLIECTBICHUS MOHUTOPHUHIA, IPETyCMOTPEHHOTO
IIOAIYHKTOM «B» IMyHKTa 5 Ykaza [Ipesunenrta Poccniickon ®@enepanuu ot 1 mas
2022 r. Ne 250 «O nOMOJHUTENBHBIX MEpPax MO 00eCneYeHNn0 HHPOPMALIMOHHON
oe3zonacHoctn Poccuiickoit  ®enepanuun», JOKHOCTHBIM —JIMI[AM  OpPraHOB
dbenepanbHOl Ci1yKO0bI 0€30MaCHOCTU pa3pelIaeTcsi OeCPEensITCTBEHHbIN A0CTYII (B
TOM YHCIIE YJaJeHHBIM) K MPUHAJUICKAIMM BEIOMCTBE MO0 HMCIOJIb3yEeMbIM
BEJIOMCTBOM HH(OPMAIMOHHBIM pecypcam, JIOCTYN K KOTOPbIM O0OECIedYrBaCTCS
MOCPEJICTBOM HMCIOJIb30BaHUSI HMHGOPMAIIMOHHO-TEJIEKOMMYHHUKAIIMOHHON CceTH
«HTEepHET”.

3.14. OtBercTBeHHBIA 3a obOecrnedueHHe WHOOPMAIMOHHOW OE30TaCHOCTH
OCYUIECTBIISIET OPTaHU3ALUIO U KOHTPOJIb UCTIOTHEHUS:

— yKa3aHWW, JaHHBIX OpraHamu (eaepaybHON CIIykObl 0€30MacHOCTH TIO
pe3yJibTaTaM MOHUTOPHHTA;

— OpPraHU3alMOHHBIX H TEXHUYECKUX MeEp, pelIeHHe O HEeoOXOIUMOCTHU
OCYILIECTBICHUSI KOTOphIX mpuHsiTo DenepanbHoli cimyx00i 0e30MacCHOCTH
Poccuiickoit ®enepaunin u  DenepanbHON CIIy»KO00M MO TEXHUYECKOMY U
AKCHOPTHOMY KOHTPOJIIO B NpPEAeNiax MX KOMIIETCHIIMM U HAIMPABJIEHO B aJpec
BEJIOMCTBA.

4. DOPMUPOBAHUE TPEBOBAHUU K SAINUTE HOOPMAILIUU,
COJIEP)KAIIENCSA B UH®OPMAIIMOHHOM CUC TEME
4.1. ®opmupoBaHue TpeOOBaHUMN K 3amuTe UHGOPMAIIUU, COACPIKAIICHCS B
NC, ocyliecTBIIsIETCS BEIOMCTBOM.
4.2. ®opmupoBaHue TpeOOBAHUH K 3amUTe MHPOPMAIIUU, COACPKAIIEHCS B
NC, BxIrouaer:



— TMPUHATHE peUieHus O HeoOXOAWMOCTH 3alMThl  WH()OpMAaIuHy,
conepxaieiics B UC;

— knaccupukamuio HMC mno  TpeOoBaHMSIM  3alUThl  UHGOPMAIIUH,
omnpezenenue ypoBHs 3auuiieHHocty [1/1n npu ux odpabdotke B UIC;

— OIpeAeNIieHne yrpo3 0e30MacHOCTH WH(OpMaIuu, peaau3anus KOTOPBIX
MOJKET MPUBECTH K HapylieHuto 6ezonacHoctu undopmarmu B IC, u pa3pabotky
Ha UX OCHOBE MOJIEH yTpo3 0e30MacHOCTH HH(POpMAIIH;

— omnpenenenue Tpedoanuii k C3U.

4.3. Ilpu npuHATAM penieHusT 0 HEOOXOAMMOCTH 3alIUThl MHPOpPMALIUH,
conepxaierics B UC, ocymiecTBisieTcs:

— aHaym3 ueneut coznanusa MC u 3amay, pemaemsix atoid UC;

— onpeneneHue nHpopManuu, nojnexaieid oopadotke B UC;

— aHAJIM3 HOPMATUBHBIX IPABOBBIX AKTOB, METOAMYECKUX TOKYMEHTOB H
HaIIMOHAJIBHBIX CTAHJAPTOB, KOTOPHIM JIOJKHA COOTBETCTBOBATH MC;

— MNpUHATHE penieHuss o HeoOxomumoctu co3ganus C3U. a  Ttakke
onpejienieHre 1ene u 3amad 3amutbel uHGopMmanuu B MC, OCHOBHBIX ATaros
cozganust C3U u pyukimu no odbecrneyeHunto 3aiuThl HHHOPMAIIIH, COIepKaIIeHCs
B UC.

4.4. Pesynbrathl knaccudukanuu MC odhopmiastoTcs: akToM KitacCU(UKAIIUN.

4.5. PesynbraTel ompeaeneHus ypoBHS 3amuuieHHoctd II/IH mpu ux
o0pabotke B IC oopMIisaroTcs akToM onpeiesieHHs] YPOBHSI 3alUIIIEHHOCTH.

4.6. Yrpo3sl 0e3omacHOCTH MHGOPMALMKM OMNPENEISIOTCS MO Pe3ysbTaram
OIICHKH BO3MOXHOCTEW (TMOTEHIIMAaNa) BHEIIHUX M BHYTPEHHUX HapyIIUTEJEH,
aHanu3a BO3MOXKHBIX ysa3BuMocTel MC, BO3BMOXKHBIX CIIOCOOOB peain3aliud yrpo3
6e3omacHOCTH MH(OPMAIUU U TIOCTEACTBUIN OT HAPYILIEHUSI CBOMCTB O€30MAaCHOCTH
uHdopmaruu (KOHPUIECHITUATHLHOCTH, IIEJIOCTHOCTH, IOCTYITHOCTH).

4.7. B xauecTBe UCXOJHBIX JAHHBIX JJIs OMpeAeeHus: yrpo3 0€30MacHOCTH
MH(pOpPMAIMU HUCIOJIb3yeTCsl OaHK JaHHBIX yrpo3 Oe30MacHOCTH HH(OpMaluu
(bdu.fstec.ru), Beaenue koroporo ocyuectpisiercss ®CTIK Poccun.

4.8. Ilpu ompeneneHuu yrpo3 0€30MacHOCTH WHGOPMALUHM YUUTHIBAKOTCS
CTPYKTYypHO-(DyHKIIMOHANbHBIE XapakTepucTuku WMC, BKIIOYAIONINE CTPYKTYpY H
cocra UC, ¢duszmyeckue, norudeckue, (yHKIUOHATBHBIE U TEXHOJOTUYECKHE
B3auMocBsi3M Mexay cermentramu WC, ¢ wmabiMu UC u unbopmarmoHHO-
TEJICKOMMYHUKAIIMOHHBIMU CETSAMU, peKUMbI 00padoTku nHpopmaruu B IC u B ee
OTIIEIBHBIX CETMEHTaX, a TaKke WHbIe xapakrtepuctuku HC, mpuMeHseMbIe
MH(OpPMAIMOHHBIE TEXHOJIOTUN U OCOOEHHOCTH €€ (PYHKIIMOHUPOBAHMUS.

4.9. Ilo pe3ynbTatam ompeseneHus yrpo3 0e30nacHoCTH UHGOPMAITUU TIPH
HEOOXOJAMMOCTH  pa3padaThIBAIOTCA  PEKOMEHIAIMA MO0  KOPPEKTUPOBKE



CTPYKTYpHO-(DYHKIIMOHANBbHBIX ~ xapakrtepuctuk  WC,  HampaBieHHble  Ha
OoxkupoBaHue (HEUTPaTU3aIHIO) OTACIBHBIX YTPO3 0€30MMacCHOCTH MH(GOPMAIIHH.

4.10. Mopenp yrpo3 Oe3omacHOCTH WHGOPMAIMKM JOJDKHA COJEPKATh
omucanne MC u ee CTpyKTypHO-(DYHKIIMOHAJIBHBIX XapAaKTEPUCTHUK, a TaKKe
omMcaHue yrpo3 0Oe30macHOCTH HH(OpPMAllMK, BKIIOYAIONIEe  OIMKMCAHHE
BO3MOXKHOCTEH HapymuTeneil (MoJenb HapylIIUTEeNs), BO3MOXHBIX YSI3BUMOCTEH
NC, ciocoboB peanuzanuu yrpo3 6€30MacHOCTH MH(POPMAILIUU U TOCIEACTBUI OT
HapyIIEHHUsI CBOMCTB 0€30MaCHOCTH HH(POPMALIUH.

4.11. TpeboBanuss k C3U onpenensitoTcsi B 3aBUCUMOCTH OT KJacca
sanmuiiennoctu UC, yposust 3amumiennocts [1/1a mpu nx od6padotke B IC u yrpo3
Oe3omacHOCTH HMH(POpPMAIMK, BKIIOYEHHBIX B MOJEIb Yrpo3 O€30MacHOCTH
nHpopMaruu.

4.12. Ilpu ompenenenun tpeboBaHuit k C3W ydHUTHIBAIOTCS MOJOKEHUS
MOJIMTUKU BEOMCTBA B OTHOIIEHUU 00paOOTKU NEPCOHAIBHBIX JAHHBIX.

5. PABPABOTKA CUC TEMbI 3AIIUTHI TH®OPMALIUN

5.1. Pazpabotka C3U opranusyercsi BEJOMCTBOM.

5.2. Paspaborka C3U ocymiecTBiasieTcs B COOTBETCTBHH C TEXHUUYCCKHM
3amanueM Ha co3znanre C3U1 1 B TOM Yucie BKIKOYAET:

— npoextupoBanue C3U;

— pa3paboTKy PKCIUTyaTallMOHHOM nokyMeHnTanuu Ha C3U;

— MaketupoBaHue u tectupoBanue C3U (mpu HEOOXOUMOCTH).

5.3. C3U He noipKHa NPEensiTCTBOBATH AOCTHKEHMIO 11esien co3nanust C u ee

(YyHKIMOHUPOBAHUIO

54. TIlpu paszpaborke C3U ynuthiBaeTcss ee  HMHGOPMAIMOHHOE
B3aumozeiicteue ¢ uHbiMU WMC u uHpOpMaIMOHHO-TEIEKOMMYHHUKAITMOHHBIMU
CETSIMU.

5.5. Ilpu npoextupoBanun C3U  OCYLIECTBIAIOTCS  CIEAYIOIINE
MEpOTIPUSITHSA:

— OMPENEeNAIOTCA TUIMBl CYOBEKTOB A0CTyma (IMOJIh30BaTENM, MPOLECCHl U
WHBbIE CyOBEKTHI IOCTYNa) U 00BEKTOB JOCTYIIA, SBJISIFONTUXCS 00bEKTaMU 3aIUThI
(yctpoiicTBa, 00bEKTHI (PaitjIoBOM CHCTEMBI, 3aITyCKaeMbI€ U UCTIOTHSIEMbIE MOTYJIH,
OOBEKThl CHCTEMBI yMpaBjieHUs 0a3aMu JaHHBIX, OOBEKTHI, CO3/JaBaeMbIC
MPUKIIAJAHBIM [IPOTPAMMHBIM 00€CrIeYeHUEM, HHbIE 00BEKTHI JOCTYIIA);

— ONpENENATCS METOAbl YHpPaBICHUA JOCTYNOM  (JAUCKPELMOHHBIM,
MaHJIaTHBIA, POJICBOM WJIM WHBIE METOMbl), TUIBl JOCTyna (YTEHHUE, 3alucCh,
BBITIOJTHEHWE WJIM MHBIE THUIIBI JOCTyNa) W MpaBWJIa Pa3rpaHUYEHUs] J1OCTYyIa



CyOBEKTOB JocTyna K OOBEKTaM JocTyla (Ha OCHOBE CIHCKOB, METOK
0€30MacHOCTH, POJIEH U UHBIX NPaBUII), oanexamue peanusaunu B C;

— BBIOMpAIOTCS MEpbl 3alIUThl MHPOPMALIUU, MOJUISKALIUE pean3allui B
C3U;

— ONpENENSIIOTCS  BHABI W THUMOBl CPEACTB 3allUThl  MH(OpMAIIUH,
00ecreunBaoIINe PeaTu3alnio TEXHUYECKUX Mep 3alIUThl HHPOpMAIIH;

— omnpegensercs crpykrypa C3U, Bkitoyasi cocTaB (KOJIMYECTBO) M MecCTa
pa3MEIIEHUs €€ 3JIEMEHTOB;

— OCYILECTBIISIETCS BBIOOD CpEICTB 3aIIUTHI uHbOopMaIy,
CepTU(PUITMPOBAHHBIX HA COOTBETCTBHE TpPeOOBAaHUAM MO 0€30 TMAaCHOCTHU
uHbOpMaIlMU, C YYETOM HUX CTOMMOCTH, COBMECTUMOCTH C WH(OPMAIMOHHBIMU
TEXHOJIOTUSIMU W TEXHUYECKUMHU CpEACTBaMHU, (YHKIHMI O€30MacHOCTH 3THUX
CPEICTB U OCOOCHHOCTEH MX peaju3alvu, a Takxke kiacca 3amuiieHHoctu UC,
ypoBHs 3anuinenHocty [1/1xn npu ux odpadotke B UC;

— omnpeAeNsitorcss TpeOOBaHMUS K MHapaMmeTpaM HaCTPOMKHM MPOrpaMMHOIO
oOecrieueHusi, BKJIKOYas [pOorpaMMHOE  OO€CI€YEeHUE CPEACTB  3allUTHI
uH(popmanuu, 00eCleynBAIOIINE PEATU3ALMIO MEP 3aIUTH HHOPMAIIUH, a TAaKkKe
yCTpaHEHHE BO3MOXKHBIX ys3BuMocTer MC, npuBoaAmNnX K BOSHUKHOBEHUIO YTPO3
0e30macHOCTH MH(pOpMaLUy;

— OMNpEAENSIIOTCA Mepbl 3allUThl HMH(QOpMaUMU TOpH HUHPOPMALUOHHOM
B3aumozeiictBun ¢ uHbIMM WC u uHPOpMaAMOHHO-TEIEKOMMYHUKAIIMOHHBIMU
CETSIMU.

5.6. Pesynbratel mpoektupoBanus C3M oTpaxkaroTcss B MOPOEKTHOU
nokyMmeHrtauu Ha UC.

5.7. llpu OTCYTCTBUM HEOOXOIMMBIX CpPEICTB 3alIUThl HHPOPMALINH,
CepTU(UIIMPOBAHHBIX HA COOTBETCTBHE TpeOOBaHUSAM IO 0E30MacHOCTH
uHdopmaluu, opraHuzyercs paspaborka (gopaboTka) CpEACTB  3alUThI
uHbOpMallMl U UX cepTUPUKALUI B COOTBETCTBHUM C 3aKOHOJATEIbCTBOM
Poccniickon denepannn WM NPOU3BOANUTCS KOPPEKTUPOBKA MTPOEKTHBIX PELIEHUN
no MC u (mmm) ee C3U ¢ ydyeroM (pyHKUHOHATBHBIX BO3MOXHOCTEH MMEIOLIUXCS
CEepTUPHUIMPOBAHHBIX CPEJCTB 3AIIUTHI HTHPOPMALIIH.

5.8. PazpaboTka  sKcIUlyaTallMOHHOW — JokyMeHTaruu  Ha  C3U
OCYLIECTBJISIETCS B COOTBETCTBUM C TEXHUYECKHUM 3a7aHueM Ha cosganue C3U.

5.9. Ilpm wmakerupoBannn u TectupoBannun C3U B ToM 4yucie
OCYLIECTBJISIOTCSA:

— TIpoBepKa pabOTOCTIOCOOHOCTH U COBMECTUMOCTH BBIOPAHHBIX CPEICTB
3alUThl UHPOpPMALMKU C UHPOPMALUMOHHBIMU TEXHOJOTHSIMHU U TEXHUYECKUMU
CpEelICTBAMHY;



— TMPOBEpKa BBIMOJHEHUSI BEIOPAaHHBIMU CPEICTBAMU 3aIIUTHI HH(OpPMALIUU
TpeboBanmii kK C3U;

— KOPPEKTHPOBKA MPOEKTHBIX pEeUICHUM, pa3pabOTaHHBIX MpPHU CO3AAHUU
C3M1.

5.10. MaketupoBanue C3U u ee TECTUPOBAHHUE MOKET IPOBOJUTHCS B TOM
YHUCJIE C UCIOJIb30BAHUEM CPEJICTB U MeTOA0B MojenrnpoBanusi C u TexHomorui
BUPTYyaJIA3AL1H.

6. BHEIPEHUE CUCTEMBbI 3AIIUTHBI THO®OPMALIMU

6.1. Buenpenne C3U opranuzyercs BEIOMCTBOM.

6.2. Buenpenne C3U ocymiecTBisieTcss B COOTBETCTBUM C IPOEKTHOW H
AKCIUTyaTallMOHHOW TokyMeHTauued Ha C3U1 u B TOM 4ucie BKIIFOYAET:

— YCTaHOBKY H HACTPOWKY cpeACTB 3amnThl nHPopmanuu B UC;

— pa3paboOTKy J[JOKYMEHTOB, ONPEIENSIOMMX NpaBUjia U HPOLEAYpHI,
peannsyeMble BEJOMCTBOM JiIs oOecrieueHus 3amuThl nHpopmaruu B IC B xone ee
JKCIUTyaTalMu (Jajgee — OpraHu3alUOHHO-PACIOPSAUTENbHBIE JOKYMEHTHI I10
3aluTe UH(popMaLun);

— BHEJPEHHE OPraHU3al[MOHHBIX MEP 3aIIUThl THPOPMALIHH;

— npeaBaputenbHble ucnbiTanus C3U (mpu HeoOxoauMocCTH);

— onbITHYI0 3Kciutyaranuio C3U (mpu He0OXOAMMOCTH);

— a”anm3 ysa3Bumocted C u npuHsATHE Mep 3aluThl MHPOPMALIMK MO UX
YCTPaHEHHUIO;

— npuemouHsbie ucnbiTanuss C3U (mpu HEOOXOTUMOCTH).

6.3. YcraHoBKa H HacTpoika cpeacTB 3amuThl nHpopmanmu B MC nomxHa
MPOBOAUTHCA B COOTBETCTBUHU C JKCIUTyaTalMOHHOW JIokKyMmeHTauuen Ha C3U u
JOKyMEHTAIMEN Ha CPEJCTBA 3alIUThl HHPOPMALIUH.

6.4. PazpabarbiBaeMble OpraHM3alMOHHO-PACIIOPSIAUTENbHBIE TOKYMEHTHI 110
3a1uTe HHGOPMAIUKU TOHKHBI ONPEEATh IPABUIa U MPOLIEAYPHI:

— TUIAHUPOBAHUS MEPOTNPUATHIA 10 3anuTe nHpopmanmu B VIC;

— ynpasnenus (aamuHucTpupoBanus) C3U;

— BBISIBJICHUS WHUUACHTOB (OJHOTO COOBITHS WJIM TPYMNIbl COOBITHIA),
KOTOpbIE MOTYT MPHUBECTU K COOSIM WUiu HapyuieHuto ¢pyHkuuoHuposanus MC u
(1) K BOSHUKHOBEHUIO YTpo3 O6e30macHoCcTy nHpopmaruu (1anee — WHIUACHTHI),
U pearupoBaHus Ha HUX;

— ynpasieHus KoHpurypanueit arrecroBannoit UC u C3U;

— KOHTpPOJS 3a O0O€CleueHHeM YpOBHS 3alIUIICHHOCTH WHGOpPMAIIIH,
coaepxaerics B 1C;

— uHpopMupoBaHus U 00yuyeHus nepconana MC



— 3aIuThl MHpOpMAIMK Tpu BbIBOAE M3 dKciuryatanuu [IC umu mocne
MPUHATHUS PEIICHUsS 00 OKOHYaHUU 00paObOTKH MH(POPMAIIHH.

6.5. Ilpm BHempeHHH OpraHU3allMOHHBIX MEp 3alIUTHl HHPOPMAIIH
OCYILIECTBIISIFOTCS:

— peanu3anys OpaBuil pa3srpaHUYEHUs JOCTYIIA, PErJIAMEHTHUPYIOIINX MpaBa
JIOCTyIa CyOBEKTOB JIOCTYNA K OOBEKTaM JIOCTYyNa, U BBEJCHHE OTPAaHUYCHHUI Ha
JEHCTBHUS MOJIB30BATENEH, a TAKXKE HA U3MEHEHHUE YCIIOBUI IKCILTyaTallil, COCTaBa
U KOH(PUTYPALUU TEXHUYECKUX CPENICTB U POTPAMMHOT0 00eCTIeueHus;

— IPOBEPKAa TMOJHOTHI W [JETaJbHOCTH OINHCAaHUS B OPraHU3alMOHHO-
pacnopsiIMTENbHBIX ~ JOKyMEHTaX IO  3ammure  UHpopManuud  JeHCTBUN
noyb3oBarene u agMuHUCTpaTtopoB MC mo peanuzanuu OpraHuU3allMOHHBIX MEp
3alIUTHl THPOPMAIUH;

— oTpaboTKa  JNEHCTBUM  JOJKHOCTHBIX  JIUI M TNOAPAa3/eICHHH,
OTBETCTBEHHBIX 3a PEATU3alLMI0 Mep 3alUThl UH(POPMALIHH.

6.6. IlpenBapurenbHble  ucnbiTaHuss C3M  BKIIOYAOT — OPOBEPKY
pabotocniocobHocT C3U, a Takke NPUHATUE PEIICHUS O BO3MOKHOCTH ONBITHON
skcruryaranuu C3H.

6.7. OnbiTHas skcrutyaranus C3U BkitouaeT npoBepKy (PyHKIIMOHUPOBAHUS
C3U, B TOM uncie peann30BaHHbIX MEP 3allIUThl HHPOPMALIUHU, a TAK)KE TOTOBHOCTb
MOJIb30BATENIEN U AIMUHUCTPATOPOB K AKcIuryaTanuu C3U.

6.8. Ananmu3 ysassumocteil UC npoBoauTCsS B 1ENSAX OLEHKH BO3MOKHOCTH
npeogosieHuss HapymurenemM C3M W NpefoTBpallleHus] peain3alud  yrpo3
Oe3omacHoct wHGopMmanuu. AnHanmu3 ys3Bumocted IIC Bkimrowaer aHanmm3
yS3BUMOCTEH  CpelCcTB  3allUThl  HMH(OpMAlMM, TEXHUYECKHUX CpPEICTB U
nporpammuoro ooecneuenus MC. Ilpu ananuze ysasBumocteit MC nposepsieTcs
OTCYTCTBUE U3BECTHBIX YSI3BUMOCTEN CPEICTB 3aIIUThl MH(DOPMALUU, TEXHUYECKHUX
CPEIICTB M MPOTPAaMMHOI0 OOECIEYEHUsl, B TOM YHUCJE C YYeTOM HH(pOpManuu,
uMerouleiicss 'y pa3pabOTYMKOB M TOJYYEHHOW M3 JPYruxX OOIIETOCTYIHBIX
VUCTOYHHUKOB, IIPaBUJIBHOCTh YCTAHOBKM M HACTPOWKH CPEACTB  3allMTHI
uHpOpMallMK, TEXHUYECKUX CPEICTB U IMPOTPAMMHOr0 OOECIEeUEHHs, a TaKkKe
KOPPEKTHOCTb pabOThl CPEICTB 3aIUThl MH(GOPMALMU NPU UX B3aUMOJICHCTBUU C
TEXHUYECKMMU CPEJICTBAMH U MPOTPaMMHBIM oOecrieueHueM. B ciyuae BbIsiBIeHUs
ysa3Bumoctedt WC, mpuBOASIIMX K BO3HUKHOBEHUIO JOMOJHUTEIBHBIX YIpPO3
0e3onacHOCTH UHPOPMALIMU, TPOBOJUTCS YTOUHEHUE MO YTIPO3 0€30MaCHOCTH
uHpopMaluu M NOpU HEOOXOAUMOCTH MPUHUMAIOTCS JIOMOJIHUTEIbHBIE MEPbI
3amuThl HHGOPMAIINK, HATIPABJICHHBIC Ha YCTPAHCHHUE BBIABJICHHBIX YSI3BUMOCTEH
WIM HWCKIIIOYAIOIIME BO3MOXHOCTh HMCIIOJIb30BAHUSI HAPYLIUTENIEM BBISBICHHBIX
ysazBuMmocTteil. [lo  pesynbraraMm aHaim3a  ySA3BUMOCTEH  JTOJDKHO — OBITH
noarBepxkaeHo, yto B MC OTCYTCTBYIOT YS3BUMOCTH, COJepKamidecs B OaHKe



naHHbIX yrpo3 6e3omacHoctd nHpopmaunu @CTOK Poccum, a Takke B HMHBIX

VCTOYHHKAX, WM UX UCIIOJIb30BaHUE (IKCIUTyaTalys) HapyIUTEIEM HEBO3MOKHO.
6.9. Ilpuemounslie wucnbiTanuss C3U1 BKIIOYAIOT NPOBEPKY BBINOIHEHUS

TpeboBanuii k C3U B COOTBETCTBUU C TEXHUYECKUM 3a7aHreM Ha co3nanue C3U.

7. ATTECTALIUSI UTH®OPMAIIMOHHOMN CUCTEMBI

7.1. Atrectanms UC mpoBOAUTCS Ha 3Tale €€ CO3/aHus WIA Pa3BUTHUS
(MoJepHU3aLMN) U IPEAYCMATPUBAET IPOBEICHUE KOMILJIEKCA OPraHU3alIMOHHBIX H
TEXHUYECKUX MEPOIPUATUNA U pabOT (aTTECTAllMOHHBIX UCIBITAHUN), B pe3yJIbTaTe
KOTOpbIX monrBepxaaeTcs coorBerctBue WC TpeOoBaHMsIM 1O  3allUTe
uH(OpMAIUK B YCIOBUSIX €€ dKCIUTyaTaluu. Jlomyckaercsi poBe/IeHUe aTTeCTaluu
N C Ha sTamne ee 3KCIlyaTaluu B ciydae, €clid BEAOMCTBOM IPUHSTO pelieHrue 00
oOpaboTke 3anuiiaeMoi nHopMaiu nociie BBoAa B skcruryatanuto UC.

7.2. 1ng npoBeAeHHs aTTECTAlMOHHBIX MCIBITAHUN BEIOMCTBO MPUBJIEKAET
OpraHu3allii0, HMMEIOUIYI0 JHIEH3UI0 Ha OCYUIECTBICHHE JAESATEIbHOCTH 10
TEXHUYECKOH 3amure KOHQUACHIMAIbHOW MH(pOopManuuu (C MpaBOM IMPOBEICHUS
paboT M OKa3aHUs YCIAYr NO AaTTECTAllMOHHBIM MCIBITAHUSIM M aTTECTallUM Ha
COOTBETCTBHE TPEOOBAHUM 10 3a1uTe nHpopManun), Beiianayo @CTOK Poccun
B COOTBETCTBUH C [I010’KEHNEM O TULIEH3UPOBAHNH ACSITEIBHOCTU M0 TEXHUYECKOU
3allUTe KOH(PHUICHIHATbHON WH(GOpPMAIMU, YTBEPXKIACHHBIM ITOCTAaHOBICHUEM
[IpaButenncTBa Poccuiickoit ®enepanun ot 3 pespans 2012 r. Ne 79 (nanee - opran
10 aTTECTAIIUH).

7.3. Cpox mnpoBeneHusi pabor mno arrecranmu HWC ycraHaBiuBaeTcs
BEJIOMCTBOM I10 COTJIACOBAHUIO C OPraHOM IO aTTECTALIMH, HO HE MOKET IPEBBIIIATH
YETBIPEX MECSILIEB.

7.4. IIpoBeneHre arTecTallMOHHBIX UcTibITaHU MC 10MKHOCTHBIMU JIMIIAMH,
OCYILECTBIISIIOMUMHU  TIpoekTupoBanue u (unu) BHeapenue C3U UC, He
JIOIYyCKaeTCsl.

7.5. Anst npoBeieHust paboT MO aTTECTAllMU BEIOMCTBO MPEJCTABISET B OpraH
M0 aTTECTALMK CIIEAYIOUIME JOKYMEHTBl WM UX KOMHUH (IO PEIICHHUIO BEJOMCTBA
JOKYMEHTHI (MX KOIHMU) MOTYT OBITh MIPEICTABICHBI B OpraH M0 aTTeCTAllUU B BUJIE
AJIEKTPOHHBIX JOKYMEHTOB):

— texuuueckuit nacnopt Ha MC no ¢opme cornmacHo mpunoxenuto Ne 1 k
[lopsinky opraHu3anud W TPOBEAEHUS pabOT MO aTTecTauuud OOBEKTOB
uH(poOpMaTH3allUd Ha COOTBETCTBUME TpPEOOBAaHUAM O 3alUTe HUHOOpMaAUU
OTPaHUYEHHOIO0  JOCTYNA. HE COCTABJSIIOUIEH TOCYJApCTBEHHYIO  TaliHy,
yTBepxkieHHOMY npukazoM @CTOK Poccum ot 29 anpens 2021 r. Ne 77;

— akt kinaccuukanuu UC mo ¢opme cornmacHo mnpusoxkenuto Ne 3 k
[lopsinky opraHu3anuMd W TPOBEAEHUS pabOT MO aTTecTauud OOBEKTOB



uH(popMaTH3allUd Ha COOTBETCTBUME TpPEOOBAaHUAM O 3alUTe HUHOOpPMAIUU
OTPAaHWYEHHOIO0  JIOCTYIIa, HE COCTABJISIOMIEW TOCYJAapCTBEHHYIO  TaulHY,
yTBepxkaeHHoMy npukazoM GCTIOK Poccum ot 29 anpens 2021 r. Ne 77;

— aKT ompeaeneHus ypoBHs 3amuiieHHoct [0 mpu ux obpabotke B UC
(npu obpadoTtke B atrectyemoint UC I1]In);

— MOJIeh Yyrpo3 06e30macHOCTH HH(OpMAITUH;

— TEXHUYECKOEe 3aJlaHue Ha co3gaHue (paszButue, mojaepHuzanuo) UC wu
(WJIM) YacTHOE TEXHUYECKOE 3aJjaHue Ha co3laHue (pa3BUTHE, MOJICPHU3ALIMIO)
cucteMsl 3amnThl HHGopmanuu UC;

— MPOEKTHasl JOKyMEHTalus Ha cucrteMy 3amuTthl uHpopmanuu WC (B
ciydae ee pa3pabotku B xoje co3mpanus NC);

— JKCIUTyaTallMOHHAs TOKyMEHTAlMs Ha cucTeMy 3aiuThl uHpopmarmu 1C
U TIpPUMEHsIEMbIE CPE/ICTBA 3aIUUThI HH(OPMaLIUY;

— OpraHU3alMOHHO-PACIOPSIUTEIbHBIC JTOKYMEHTBI 1o 3aIluTe
uH(pOpMalMu BEJOMCTBA, PEMVIAMEHTHPYIOUIME 3alluTy HH(QOpMaluMu B XOJe
skcrtyatanu MC, B ToM 4duciie iaH MEpONpUsATHI MO 3aliuTe nHpopManuu Ha
NC, noxkyMeHThl MO TMOPSAAKY OIEHKH Yyrpo3 Oe3omacHOCTH HHGPOPMAIUU.
yOpaBJICHUIO  (aAMUHUCTPUPOBAHMUIO)  CHUCTEMOH  3alllUThl  MHQOpPMALHUU.
ynpasieHuto koHpurypamuein MC, pearupoBaHuio Ha MHIUAECHTHI 0€30M1aCHOCTH,
MH(GOPMHUPOBAHUIO U OOYUYEHHIO MEPCOHANIA, KOHTPOJIIO 32 00ECIIEYeHUEM YPOBHS
3alUIIEHHOCTH HH(OpMaLnu (1ajee — JOKYMEHTBI 10 3aluTe HHPOPMAIIH);

— JIOKYMEHTBI, COJEp)Kallhe pe3ynbTaTel aHanu3a ysasBumocted HC wu
MPUEMOYHBIX MCHOBITAaHUN cucTeMbl 3amuThl uHDopmauuu WMC (B ciyuae
MPOBE/ICHUS aHaJIM3a U UCHbITaHul B xo1e co3nanus NC).

7.6. Atrectauua HNC mnpoBoauTcss B COOTBETCTBUM C MPOTrpaMMON U
METOJMKAaMU  aTTECTAlMOHHBIX  McOblTaHuid. [IporpaMmmMa W METOAMKH
aTTECTAllMOHHBIX MCHBITAaHUN pa3pabaThiBaeTCs OpPraHoM IO aTTecTaluu B
cooTBeTcTBUM € [lopsinikoMm opraHuzanuu W NpoBeAeHUs paboT MO aTTeCTaluu
00BEKTOB MH(POPMATHU3AUU Ha COOTBETCTBUE TPEOOBAHUSAM O 3aIMTE HH(OPMALIH
OTPaHUYEHHOr0  JOCTyIla, HE COCTaBIIOMIEN TOCYJapCTBEHHYIO  TalHy
yrBepkaeHHbIM npukazom PCTIOK Poccum or 29 ampens 2021 r. Ne77, m
COIJIaCOBBIBAETCSI C BEIOMCTBOM. B XO7€ aTTeCTalMOHHBIX MCIBITAHUI OpraH Io
aTTeCTallMM MOXET BHOCHTh MW3MEHEHMS B IporpaMMy U METOJUKH
aTTECTALMOHHBIX UCMBITAHUI IO COTIACOBAHUIO C BEOMCTBOM.

7.7. B mporpamMMy M METOJMKH HCHBITAHUNA JOJKHBI OBITh BKIIFOUEHBI
CJIEIyIOLME METO Il MPOBEPOK (MCIBITAHUMN):

— 3KCHEPTHO-JOKYMEHTAIBHBIA METOJ, MPEAYyCMATPUBAIOIIMIA IPOBEPKY
cootBetcTBUs C3U NC ycTaHOBICHHBIM TPEOOBAHMSIM TIO0 3aIIUTe HHPOpPMAIUU Ha
OCHOBE  OLEHKHM  O3KCIUTyaTalMOHHOW  JIOKYMEHTaluW, OpraHU3alHMOHHO-



paclopsSAUTENbHBIX JTOKYMEHTOB IO 3alllUTe HH(POpMALUH, a TaKXKe YCIOBUH
¢byuxmonuposanus UC;

— a”gaim3 ysasBuMmocted MC, B TOM 4HClIe BBI3BAaHHBIX HEIPaBUIIBHOU
HACTPOMKON (KOH(QUTIYypHUpPOBAaHHEM) NPOrPAaMMHOIO OOECIEYEHUs] U CPEICTB
3alIUTHl THPOpMALUHY;

— HCHBITaHUSA C31 yTeEM OCYLIECTBIICHUS MONBITOK
HECaHKIIMOHUPOBAHHOTO AocTymna (Bo3zaeiictBus) k UC B 06xox ee C3U.

7.8. Homyckaercs arrectauus MUC Ha ocHOBE pe3ysIbTaTOB aTTECTALlMOHHBIX
UCIBITAaHUN BbIZENIEHHOT0O Habopa cermeHToB HC, peanu3yomux MOJHYIO
TEXHOJIOTHI0 00paboTku nHpopMauu. B 3ToM ciryuae pacnpocTpaHeHue aTTecTara
COOTBETCTBUS Ha JApyrue cerMeHThl MC ocylecTBiseTcs IpU YCIOBUU HX
cooTBeTcTBUs cerMeHTaM MC, mponienmmM aTTecTaliuoOHHbIE HCbITaHusA. CerMeHT
CUMTAETCSI COOTBETCTBYIOIIMM cerMeHTy MC, B OTHOLIEHHH KOTOPOrO OBbLIH
IIPOBEICHbl ATTECTAlMOHHBIE WCHBITAHUA, €CIU JUJIl YKa3aHHBIX CETMEHTOB
YCTaHOBJICHbl OJMHAKOBBIE KJIACCHl 3alIUIIEHHOCTH, YPOBHHU 3aIUIIEHHOCTH,
YPOBHH BaKHOCTH, YTPO3bl 0€30M1aCHOCTH HH(POPMALIMHU, pEATU30BaHbl OJITUHAKOBBIE
npoektHble pemennss no MC u ee C3U. B cermenrax MC, Ha KoTOpbIE
pacnpocTpaHsieTcsl  aTTecTaT COOTBETCTBHUS, BEIOMCTBOM  OO€CHeYHMBaeTCA
COOIO/IEHHE HKCIUTyaTallMOHHOM nokymeHTauun Ha C3W H opraHuzannoHHO-
pacnopsAaIUTENbHBIX JOKYMEHTOB I10 3alIUTE HH(POPMALIHH.

7.9. Ocobennoctu arrectanuu MC Ha OCHOBE Pe3yJIbTaTOB aTTECTALIMOHHBIX
UCIIBITAaHUI BBIJEJIEHHOTO Ha0opa €€ CEerMEHTOB, a TaKXKE YCIOBUA U MOPSIOK
pacnpocTpaHEeHHs aTTecTara COOTBETCTBUS Ha Jipyrue cerMmeHThl MMC nomKHbI OBITH
OIpPEENIEHBl OPTaHOM IO aTTECTAlMU B IPOTPaMMeE U METOAMKAX aTTECTALIMOHHBIX
VCIIBITAHU, 3aKJIFOUEHNUN U aTTECTATE COOTBETCTBHSI.

7.10. B Xxoze arTecTalMOHHBIX HCHOBITAHUI BEJOMCTBO MOYET BHOCHTH
u3MeHeHus B MIC, B TOM 4uclie B apXUTEKTYpy €€ CUCTEMBbI 3alUThl HH(OpMALINH,
B 1iesisax npusenenus MIC B cooTBeTCTBHE C TPEOOBAHUSIMU IO 3aIUTE HHPOPMALIUU.

7.11. ITo pe3ynbTaTaMm aTTECTAIMOHHBIX UCIIBITAHUN BEAOMTCBO MOJYYa€eT OT
oprasa rno aTTecTalyu CJIeayIoLue JOKYMEHTHI:

— 3aKJIIOYEHHE MO PE3yJbTaTaM aTTECTalUOHHBIX ucnbiTanui NC;

— TPOTOKOJI IO PE3yJIbTaTaM aTTECTALIMOHHBIX ucnbiTanui NC.

7.12. B cnyyae Haiu4yus B MOJYYEHHBIX BEIOMCTBOM OT OpraHa I0
aTTecTallMM 3aKJIIOYEHUH W TPOTOKOJE CBEJACHUM O HAJIMYUU HEJOCTATKOB
(HecooTBeTcTBUI cucTeMbl 3amuThl MHGopMaru MC TpeOoBaHMSIM MO 3allIuTe
uHbOpMaIlMK) BEIOMCTBO OLIEHUBAET BO3MOXKHOCTh MX YCTpaHEHHUS B Ipolecce
arrecrauuu MIC u mnpu Bo3MoOXkHOCTH, oOecneunBaer ux ycTpaHeHue. [lo
pe3ylibTaTaM YCTpaHEHHsS BceX OO0O3HAUYEHHBIX B 3aK/IIOUEHUU M TPOTOKOJIE



HEJI0OCTATKOB BEJOMCTBO O(OPMJISIET 1 HAIIPaBIIAET B JpeC OpraHa 1o arrecTaluu
yBeZAOMJICHHE 00 yCTpaHEHUH HEJOCTATKOB JJIsl OLICHKH Ka4eCTBA UX YCTPaHEHUSI.

7.13. Ilo pe3ynpTaraMm OLIEHKU Ka4eCTBA YCTPAHECHHS HEIOCTATKOB OPraH IO
aTTeCTalliu MMOBTOPHO O(OPMIISET U HAIMPABISIET B aJpec BEIOMCTBA 3aKJIIOUCHHE,
B KOTOpPOE BKJIIOYAIOTCS CBEIACHUS 00 YCTPAaHEHHHM BEJOMCTBA BCEX BBISBICHHBIX
HEJIOCTaTKOB, a TakKXKe JeJlaeTCid BBIBOJ O BO3MOXHOCTH BbIJJa4M aTTecTaTa
COOTBETCTBHsSI TpeOOBaHUAM 10 3amure uHpOpMmanuu (Jaiee — arrecrar
cootBercTBUs) Ha VC.

7.14. BeooMCTBO B CIIy4a€ HECOIJIACHsS C BBISIBIEHHBIMH OpPraHOM I10
aTTeCTallMM HEIOCTaTKaMH W BBIBOJAAMH, COAEPKALIMMUCA B 3aKIOYEHUU H
IPOTOKOJIaX, HAaIMpaBisieT B TEYeHHE S5 pabouymx [HEH ¢ MOMEHTa MOJIydYeHUs
3aKJIIOYEHUS] U TMPOTOKOJIOB MHUCbMEHHOE oO0pallieHne ¢ 0O0OCHOBAaHHMEM TaKOTO
Hecornacus Bo PCTOK Poccum.

K oOpamenuio npunaratorcss B AJIEKTPOHHOM BHUJE KOMHU CJEAYIOUINX
JOKYMEHTOB:

— TexHu4eckuil nacnopt Ha 1UC;

— akt knaccupukanmu UC mo ¢opme cormacHo npusoxkeHutro Ne 3 k
[Topsinky opraHuM3auud W MpOBEIEHUS paboT 1Mo aTrecTauud OOBEKTOB
uHpOpMaTU3allid Ha COOTBETCTBUE TpeOOBaHUSAM O 3alMTe HHGMOpPMALUU
OTPaHUYEHHOIO0  JIOCTYNa, HE COCTABISIIOUIEH TOCYJIAapCTBEHHYIO  TaliHy,
yrBepxkaeHHoMY nipukazoM OCTIK Poccun ot 29 anpens 2021 r. Ne 77,

— aKT ompeeneHus ypoBHs 3auuineHHocty [1/[n npu ux odpadotke B UC
(mpu o6padotke B arrectyemoit C I1/IH);

— TIpPOrpaMMBbl U METOAMKH aTTECTANOHHBIX ucnbiTanui NC;

— 3AKJIFOYEHHUSI U IPOTOKOJIBI.

7.15. ®CTOK Poccun nmpoBOIHT OLIEHKY MPEACTABICHHBIX TOKYMEHTOB Ha
IIPEAMET COOTBETCTBHUS IIPOBENECHHBIX OPraHOM IO ATTECTALMHA ATTECTALIMOHHBIX
UCIBITAHUHN U BBIBOJIOB, COJEPKAIIMXCS B 3aKJIIOUEHUH, TPEOOBAHUSAM IO 3allUTe
uHpopMalmu U nojoxeHusM llopsaka opraHu3anvu U MPOBEIEHUS pabOT IO
aTTecTali 00beKTOB MH(OpPMATH3AINKA HA COOTBETCTBUE TPEOOBAHUSIM O 3aIUTE
uH(pOpMAMU OrPaHUYEHHOIO JOCTYIA, HE COCTABIISIIOUIEH TOCYIapCTBEHHYIO
TaiiHy, yTBepxkAcHHOrO npukazoM @CTIOK Poccum ot 29 anpensa 2021 r. Ne 77 B
TeyeHue 10 KaJleHOapHBIX JHEW C MOMEHTa mnojydeHus ooOpaumieHus. Ilo
coriacoBanuio ¢ BegoMcTBoM pabotHukn OCTIK Poccum (TeppuropuanibHOTO
oprana ®CTOK Poccun) Moryt npoBecTd KOHTpOJbHbIE HcnbiTaHus Ha UC B
COOTBETCTBHHM ¢ MyHKTamu 15 u 16 [lopsaka opranuzaiuu u npoBeieHrs padoT 1o
aTTecTal 00bEKTOB MH(OpPMATH3AINKA HA COOTBETCTBUE TPEOOBAHUSIM O 3aIUTE
uH(pOpMaAIMU OTPaHUYEHHOIO JOCTYIA, HE COCTaBISIONIEH TOCYJapCTBEHHYIO
TaiiHy, yrBepkaeHHoro npukazom @CTIOK Poccun ot 29 anpensa 2021 r. Ne77. Ilo



pesynbratam orieHkn @CTIK Poccuu (teppuropuanshbiii opran ®CTIOK Poccun)
HaIpaBJIsieT:

— B OpraH IO aTTeCTalid YBEJOMJICHHE O HEOOXOJUMOCTH YCTPaHEHHUS
BBISIBJICHHBIX HEJOCTAaTKOB B YKa3aHHbIl B yBeIOMJIEHMH Cpok. Konus
YBEJIOMJICHHSI HapaBsieTcsl Be1oMCTBY. Opras mo aTTecTaluu 00s13aH YCTPaHUTh
HenocTaTky, BeisiBIeHHbIE DCTOK Poccnu 1o pe3ysibratam OLEHKH JOKYMEHTOB, B
yYKa3aHHbI B yBEJAOMJICHHMHM CPOK U O(OPMHUTH aTTeCTaT COOTBETCTBHS (€Ciu
YCTAaHOBJICHO HECOOTBETCTBHUE AaTTECTALMOHHBIX HWCHBITAHWN W (MJIM) BBIBOJOB,
COJIEpKAIMXCA B 3aKIIOUYEHHHM WM IPOTOKOJAX, TPEOOBAHMSIM 110 3alIUTE
uHpopMaruu unu [lopsaka opranuszanuud v TpoBeAeHHs pabOT MO aTTecTaluu
00BeKTOB MH(GOPMATHU3AIMU Ha COOTBETCTBUE TPEOOBAHUSM O 3allIUTe HH(GOpMALIH
OTPAaHUYEHHOrO0  JIOCTYyIla, HE COCTABJISIOIIEN TOCYJapCTBEHHYIO TalHY,
yTBepxkaennoro npukazom ®CTOK Poccun ot 29 anpens 2021 r. Ne 77).

— pe3yJbTaThl NPOBEICHHOM OLEHKH BEJOMCTBA [UJIsl  yCTPAaHEHHS
HEJI0OCTATKOB, BBIBJICHHBIX OPTaHOM IO aTTE€CTAlUU (€CIIH MO pe3yIbTaTaM OLICHKU
MOATBEPKIEH BBIBOJ OpPraHa Mo aTTECTAl[MM O HEBO3MOKHOCTHU BBIJJaYM aTTeCTaTa
COOTBETCTBM, arrectarT coorBercTBUs Ha MC opranom mo arrecranpu He
odopmIsieTcs).

7.16. Ilocne monyueHus arrecrara coorBercTBus Ha MC or oprana mo
aTTecTaluu Be1oMcTBO MoxkeT noiyuuth oT @CTIOK Poccun (TepputopuaibHOro
oprana ®CTOK Poccumn) 3akioueHue, coieprKaliee ONHCAHUE BBISIBICHHBIX IO
pe3yibTaTaM 3KCHEPTHO-JOKYMEHTAIBHON OLEHKH MAaTEpUajoB, MPEACTAaBIECHHBIX
OpraHOM IO aTTeCTallMd, HEAOCTATKOB M PEKOMEHJALUU M0 UX yCTpaHeHuio. B
ciydyae noiydeHuss or ®CTOK Poccun (teppuropuansHoro oprana ®CTIK
Poccun) Takoro 3akiato4eHHs] BEIOMCTBO 00€CIIEUMBACT YCTPAHEHUE BBISIBIECHHBIX
HEJOCTAaTKOB B COOTBETCTBUM C BBIJAHHBIMM PEKOMEHIAUUSMU B YKa3aHHBIA B
3aKJIfoueHuu cpok. OO0 yCTpaHEHHMM HEJOCTAaTKOB BEIOMCTBO HH(GOPMHUPYET
OCTIK Poccun (teppuropuanbhbiii opran @CTOK Poccun). Heyctpanenwue
HeZocTaTkoB, BbisiBIIEHHBIX DCTIOK Poccuu (tepputopuansaeiM opranom @CTIK
Poccumn), B yka3aHHbIA B 3aKJIIOUYEHUU CPOK SIBJIAETCS OCHOBAaHUEM JUJIS
IIPUOCTAHOBIIEHUS JEHCTBUA arTecTtara coorsercTBus Ha MC.

7.17. ATTectaT COOTBETCTBUS BBIJAETCA HA BECh CPOK AKcruryaranuu HC.

BenomctBo B xome okcruryaranmu  WC  obecnedywBaeT  MOIEPIKKY
cootBercTBUs C3U aTTecTaTy COOTBETCTBHS B pAMKax peanu3aluy MEPONPHUSATUH,
NPEeIyCMOTPEHHbIX MyHKTOM 18 TpeOoBanuii o 3amure HHPOPMALUHU. HE
COCTABJISIIOIIEH TOCYIAapCTBEHHYIO TaiiHy, COJEpXkalleiicss B TOCYyAapCTBEHHBIX
MH(OPMAIMOHHBIX CHCTEMaX, YTBEP>KIECHHBIX NprkazoM DenepanbHoil ciry:KObI 10
TEXHUYECKOMY U IKCTIOPTHOMY KOHTpoJto oT 11 deBpans 2013 . No 17.



7.18. [eiicTtBHe arrecrara COOTBETCTBUSI MOXET OBbITh MPHUOCTAHOBJIEHO
OCTOK Poccun (teppuropuanbibiM opranom PCTOK Poccum) B ciyuasx,
PETyCMOTPEHHBIX MMyHKTOM 34 [lopsigka opraHu3anuyd ¥ MPOBEACHUS padoT 110
aTTecTaluu 00bEKTOB MH(OpPMATU3AIMH HA COOTBETCTBUE TPEOOBAHUSIM O 3aIUTE
uH(OpMAIUU OTPAaHUYEHHOTO JOCTYIa, HE COCTaBIIAIONICH TOCYyJapCTBEHHYIO
TaiiHy, yTBepxkAcHHOro npukazoM PCTIOK Poccum ot 29 ampensa 2021 r. Ne77.
BenomcTBo mpekpamaer skcruryatannio MC co IHS NOJydeHUs: YBEIOMIIEHUS O
MPUOCTAHOBIICHUU JCHCTBUS aTTECTAaTa COOTBETCTBHUSI.

7.19. JleiicTBHE arTecTaTa COOTBETCTBHS MOXKET OBITh BO300HOBJICHO
OCTOK Poccun (teppuropuasibhbiM opranom PCTOK Poccum) B ciyuyasx,
npeaycMOTpeHHbIX MyHKTOM 38 Ilopsiaka opranusanuu u mpoBeaeHHUs paboT Mo
aTTecTalii 00bEKTOB MH(POpPMATH3ALUKU HA COOTBETCTBUE TPEOOBAHUSM O 3aIUTE
uH(OpMAIIUU OTPAaHUYEHHOTO JOCTYIA, HE COCTaBIAIONICH TOCYIapCTBEHHYIO
TaiiHy, ytBepxkaeHHOro npukazoM P@CTIK Poccum ot 29 anpens 2021 r. Ne77.
BenomctBo MokeT BO300HOBUTH dkcrutyaTauuio HWMC co aHsA nomyudeHus
YBEJOMJICHHSI O BO3OOHOBJICHUH JIEHCTBHS aTT€CTaTa COOTBETCTBUS.

7.20. JleiicTBue aTTecTaTa COOTBETCTBUS MOXeET ObITh npekpaiieno @CTIK
Poccun  (tepputopuansubiM  opranoM @OCTOK  Poccum) B ciyuyasx,
npeaycMoTpeHHbIX myHKTOM 40 [lopsigka opraHuzanvyd ¥ NpoBeAeHUs padoT 1o
aTTecTalii 00bEKTOB MH(OpPMATU3ALUKA HA COOTBETCTBUE TPEOOBAHUSIM O 3aIUTE
uH(pOpMAIIUU OTPAaHUYEHHOTO JOCTYIA, HE COCTABJISIIONICH TOCY/IapCTBEHHYIO
TaiiHy, ytBepxkAeHHOro npukazoM PCTIK Poccum ot 29 anpens 2021 r. Ne77.
BenomctBo mpekpamraer skcruryataunto MC co IHS modydeHus: YBEAOMIIEHUS O
MpeKpalleH JEUCTBUS aTTecTaTa COOTBETCTBHUS, €CIM JCHCTBUE arTecTaTra
COOTBETCTBUS paHee HE ObLIO MPUOCTAHOBIIECHO.

7.21. B ciuydae yTpaThl arrectaTa COOTBETCTBHS BEIOMCTBO BIIPABE
oOpaTUTBCS B OpTraH IO aTTECTaIlMU C 3asBJIICHUEM O BbljJaue IyOJiMKaTa aTTecraTa
cooTBeTcTBUs. JlyOnukar arrecrara COOTBETCTBHSI BBIIACTCS OpPraHOM  IIO
aTTecTallil C TIOMETKOM «/lyOmukar, opuruHai arrecrata COOTBETCTBUS
MPU3HAETCA HEJECHCTBYIOLLIUMY.



8. OBECIIEYEHMUE 3AHIUTBI UHOOPMAIIUUA B XOIE
SKCILTYATAIIMA ATTECTOBAHHOI HH®OPMAIIMOHHOM
CUCTEMBI

8.1. OO6ecneuenne 3amuThl HHPOpPMAIMM B XOJE OSKCIUTyaTallud
arrecroBanHoi MC  ocymiecTBisieTcss BEIOMCTBOM B COOTBETCTBHUM €
AKCIUTyaTallMOHHOW  jJokymeHTanmed Ha  C3M  uw  opraHu3aiyoHHO-
pacnopsiIUTETbHBIMU TOKYMEHTAaMU TI0 3aluTe WHGOpMAalMKM W B TOM YHCIIE
BKJIIOYAET:

— IJIAaHUPOBAHUE U KOHTPOJIb MEPONPUATHIL 110 3amure nHpopmanuu B UC;

— IUIAaHUPOBAaHUE MEPOINPUATHNA IO MPOBEACHUI0 BHYTPEHHUX IPOBEPOK
pexuma 00paboTku u 3amuThl [1J{H B BeOMCTBE;

— a”ayiu3 yrpo3 0e3onacHoctu uHpopmanuu B UC;

— ynpasiieHue (agpmuHucTpuposanue) C3U;

— BBISIBJICHUE UHIIMICHTOB U PEarupoOBaHUE Ha HUX;

— ynpasnenue koHpurypauuein UC u ee C3U;

— uHpopmupoBanue u o0yuenue nepconaina UC;

— KOHTpPOJb 3a OOECIeYeHHEeM YpPOBHSA 3alMIIEHHOCTH WH(pOpMaIUH,
coaepxkarericsa B C.

8.2. B xozxe mimanupoBaHus Mepornpustuid no 3ammure uHpopmanuu B UC
OCYLIECTBIISETCS:

— OIpPEACIICHHE JIMI, OTBETCTBEHHBIX 32 IUIAHUPOBAHHE U KOHTPOJIb
MeponpuaTui 1o 3aumre nHpopmanyu B UC;

— OIpEACIICHHE JIML, OTBETCTBEHHBIX 3a BBIABICHUE WHIUACHTOB W
pearupoBaHue Ha HUX;

— pa3paboTKa, YTBEp)KICHHE W aKTyaju3alus IJIaHa MEpONpPUSATHI 0
3amute uHpopmanuu B C;

— OIpEACIICHHE MOPSAAKA KOHTPOJIS BBIITOJHEHHUS] MEPONPUATHNA MO 3aLIUTE
uHpopmaiuu B UC, npeaycMOTpEeHHBIX YTBEPKAECHHBIM IJIAHOM.

[TnanupoBanue meponpusTuii no 3ammurte uHpopmanuu B UC u KOHTpOIIb
BBINIOJIHEHUSI MEPONPUSITHI TOJKHBI OCYLIECTBISATHCSA B COOTBETCTBUU C TOPSAIKOM
IUIAHUPOBaHMUs MepornpusTuil no 3ammure uHbopmaumu B MC BegomctBa u
KOHTPOJISI X BBIMOJTHEHUS, pa3paboTaHHbIM B pamkax BHeapenus C3U UC.

8.3. B xonme mniaHuMpoOBaHWsS MEPONPHUATHNA NO IPOBEAEHUIO BHYTPEHHMX
IPOBEPOK pexkrma 00paboTku 1 3auuThl [1/[H B BETOMCTBE OCYIIECTBIISIETCS:

— OMNpeAeNICHHE JIMI. OTBETCTBEHHBIX 3a OCYILECTBICHUE BHYTPEHHETO
KOHTpOJIS CcoOTBeTCTBUs oOpaboTkm II/[H B BegoMmcTBe TpeOOBaHUAM,
ycTaHOBJIIEHHBIM ~DefepaibHbIM  3aKOHOM  «(O  MEpPCOHANBHBIX JTaHHBIX» U
NPUHATHIMU B COOTBETCTBUM C HUM HOPMATHUBHBIMH MPABOBBIMU aKTAMU;

— YTBEpXIEHUE TMPABWI  OCYIIECTBIECHHUS  BHYTPEHHEIO0  KOHTPOJIA
cootBeTcTBUsl 00paboTku II/[H TpeOoBanusimM, ycTaHOBIeHHbIM DenepaibHbIM



3aKOHOM «O MNEPCOHANBHBIX AAHHBIX» W NPUHATBIMA B COOTBETCTBUM C HUM
HOPMATHBHBIMH IIPABOBBIMU aKTAMH;

— YTBEpXICHUE Ha IUIAHUPYEMbIH Tepuoj (Toj) MPUKa30M PYKOBOIUTEIS
BEJIOMCTBA IUIaHA MPOBEJACHUS BHYTPEHHUX IPOBEPOK pEKMMa OOpabOTKH M
s3ammThl [1/IH B BenomcTBE.

8.4. B xome anammza yrpo3 OeszomacHoctd wuHpopmauuu B UC
OCYILIECTBIISIETCA:

— BBISIBJIICHUE, aHAIU3 U ycTpaHeHue ysa3Bumocrteit C;

— aHanu3 u3MeHeHus yrpo3 6ezonacHoctu nadopmarmu B UC;

— OLIEHKa BO3MOJKHBIX ITOCJIEICTBHM pealn3auuu yrpo3 0e30MacHOCTH
unpopmaruu B UC.

IleproauyHOCTE MPOBENECHUSA YKA3aHHBIX MEPONPUATUN HAa IUIAHUPYEMBbIN
nepuos (roa) OmpeneysieTcs €XKEroJAHbIM IIJIaHOM MEPONPUSATUM MO 3alluTe
uHpopmaIuu.

8.5. B xone ynpanenus (anmuHuctpupoBanus) C3U ocyiecTBisitoTes:

- ONpEJENIEHUE JIML, OTBETCTBEHHBIX 3a yNpaBjeHHE (aAMUHUCTPUPOBAHUE)
C3U1 UC,;

— YIpaBJICHUE YUYETHBIMU 3anucsiMu nonb3oBareniet UC u noaaep:xanue B
aKTyaJbHOM COCTOSIHMM MPABUT pasrpanndeHus nocryna B MC;

— yIpaBJi€HUE Cpe/IcTBaMHU 3aluThl uH(popmaruu B UC;

— ynpaBlieHue OOHOBJIICHUSMM MPOTPaMMHBIX M MPOTpaMMHO-aNNapaTHbIX
CPEIICTB, B TOM YHCJE CPEJCTB 3aIIMThl MH(POpPMALUMHU, C YYETOM OCOOEHHOCTEH
¢ynxuumonuposanus UC;

— nenTpanuzoBanHoe ynpasienue C3U UC (mpu HeoOXoaAMMOCTH);

— MOHUTOPHHT U aHAJIU3 3aperucTpUpoBaHHbIX coObITH B IC, CBA3aHHBIX C
3amuTon nHpopmaluu (ganee — COObITUSI O€30MACHOCTH);

— obecrnieuenune ¢ynkiumonupoBanus C31 MC B xome ee skcrutyaTaru,
BKJIIOYAsl BEJCHHME OHKCIUTyaTallMOHHOM JIOKYMEHTAUUW MW OpPraHU3alMOHHO-
pacnopsiAUTENbHBIX JOKYMEHTOB MO 3alUTe HH()OPMALIUH.

8.6. B Xome BBIABICHHMS WHUUICHTOB M pPEArMpOBaHHMS Ha HUX
OCYLIECTBJISIOTCA:

— oOHapyXeHue U WACHTU(UKALMS MHLIUJAEHTOB, B TOM YHCJE OTKAa30B B
oOciykuBaHuM, cOOeB (mepe3arpy3ok) B paboOTe TEXHUUECKUX CPEJCTB,
IPOrpaMMHOTr0 00€CTIeYeH sl U CPEACTB 3alIUThl HHPOPMAIUH, HAPYILIEHUN PaBUT
pasrpaHu4eHusl JOCTyIa, HEMpaBOMEPHBIX AEHCTBUU 1O cOopy uHGOpMAINH,
BHEJJPEHUN BPEIOHOCHBIX KOMITBIOTEPHBIX MPOrpaMM (BUPYCOB) M MHBIX COOBITUH,
MPUBOASIINUX K BOSHUKHOBEHUIO UHIIUJIEHTOB;

— CBOEBPEMEHHOE UH(OPMUpPOBAHKE M0JIb30BATENISIMU ncC u
aagmuaucTparopamu MC nun, OTBETCTBEHHBIX 3a BBISBJICHHE WHIMJECHTOB U
pearupoBaHue Ha HUX, O BOSBHUKHOBEHUHU MHIUAEHTOB B 1IC;



— aHajau3 MHLIUACHTOB, B TOM YUCJIE OINPEJIEICHUE WCTOYHUKOB U MPUYUH
BO3HUKHOBEHUS UHIIMACHTOB, a TAK)KE OLIEHKA UX TOCIIEICTBUY;

— TUIAHUPOBAHUE U MPUHITUE MEP MO YCTPAHEHUIO HHIIUAECHTOB, B TOM UHCIIE
no BoccTaHoBieHnto C 1 ee CerMeHTOB B Cilyyae OTKaza B OOCIY>KMBAaHUU WJIH
nocie cOO0eB, YCTPAaHEHHUIO TOCIEICTBUNA HapyIIEHUS MpaBUJl pa3rpaHUuUYCHUS
JOCTyIa, HETMPaBOMEPHBIX JCUCTBUH 1O cOopy wuHGMOpPMAIUK, BHEAPEHUS
BPEJOHOCHBIX ~KOMIBIOTEPHBIX MporpaMM (BUPYCOB) M HMHBIX COOBITHIA,
MPUBOJISAIIMX K BOBHUKHOBEHUIO UHIIUJICHTOB;

— IUTAHUPOBAHUWE U MPHUHATHE MEpP MO NPEAOTBPAIICHUIO IMOBTOPHOTO
BO3HUKHOBEHUS UHIUICHTOB.

8.7. B xone ynpasnenus konpurypanueit UC u ee C3U ocyiiecTBisitoTes:

— OMNpENENICHHE JIAI, KOTOPhIM pa3pelieHbl ACHUCTBHS IO BHECEHUIO
n3meHnennit B koudurypanuwo UC u ee C3U. ux nonHomouus;

— onpenenenre komnoHeHToB MC u ee C3U, noanexammux U3MEHEHUIO B
pamMKax ynpaBieHHs KoH(urypauued (uaeHTU(UKaUs OOBEKTOB YIpaBIEHUS
KoH(UTrypaiueit): nporpaMMHO-aNmnapaTHble, MPOrpaMMHbBIE CPEICTBA, BKIIOYAs
CpeACTBa 3alllUThl HWH(OpPMAIMU, HUX HACTPOMKHM U MPOrpaMMHBIA  KOJI.
AKCIUTyaTallMOHHASl JOKYMEHTalus, uatepdencel, (aibl U UHbIE KOMIIOHEHTHI,
MOJICKAIINE U3MEHEHUIO U KOHTPOJIIO;

— ynpasienue usmeHeHusimu HMC u ee C3U: pazpaboTka mapaMeTpoB
HACTPOWKH, 00ECHeunBaIONUX 3allUTy HHPOPMALUM, aHAJIU3 MOTEHIIMAIBHOTO
BO3JICHCTBUSl  IUIAHUPYEMbIX  M3MEHEHUW  Ha  3amuTy  uHGOpMAaIuu,
caHKImoHupoBaHue BHeceHHs: u3ameHeHud B UC u ee C3U, noKkyMeHTHpOBaHUE
nercTBui o BHeceHuto n3aMeHeHuid B UC u coxpaHeHue JaHHBIX 00 M3MEHEHUSX
koHpurypaunu UC;

— KOHTpPOJIb IeWcTBUM 110 BHeceHUIO n3MeHeHui B IC u ee C31

8.8. B xone undpopmupoBanus u odydenus nepconana MC ocymectpisercs:

— nHpopmupoBanue mnepcoHana MC o mMOSBICHHM aKTyalbHBIX YIpo3
0e3omnacHocTU UH(pOpMaIMH, 0 mpaBuiIax 6e3zonacHol skcruryaranuu UC;

— noseneHue 1o nepconana MC TpeboBanmii mo 3ammre MHGOpMaIUH, a
TaK)Ke IMOJIO)KEHUN OpraHU3alMOHHO-PACIOPAIUTENbHBIX JOKYMEHTOB IO 3allUTe
uHGOPMAIIMHU C YIETOM BHECEHHBIX B HUX H3MEHEHHI,

— o0yuenue nepconana MC mpaBunam 3Kcmlyataliuy OTHENBHBIX CPEICTB
3alUThl HHPOPMALIUY;

— TpOBEJICHUE MPAKTUUYECKUX 3aHATUN U TPEHUPOBOK ¢ nepconanom MC mo
OJIOKUPOBaHUIO yrpo3 0e€30MacHOCTH HMHPOPMALIMKM W  PEardupoBaHUIO Ha
UHIU/ICHTBI;

— KOHTpOJb ocBemoMiieHHOCTH mepcoHana MC o6 yrpozax Ge3omacHOCTH
uHbopMaluu 1 ypoBHs 3HaHul nepconana VC mo Borpocam obecrieueHus 3aiiuThl
uH(popManuu.



[leproauyHOCTh MPOBENECHUS YKA3aHHBIX MEPONPHUATUN Ha IUIAHHPYEMBbIN
nepuol (roa) OmpeAesseTcsl €XEroAHbIM IUIAHOM MEPOINPUATHNA M0 3aIUTE
nHpopMaruu.

89. B xome koHTpons 3a oOOECIHEYEHHWEM YpPOBHS 3allMILEHHOCTH
uHdopmaiuu, coaepxaieicsa B UC, ocymiecTBisitoTcs:

— KOHTPOJIb (aHATU3) 3alUIIEHHOCTH HH()OPMAIIUU C YIETOM OCOOEHHOCTEM
dbynkunonuposanus UC;

— a”anu3 ¥ oueHka QyukiuonupoBanus C u ee C3U, Bitovas aHaius u
yCTpaHEHHE YSA3BUMOCTEH M MHBIX HEAOCTaTKOB B ¢yHKImonuposanuu C3U UC;

— JIOKYMEHTHPOBAHUE MPOLEIYP U pe3yJIbTaTOB KOHTPOJIS 32 0OeCIeUeHUEM
YPOBHSI 3aIUIIIEHHOCTH nHpopMariu, coaepsxamieiics B UC;

— MNPUHATHE PEIICHUS MO pe3yJibTaTaM KOHTPOJIA 32 00€CIeUeHUEeM YPOBHS
3aluIIeHHOCTH uHdopMmaluu, coaepxaiieiics B UC, 0 HeoOX0AMMOCTH 10padOTKH
(monepuuzanun) ee C3U.

Meponpusatus MO KOHTPOJIO 32 OOECHEYEHHEM YPOBHS 3allUIIEHHOCTH
uHdopmaruu Ha arrectoBanHod WMC BKIIOYWAIOTCS B €XKETOJHBIM  IJIaH
MEpPOTPUATHIN 110 3a1TUTE UHHOPMALIHH.

Kontponr 3a obecniedyeHMeM YpOBHS 3alllUIIEHHOCTH WHGOpMaluu Ha
arrectoBagHod MC  nmpoBOOUTCA  BEJOMCTBOM  CaMOCTOSITENIBHO WU C
NPUBJICYCHUEM OpPraHU3AlMKM, MMEIOEH JIMUEH3UI0 Ha  OCYIIECTBICHUE
NEATEIPHOCTH 10 TEXHUYECKOW 3ammre KOHQUIACHIMAIbHOU HMH(pOpMaIIUH,
BbiiaHHyt0 PCTOK Poccun B coorBercTBUHM € llosI0KEHMEM O JTUIIEH3UPOBAHUU
NEATEIbHOCTH 10 TEXHUYECKOW 3ammure KOH(QUACHUMAIbHOW HH(pOpMaLUH,
YTBEpKIEHHBbIM NocTtaHoBieHueM [IpaButensctBa Poccuiickoit denepanuu ot 3
depans 2012 r. Ne 79.

[lo pe3ynbTaTam KOHTpOJIA 3a OOECHEYEHHEM YPOBHS 3alULIIEHHOCTH
uHpopmaruu Ha arrectroBanHON C odopmIiisieTcss mpOTOKOJ U BHOCUTCS OTMETKA
B TexHnueckui macnopt Ha MC. IIpoTOKOIbI KOHTPOJIS 3alUThl HHPOPMAIUU Ha
aTTeCTOBAaHHOM OO0BEKTe MH(POpMaTH3allMUd HE peXe OJHOro pasza B JBa roja
npeactaBisitoTca BenoMctBoM Bo PCTOK Poccum (TeppuTopualibHbIl OpraH
OCTOK Poccun).

Hemnpeacrasnenue npoTokoyioB KOHTPOJI 3amuThl nHGopmaiuu Bo PCTOK
Poccun (teppuropuansubiii opran @CTOK Poccun) siBnseTcss OCHOBaHHEM JIJIst
MIPUOCTAHOBJICHUS IEUCTBUA arTecTaTa cooTBeTcTBUs Ha MC.

8.10. B ciyuae pa3utusa (Moaepuuzanuu) MC, B xoae KOTOpOro u3MeHeHa
KoH(purypauust  (mapaMeTppl  HACTPOMKH)  MPOrPaMMHBIX,  IPOrpPaMMHO-
TEXHUYECKUX CPEACTB H  CPEACTB 3aluThl WH(OOpPMAIUU, HCKIIOYCHBI
porpaMMHBIe, TMPOTPAMMHO-TEXHHUYECKHE CpPEICTBA M  CPEICTBA  3aLIUTHI
uH(pOpMaIUK, TONOJHUTEIFHO BKIIOUYEHBI aHAJIOTMYHBIE CPEJCTBA MM 3aMEHEHbI
Ha AaHaJOTUYHbIE CPEACTBA, MPOBOMSTCS JOMOJHUTEIbHbIE aTTECTAIlMOHHbIC
UCIIBITAaHUSI OPTaHOM I10 aTTECTAIlMM B COOTBETCTBUU ¢ [TopsikoM opraHuzainuu u



poBeeHUs] paboT Mo arrectaluu 0o0BEKTOB MH(OpPMATH3alMKM Ha COOTBETCTBUE
TpeOOBaHUAM O 3aIIuTe HHPOPMAIIMU OTPAHUUYEHHOTO JTOCTYIIA, HE COCTABIISIIOIICH
roCyJIJapCTBEHHYIO TailHy, yTBepkAcHHBIM nprukazoM PCTIK Poccun ot 29 anpens
2021 r. No77. CBenenust 06 m3ameHeHusix arrecroBanHoi MIC 1 mpoBeeHHBIX MPU
TOM AaTTECTAIlMOHHBIX HMCIBITAHUSX BKJIIOYAIOTCA BEAOMCTBOM B TEXHUYECKUUN
nacnopt. JleficTBue arTectara COOTBETCTBUS HE IPEKPAIIAETCS.

8.11 B ciyuae pazutusi (MoaepHuzaiuu) MC, npuBoAsSIIEro K MOBBIIICHUIO
KJlacca 3aluiieHHOCTH (YpOBHS 3alllMIIEHHOCTH, Kareropuu 3Hauumoctu) MC u
(wm) k n3meHenuro apxurektypsl C3U MC B yacTu M3MEHEHHs BHUIOB U THUIIOB
IPOTrPaMMHBIX, POrPAMMHO-TEXHUYECKUX CPEICTB U  CPEACTB  3alIUThI
uHdopmaiuu, usMeHeHus ctpyktypsl C3U, cocTaBa v MECT pacmooKeHUus 00bEKTa
uHbOpMAIlMU U €ro KOMIIOHEHTOB, IPOBOAUTCS TOBTOpHAs aTTecTalus B
cooTBeTcTBUM ¢ [lopsakom opraHuzanuu U OpoBeAeHHs pabOT MO aTTecTaluu
00BEKTOB MH(POPMATHU3ALUU Ha COOTBETCTBUE TPEOOBAHUAM O 3aIMTE UH(OPMALIIH
OTPaHUYEHHOIO0  JIOCTYINa, HE COCTAaBJISIOMIEH TOCYJAapCTBEHHYIO TaiiHy,
yTBepxkaeHHbIM NpukazoM ®CTIK Poccun ot 29 anpens 2021 r. Ne 77.

9. OBECIIEYEHME 3AIIUTHI TH®OPMAIINU ITPU BHIBOJIE U3
SKCIIJTYATAIIUU ATTECTOBAHHOM HH®OPMAIIMOHHOM
CUCTEMBI WA NOCJIE NPUHSITUS PEHIEHUSI Ob OKOHYAHUN
OBPABOTKH HH®OPMAIINA

9.1. ObGecnevenne 3anUThl MHPOPMALMKA TMPU BBIBOJAE U3 3KCIUTyaTallUuu
arrectoBanHo MC wnM mocie npuHATHS pemeHuss 00 OKOHYaHUU OO0pabOTKH
uHGOpPMaIIMU OCYLIECTBIIIETCS BEIOMCTBOM B COOTBETCTBUU C KCILTYyaTallMOHHON
nokyMeHtanuend Ha C3U1 u opraHn3allnOHHO-PACIIOPSAAUTEIBHBIMA JTOKYMEHTAMHU
10 3aIKTe UHPOPMAIMK U B TOM YHUCJIE€ BKIIIOYAET:

— apxuBHpoBaHue uHpopmaimu, cogepxameiicsa B UC;

— YHUYTOXXEHHME (CTUpaHWE) JaHHBIX M OCTaTOYHON WHPOPMAIMH C
MalIMHHBIX HOCUTENEH HHPOPMALIMK U (MJIM) YHUUYTOKEHUE MAIIMHHBIX HOCUTENEN
uHdopMaIuu.

9.2. ApxwuBupoBanue wuHpopmarmu, coxaepxamieiici B WC, nomkHO
OCYUIECTBJIATHCS MTPU HEOOXOMMOCTH JAJbHEUIIEr0 NCIOIb30BaHUS MH(pOpMalun
B JICATEIBHOCTH BEIOMCTBA.

9.3. VHuutoxkeHue (CTUpaHHWE) JAHHBIX W OCTAaTOYHOW HHMOpPMALMKU C
MAaIIMHHBIX HOCUTEeNEH HH(OPMaLIUU TPOU3BOIUTCS IPU HEOOXOIMMOCTH MEpEaavn
MAaIIMHHOTO HOCUTENS HH(OpMaLuu Apyromy nosszoBarento MIC uim B cTOpoHHUE
OpraHu3aliyd JJii PEMOHTAa, TEXHUYECKOro OOCHY>KMBaHUS WU JaldbHEHIIero
yHUuTOXeHus. Ilpu BbIBOAE M3 OKCIUTyaTallMM  MAIIMHHBIX ~ HOCHTEJIEH
uH(pOpMaIUK, Ha KOTOPBIX OCYIIECTBISIUCH XpaHEHHE U 00padoTKa nH(popMaluy,
OCYUIECTBJISIETCS  (U3MUECKOE YHUUTOXKEHUE OSTUX MAIIMHHBIX HOCUTEIEeH
uHdopMaIuu.



