ITamsaTka mo 6e3onacuocT B UnTepHeTE

C KaxabpIM TOJ0OM MOJIOJIekKHU B VIHTEpHETE CTAHOBUTHCS OOJIBIIIE, & IKOJbHUKU
OJIHU W3 CaMbIX aKTUBHBIX MOJib30BaTener Pynera. Mexny tTem, mnoMuUMO
OTPOMHOTO KOJINYECTBAa BO3MOYKHOCTEH, MHTEPHET HECET U MPOOIeMbI. JTa
maMsaTKa JOJKHA TOMOYb Tebe 0e30ImacHO HaXOAUThCS B CETH.

KomnbrorepHbie BUPYChI

KomnbroTepHblid BUPYC — 3TO Pa3HOBUHOCTh KOMIIBIOTEPHBIX TPOTPAMM,
OTIIMYUTEIBHON 0COOEHHOCTBIO KOTOPOH SIBIISIETCSA CIIOCOOHOCTh K PA3MHOXKEHUIO.
B nomnonHeHue K 3TOMy, BUPYChl MOTYT OBPEAUTD WUITU MOJTHOCThIO YHUUTOXKUTh
Bce (hailsibl ¥ TaHHBIE, TOJKOHTPOJIBHBIE MOJIB30BATENI0, OT UMEHH KOTOPOTo ObL1a
3amyllleHa 3apaxEHHas MporpaMmma, a TakKe MOBPEAUTh WIH TaKE YHUUTOKUTh
OINEpallMOHHYIO CUCTEMY CO BceMH (pailiiaMu B 11esioM. B O0IbIIMHCTBE CiydaeB
pacrpoCTPaHSAIOTCS BUPYCHI YEPE3 UHTEPHET.

MeTOIILI 3allIMTHI OT BPCAOHOCHBIX IporpaMmm:

o Hcnonb3ylt coBpeMEHHBIE ONepallUOHHBIE CUCTEMbI, UMEIOIINE CePbE3HBIN
YPOBEHB 3aIIUThI OT BPEIOHOCHBIX IPOTPAMM;

o [IlocrossHHO ycTaHaBmMBail natun (IM(QPOBBIE 3aIUIATKH, KOTOPHIE
aBTOMATUYECKU YCTAHABIMBAIOTCS C LIEJIBI0 JOPAOOTKU IPOrpaMMBbl) U
JIpyrue oOHOBJIEHUS CBOEH onepalmoHHON cucTeMbl. CKaunBail X TOJIBKO €
oduimanbHoro caiira pazpadorunka OC. Ecnu cyiiecTByeT pesxxum
aBTOMATUYECKOT0 OOHOBJIEHUS, BKIIOUH €T0;

« Pabotaii Ha cBOEeM KOMIIBIOTEpE TI0]1 TTPaBaMU TOJIH30BATENS, a HE
aIMUHUCTPATOPA. DTO HE TO3BOJIUT OOJIBIIUHCTBY BPEJOHOCHBIX ITPOTpaMM
MHCTAJUIMPOBATHCS HA TBOEM MEPCOHATLHOM KOMITBIOTEPE;

o Hcmonw3yit aHTUBHPYCHBIC TPOTPAMMHBIE TPOTYKTHI U3BECTHBIX
MPOU3BOJIUTEIICH, C aBTOMATUYECKUM OOHOBJICHUEM 0as3;

o Orpannub GU3NIECKUMN TOCTYI K KOMIBIOTEPY JJIsl TOCTOPOHHUX JIUIL;

o Hcnonp3yit BHEIIHUE HOCUTEIN UH(DOPMAILIMH, TaKKe KaK (Iienika, TUCK UiH
(aiin U3 uHTEpHETa, TOJIBKO U3 IPOBEPEHHBIX HCTOYHUKOB;

o He oTkpriBait koMIbIOTepHBIE (alIbI, TOJYICHHBIC U3 HEHAIEKHBIX
HMCTOYHUKOB. Jlaxke Te (paityibl, KOTOphIEC MpUCIIall TBOM 3HAKOMBIN. JIyurie
YTOYHU y HETO, OTIPABJISUI JIU OH TeOE HX.

Cetu WI-FI
Wi-Fi - 310 He BHI Miepeayn JaHHBIX, HE TEXHOJIOTHS, a BCETO JIUIIb OpeH/I,
Mapka. Emie B 1991 roay Huznepianackas KOMIIaHUS 3apeTUCTpUpoBaiia OpeH



«WECAY, uto o603Hauaso cioBocodetanue « Wireless Fidelity», koTopsiii
MIEPEBOIUTCS KaK «OecpoBOAHAS TOYHOCTHY. J[0 HaIlero BpeMeHu Jo1Ia Ipyras
ab0peBuatypa, KOTopast sIBJSETCS TAKOM ke TeXHOoJorueil. Ito abopeBuaTypa
«Wi-Fi». Takoe Ha3zBaH#e OBLIO JaHO C HAMEKOM Ha CTaHAApT BBICIINI 3BYKOBOU
texuuku Hi-Fi, yTo B mepeBojie 03HaYaeT «BBICOKAsi TOUHOCTHY.

Jla, OecrimaTHBIM HMHTEPHET-A0CTYH B Kae, OTEISIX U adpoIopTax sSBISCTCS
OTJIMYHOIN BO3MOXXHOCTBIO BBIXOJIa B MHTepHET. HO MHOTHE AKCIIEPTHI CUMTAIOT,
yTo obmenoctymubie Wi-Fi ceTu He sBsOTCS 6€301aCHBIMHU.

CogeThbl 110 0€301aCHOCTH PadoTe B 00IIEAOCTYMHBIX ceTsix Wi-fi:

« He nepenasaii cBoo JINUHYIO HHPOPMALIUIO Yepe3 oommeaocTymHbie Wi-Fi
cetu. PaboTast B HUX, JKeJlaTeIbHO HE BBOJIUTH MAPOJIU JOCTYINA, JIOTUHBI U
KaKHe-TO HOMepa;

o Hcnonw3yit u 0OHOBIISIH aHTUBUPYCHBIE TPOrpaMMbl U Opanamayep. Tem
caMbIM ThI 00€30MacHIIlb ce0s OT 3aKaYKHU BUPYyca Ha TBOE YCTPOUCTRO;

o [Ilpu ucnonbzoBanuu Wi-Fi otkmoun @yHknuio «O0mmii 1ocTym K Qaitinam
U npuHTepam». JlaHHas QyHKIMS 3aKpbITa IO YMOIYAHUIO, OJTHAKO
HEKOTOpPBbIE NOJIb30BATENN aKTUBUPYIOT €€ Ui y100CTBa UCIIOJIb30BAHUS B
paboTte wim yueode;

o He ucnons3yit nyonuunsiii WI-FI qy1s nepegaun TMUHBIX TaHHBIX,
HanpuMep JJIsl BBIXOJA B COLIMATIBHBIE CETU WJIA B JIEKTPOHHYIO MOUTY;

o Hcnonb3yl Tonpko 3amuiieHHoe coequenue uepes HTTPS, a ue HTTP,
T.€. Ipu Habope BeO-aapeca BBOAU UMEHHO «https://»;

« B moOwmisHOM Tenedone otkimoun GyHkiuio «Ilonkmouenne k Wi-Fi
aBTOMaTHuyecKkn». He momyckai aBTOMaTHYECKOTO MOAKIFOUYCHUS
ycTpoicTia K cetsim Wi-Fi 0e3 TBoero cornacus.

CoumnanbHble CeTH

CouuasibHbIE CETH aKTUBHO BXOJIAT B HAITY KU3Hb, MHOTHE JIIOJIA paboTaloT 1
JKUBYT TaM MOCTOSIHHO, a B Facebook yke 3apeructpupoBan MUJITHAP] YEIIOBEK,
YTO SIBJISICTCSI OMHOM CebMOM BCEX JKUTENCH MmIaHeThl. MHOTHMe moJIb30BaTeIu HE
MOHUMAIOT, YTO UH(OpMAITUs, pa3MeIIeHHAs UMH B COITUATIBLHBIX CETSIX, MOXKET
OBITH HalJIeHA M MCTIOJB30BaHa KEM YTOJHO, B TOM YHCJIE HE 0053aTEIbHO C
OJIaruMu HaMEPEHUSIMU.

OCHOBHBIE COBETHI 10 0€30MACHOCTH B COMAJLHBIX CETAX:

o Orpanunyb criucok Apy3eil. Y Te0st B Ipy3bsX HE JOJDKHO OBITh CIyYaHBIX U
HE3HAKOMBIX JIIOJICH;



 3amumiail cBO 4acTHyIO ku3Hb. He yka3biBaii naponu, TenedoHsl, ajapeca,
JaTy TBOETO POXKIACHUS U JPYTYIO JIUUYHYIO HHPOPMAIIHIO.
370YMBIIIJIEHHUKU MOTYT UCIIOJIb30BaTh )K€ MHPOPMALUIO O TOM, KaK Th
Y TBOM POAUTEIIN IJIAHUPYETE IPOBECTH KAHUKYIIBL;

o 3amuinaii CBOO peryTalIuio - JIep>KHU €€ B YUCTOTE U 3aJiaBaii cede BOIpoc:
XO0TeJ OBl ThI, YTOOBI IPYTHE TTOJIH30BATEH BUACIH, YTO ThI 3aTPy’Kaeiib?
[Toxymaii, mpexkJie 4eM 4TO-TO ONMyOJIUKOBATh, HAIIUCATh U 3arPy3UTh;

« Ecuu T rOBOpHILIB C JIIOIEMU, KOTOPBIX HE 3HACIIH, HE UCIIOJIB3YH CBOE
peabHOE UMl U APYTYIO JTUYHYIO0 HH(OPMAIIMH: UMSI, MECTO )KUTEIbCTBA,
MECTO yueObl U IPOYee;

o W30eraii pasmenienus pororpaduii B IaTepHeTe, r1e Thl H300paXkeH Ha
MECTHOCTH, IT0 KOTOPOI MOKHO OTIPECITUTH TBOE MECTOTIOJIOKCHHE;

o Ilpu perucrpanuu B COIUAIBLHON CETH HEOOXOAMMO UCTIOIb30BaTh CIOKHBIE
IIapOJIH, COCTOSIIINE U3 OYKB M IU(P U C KOJTUYECTBOM 3HAKOB HE MEHEE §;

o Jlnsa counanbHOM CETH, MOYTHI U APYTUX CAUTOB HEOOXOIUMO UCIIOIh30BATh
paszHbie napoiau. Toraa ecinu Te€0st B3JI0OMAIOT, TO 3JI0YMBIIIJICHHUKHU TTOJTy4YaT
JIOCTYT TOJBKO K OJHOMY MECTY, a HE BO BCE Cpasy.

DJIeKTPOHHbIE IEHbI'H
DIeKTPOHHBIC IEHBI'M — 3TO OYCHB yIOOHBIN CITOCO0 IIIaTEeKEH, OJHAKO
CYIIECTBYIOT MOIIICHHUKH, KOTOPBIE XOTAT MOJYYHTh 3TH JECHBIH.

DNEeKTPOHHBIC IEHBIH TIOSIBUJIMCH COBCEM HEJIaBHO M UMEHHO M3-32 3TOTO BO
MHOTHX TOCyAapcTBax J0 CHX IOP HE MPOIKCAHO MPo HUX B 3aKkoHax. B Poccun
K€ OHU (DYHKITMOHUPYIOT U O HUX YK€ MPOIHCAHO B 3aKOHE, I/IC MX pa3AeIIsIoT Ha
HECKOJILKO BHJIOB — aHOHUMHEIE ¥ HE aHOHMMHBIE. Pa3sHuIia B ToM, 4TO
AHOHUMHBIC - 3TO T€, B KOTOPHIX pa3peliacTcs MPOBOAUTE Omeparuu 0e3
UACHTU(GUKAIINY TT0JIb30BaTENs, a B HCAHOHUMHBIX UACHTU(UKAIINH TTOJIh30BaTEIIs
SBJISIETCS 00S3aTEIBLHOM.

Takoke ciaenyeT pa3nuyarh 3JIEKTPOHHbIE (PUATHBIE IEHBIU (PABHBI
rOCy/IapCTBEHHBIM BaJIOTaM) U AJIEKTPOHHbBIC HEPUATHBIE IEHbIH (HE PaBHbI
rOCyAapCTBEHHBIM BAJIIOTaM).

OcHoBHBIE cOBeTHI 0 0€e30NacHOii padoTe ¢ JIEKTPOHHBIMHU I€HbIAMU:

o IlpuBspku k cuety MOOUIBbHBIN TelleOoH. ITO camblil yA0OHBIN 1 ObICTPBIN
croco0 BOCCTAaHOBUTH JAOCTYTI K cueTy. [IpuBsizanHbIN Tene(oH MOMOXKET,
eciu 3a0yenb CBOM IIJIaTEKHbIN MapoJib WY 3aiieIb Ha CalT C
HE3HAKOMOI'0 YCTPOWCTBA;



« Hcnons3yit ogHOpazoBeie mapoiu. [locie nepexona Ha YCHIICHHYIO
aBTOpHU3aLIMIO TeOe yKe He OyIeT yrpoKaTh OMAaCHOCTh KPaXu WU
riepexBaTa IIATeIKHOTO MMapoJis;

« Bribepu cnoxunbiit mapoins. [Ipectynaukam Oynet HE MPOCTO yraaathb
CJIO>KHBIN napoiib. HazexxHple napoiau — 3T0 Mapoiu, KOTOpPbIE CoepKar
HE MEHee § 3HAKOB M BKJIIOYAIOT B ¢€0s1 CTPOUHBIE U MIPOMUCHBIE OYKBBI,
U@ pbl ¥ HECKOJIBKO CUMBOJIOB, TAKHE KaK 3HAaK J0Juiapa, pyHTa,
BOCKJIMIATENBHBIN 3HaK ¥ T.1. Hanpumep, $tROng!;;

« He BBOJH CBOM JIMYHBIC JAHHBIC HA CaﬁTaX, KOTOPBIM HC JOBCPACIIID.

DJIeKTPOHHASA MOYTA

DneKTpoHHAs MOYTa — HTO TEXHOJIOTHSI U MPEJOCTABIISIEMbIE €10 YCIYTH 110
MEPECHUIKE U MOJYUYEHHUIO AIEKTPOHHBIX COOOIICHH, KOTOPBIE PACTIPEACIISIOTCS B
KOMITbIOTEpHOU ceTu. OOBIYHO 3JIE€KTPOHHBIN TTOYTOBBIH SIIUK BBITIISUT
ClIeyIomuM 00pa3oM: UMsI_TOJIb30BaTeNsI(@UMs_JIoMeHa. Takke KpoMe mepeadn
MIPOCTOTO TEKCTA, UMEETCS BO3MOYKHOCTH TIEpe1aBaTh (haiiiibl.

OcHoBHBIE COBETHI 110 0€30MACHOI padoTe ¢ IJIEKTPOHHOM MOYTOM:

« Hano BeIOpaTh npaBUIIbHBIN MTOYTOBBIN CEpBUC. B nHTEpHETE €CTh
OTPOMHBIN BBIOOp OECIIJIATHBIX MOYTOBBIX CEPBUCOB, OJHAKO JyYIIIe
JIOBEPSTH TEM, KOI'0 3HACIIb U KTO IIEPBbIA B PEUTHHTIE;

« He yka3piBail B 1MuHOM nouTe TMUHYI0 HH(popmanuto. Hanmpumep, mydie
BBIOpATh «MY3bIKaIbHBIN (hanat@» umu «pok2013» BmecTo «Temal3»;

o Hcnonb3yl IBYX3TAMHYIO AaBTOPU3ALAI0. DTO KOTAa TOMHUMO NapoJisi HY>KHO
BBOJUTH KOJ, MpUChLIaeMblid M0 SMS;

o Bri0epu ciioxHbIi 1aposib. [ KaXk10ro MOYTOBOTO SIIIMKA JOJDKEH OBITh
CBOW HAJEKHBIW, YCTOWYHUBBIN K B3JIOMY I1apOJIib;

o Ecim ecth BO3MOXXHOCTH HanMCaTh CaMOMY CBOM JIMYHBIN BOIPOC,
MCIOJIb3YH 3Ty BO3MOXHOCTb;

o Hcrnonb3yli HECKOIBKO MTOYTOBBIX SIMIUKOB. [IepBbIi 111 YaCTHOM
MEPENUCKH C apecaTaMu, KOTOPBIM Thl JIOBEPSEIb. ITO AIEKTPOHHBIN
aJipec He HAJ0 MCIOIb30BATh TP PErUCTpaliK Ha (popymax U caiTax;

o He oTkpsiBaii ¢daiiabl U Apyrue BIOXKEHUS B MUCbMaxX JaXke €ClId OHU
OPUILUTA OT TBOUX Jpy3ei. Jlydile yTouHu y HUX, OTIPABIISIIN JIU OHU TeOe
9T (aiibl;

o Ilocie okoHuanus pabOTHI HA TIOYTOBOM CEPBHUCE TIEPE]] 3aKPBITHEM
BKJIQJIKU C CAUTOM HE 3a0y/ib HaXKaTh Ha «BBIATHY.



Ku0epOyajmHr uim BUPTyaJbHOE U3/1€BATEIHCTBO

KubepOymmmHr — npecnenoBanne cOOOMEHUSIMHU, COIEPKAIMUME OCKOPOJICHNUS,
arpecculo, 3alyruBaHNe; XyJIUTaHCTBO; COLIMAIbHOE OOMKOTUPOBAHUE C TIOMOIIBIO
Pa3JIMYHBIX HTHTEPHET-CEPBUCOB.

OcHoBHBIE cOBeTHI 10 00pbHOe ¢ KHOEPOYIIMHIOM:

o He Opocaiics B 60i1. JIyummuii cioco6: mOCOBETOBaThCS Kak ceOsl BECTH H,
€CIIM HET TOTO, K KOMY MOKHO OOpaTUThCS, TO BHaYaJle YCIIOKOUThCs. Ecin
Thl HAYHEIITb OTBEYATh OCKOPOJICHUSIMU Ha OCKOPOJICHHUS, TO TOJBKO €IIIe
0O0JIbIIIEe Pa30XKIKEITh KOH(IUKT;

o YmpaBisiii cBoel kubeppernyTainmei;

e AHOHHMHOCTH B CETHM MHHMMas. CYH_ICCTBYIOT CIIOCOOBI BBISICHUTBH, KTO CTOUT
3d AHOHUMHBIM aKKayHTOM;

« He crout Bectu Xynuranckuii o0pa3 BUpTyanbHOU *Ku3HU. IHTEpHET
(¢ukcupyeT Bce TBOU ACHCTBUS U COXpaHSET UX. Y JAIUTh UX OyJeT KpaiiHe
3aTPYAHUTEIIBHO;

o CoOmrofaii CBOIO BUPTYAIbHYIO YE€CTh CMOJIONY;

o Urnopupyit equanyHbIi HeraTuB. OTHOpPa30BbIe OCKOPOUTEILHBIS
COOOIIIEeHH s JIydIlie HITHOpHUPOBaTh. OOBIYHO arpeccus mpeKpamiaeTcs Ha
HavaJIbHOM CTaJuu;

« banb arpeccopa. B nporpammax oOMeHa MTHOBEHHBIMU COOOIIICHUSIMU, B
COITMAIBHBIX CETSIX €CTh BOBMOXKHOCTH OJIOKMPOBKHU OTIPABKH COOOIIECHHI C
OMPEICIICHHBIX aJPECOB;

o Ecnu Te1 cBUnETEND KNOEpOyIMHra. TBOU AEMCTBUS: BBICTYIUTH IPOTUB
IIpecieoBaTes, I0Ka3aTh EMY, 4TO €ro IEUCTBUs OLIEHUBAIOTCS
HETaTUBHO, MOAAEPKATH )KEPTBY, KOTOPOH HY>KHA IICUXOJIOTHYECKAS
IOMOIIIb, COOOIIUTB B3POCIHBIM O (haKTe arpeCCUBHOTO MOBEIEHUS B CETH.

MooOuiabHbId TesedoH

CoBpeMeHHbIe cMapT(OHBI U TUIAHIIETHI COAEPKAT B ce0e BITOJIHE B3POCIBIi
(GYHKIIMOHAJ, M TETIePh OHK MOTYT KOHKYPHPOBAaTh CO CTAllMOHAPHBIMH
KoMIibroTepamu. OTHAKO, CPEICTB 3AIUTHI JJISI IOJOOHBIX YCTPOUCTB MOKA OYCHb
Majo. TecTupoBaHHE U MOUCK YI3BUMOCTEH B HUX MPOUCXOAUT HE TaK
WHTEHCUBHO, Kak 1y [1K, To ke camoe kacaeTcst 1 MOOMITBbHBIX TIPHIIOKCHHM.
CoBpeMeHHbIe MOOMIIBHBIE Opay3ephl y)Ke MPaKTUYECKH JIOTHAIA HACTOJIbHBIS
aHaJIOTH, OJHAKO paciiupeHue PyHKIMOHaIa BIEYET 32 CO00M OOJBIITYIO
CJIOKHOCTh M MEHBIITYIO 3aIIUIIEHHOCTh. J[aneko He Bce MPOU3BOAUTENN
BBITTYCKAIOT OOHOBJICHHUSI, 3aKPBIBAIONINE KPUTHIECKUE YSI3BUMOCTH ISl CBOMX
YCTPOMCTB.



OcHoOBHBIE COBETHI JIJI1 0€30IACHOCTH MOOMJILHOIO TeJie(poHA:

« Huuero He siBisieTCs mo-HacToALIEMY OecIIaTHBIM. Byib OCTOpOXEH, BEllb
Korja Tede mpearaT OecIiaTHBIA KOHTEHT, B HEM MOTYT OBITh CKPBITHI
KAaKHE-TO IIJIATHBIE YCIIYTH;

o Jlymaii, mpexae yem otnpaButb SMS, ¢hoTo minu Buaeo. Thl TOUHO 3HACIIID,
r7ie OHU OyyT B KOHEYHOM UTOTE?

o Heo6xoauMo 0OHOBISTE ONEPAITMOHHYIO CUCTEMY TBOETO cMapT(hOoHa;
o Hcnonb3yii aHTHBHPYCHBIE TIPOIPAMMBI JUISI MOOMITBHBIX TEJIe(DOHOB;

« He 3arpyxaii mpuio>keHUsI OT HEU3BECTHOTO HCTOYHHKA, BEJIb OHU MOTYT
COZIePKATh BPEIOHOCHOE MPOrpaMMHOE 00ECIICUCHHUE;

« [Ilocne Toro kak ThI BBIAJICHIB C CaiiTa, Iie BBOAWII JIMYHYIO HH(POpMAIIHIO,
3aiiin B HACTpOIkK Opay3epa U yaaiu cookies;

o Ilepwoamaecku mpoBepsiii Kakue MIATHBIE YCIYTH aKTHBUPOBAHBI HA TBOEM
HOMEPE;

o« JlaBaii cBOWi HOMEP MOOMIBHOTO TeNe(OHa TOJBKO JIOIM, KOTOPBIX Th
3HACIIb U KOMY JIOBEpSEILb;

o Bluetooth nomxeH ObITH BBIKIIIOUEH, KOT/Ia Thl UM HE MOJb3yelibes. He
3a0bIBall HHOT/1a MPOBEPSITH ITO.

Online urpsbi

CoBpeMeHHbIE OHJIAH-UTPBI — 3TO KPACOYHBIE, 3aXBATHIBAIOIINE PA3BICUCHNUS,
OOBEAUHSIONINE COTHU THICAY YEJIOBEK 10 BceMy Mupy. Urpoku uccineayrot
JAHHBINM UM MHp, OOLIAIOTCS IPYT C IPYTrOM, BBIMOJHSIOT 3aJaHUs], CPAKAIOTCA C
MOHCTPAMH H IOJIYYarOT ONBIT. 34 YAOBOJBCTBUE OHU IUIATST: MOKYIAIOT IUCK,
OIUIAYMBAIOT A0OHEMEHT WJIM MPUOOPETAIOT KAKUE-TO OILHUU.

Bce 3Tu cpenctBa uayT Ha MOAAEPKAHUE U PA3BUTUE UTPBI, & TAKKE HA CaMy
0€30MacHOCTh: COBEPIIEHCTBYIOTCSI CUCTEMBI aBTOPU3AIMH, BBIITYCKAIOTCS HOBBIE
naTuu (IUQpoBbIE 3aIIaTKU AJI IPOrpaMM), 3aKpPbIBAIOTCSI YSI3BUMOCTH CEPBEPOB.
B nogo0OHBIX Urpax CTOUT OMAcaThCsl HE CTOJIBKO CBOMX COMIEPHUKOB, CKOJIBKO
Kpa)ki TBOETO MapoJis, Ha KOTOPOM OCHOBaHA CHCTEMa aBTOPU3ALUU OOJIBIIMHCTBA
Urp.

OcHoOBHbBIE COBEeTbI 110 0€30MACHOCTH TBOEro HUI'POBOTI0 aKKayHTa:

o Ecnu npyroii urpok Benet ce0s MmIoXo Uir co3aeT Ted0e HEMPUITHOCTH,
3a0JIOKUPYH €ro B CIIHCKE UTPOKOB;

o [loxamyiics agMAUHUCTpATOpPaM MIPHI HA IUIOXOE MTOBEAEHUE 3TOI0 UTPOKA,
JKEJIATENBHO MTPUIIOKUTh KaKUe-TO I0KA3aTeNbCTBA B BUJE CKPUHOB;



He yka3biBaii muunyro uadopmaliyo B mpodaie urpsl;
VYBaxall Apyrux y4aCTHUKOB I10 UTPE;

He ycranaBiuBail HeouinanbHbIe TaTYU U MOBL;
Hcnonp3yi CII0KHBIE U pa3HbIE TAPOJIH;

Jlaxxe BO BpeMsi UTPbI HE CTOUT OTKJII0YaTh aHTUBUpPYC. [loka Tl urpaeuisp,
TBOM KOMIIBIOTEP MOTYT 3apa3UTh.

@UIIMHT WM KPaKa JUYHbIX JAHHBIX

OOBIYHO KpaXKkell IeHEeT U TOKYMEHTOB CErOJIHs y>K€ HUKOI0 HE YAUBHILb, HO C
pPa3BUTHEM UHTEPHET-TEXHOJIOTUM 3710YMBIIUIEHHUKH IEPEMECTUINCH B UHTEPHET,
U TIPOJIOJDKAIOT 3aHUMATHCS «JTFOOMMBIMY eNTOM. Tak MosIBUIIach HOBas yrpo3a:
MHTEPHET-MOLICHHUYECTBA WX (PUILIMHT, TJIaBHAs 1eJIb KOTOPOTOo COCTOUT B
NOJy4YE€HUU KOH(PHUICHUIUATbHBIX JaHHBIX M10JIb30BaTeNIel — JIOTMHOB U MapoJIeH.
Ha anrnmiickom si3bike phishing unraercs kak ¢pummnr (ot fishing — preiOHast
JIOBJIsA, password — mapoJin).

OcHoBHBIE cOBEeTHI 10 00pb0e ¢ GUIIMHIOM:

Cnenu 3a cBOMM akkayHTOM. Eciiv Thl HOIO3pEBACIIB, YTO TBOA AHKETA
OblJ1a B3JI0MaHa, TO HEOOXOMMO 3a0JJOKHPOBATh €€ U COOOIIUTh
aJMUHUCTpATOpaM pecypca 00 TOM KaK MOXKHO CKOpEe;

HCHOHBSYﬁ Oc30macHbIe Be6-CaﬁTBI, B TOM YHCJIC, HHTCPHCT-MAara3mHOB U
ITOUCKOBBIX CUCTEM,

Hcnonb3yit criokHbIe U pa3Hble mapoin. Takum o0pa3om, eciiu Te0s
B3JIOMAIOT, TO 3JI0YMBIIIIEHHUKH MTOTydYaT JOCTYI TOJIBKO K OJHOMY TBOEMY
poUIII0 B CETH, a HE KO BCEM;

Ecnu Te0s B310Mainu, To HEOOXO0AUMO MPEAYIPEAUTH BCEX CBOUX
3HAKOMBIX, KOTOPBIE T0OABJIEHBI y T€0S B IPY3bsiX, O TOM, YTO T€Os
B3JIOMAJI ¥, BO3MOXHO, OT TBOETO MMEHHU OYET pacchliaThCsl CliaM U
CCBUJIKM Ha (PUIIIMHTOBHIE CANTHI;

YcranoBu HagexHbil napodib (PIN) Ha MOOMIBHBIN TenedoH;
OTkiIr04M coXpaHeHue naposis B Opaysepe;

He oTkpsiBaii (aitipl 1 Apyrue BIOKSHUS B TUChMaX JIaKe €CJIM OHU
MPUIILTA OT TBOUX Jpy3el. Jlydie yTouHu y HUX, OTIPABIISIIN JIM OHU Tebe
9T (aiibl;

Iu¢pposas penyrauus
[udposas penyraius - 3T0 HEraTUBHASI UJIM TO3UTHUBHASI HHPOPMALIMS B CETH O
tebe. Kommpomerupyromias nHGpopmalys pa3MeleHHas B MHTEPHETE MOXKET



Cepbe3HBIM 00Pa30M OTPA3UTHCS HAa TBOEH peasbHOM ku3HU. «Lludposas
pemyTanus - 3TO TBOM UMUK, KOTOPBINA (hopMupyercs u3 nHdopmanuu o Tede B
uHTEepHeTe. TBOE MECTO KHUTEIbCTBA, YUeObl, TBOE (PMHAHCOBOE MOJIOKEHHE,
0COOEHHOCTH XapaKTepa U paccKasbl O OJIM3KUX — BCE ATO HAKAIJIMBAETCS B CETH.

MHorue nogpoCTKy JIEFKOMBICIEHHO OTHOCSITCS K IMyOJIMKalMK JIMYHOM
uHpopMaiuu B IHTepHeTe, He MOHUMast BOZMOXKHBIX MOCIEACTBUI. ThI 1axe He
CMOJKEIIb I0rafaThCs 0 TOM, 4To GoTorpadusi, pa3MelleHHas 5 JIeT Ha3aj, cTaja
IPUYUHON OTKAa3a MPUHATH T€0S Ha paldoTy.

KommenTapuu, pazmenienue TBoux (pororpaduii u Apyrue 1elCTBUS MOTYT HE
MCUYE3HYTh JIAXKE MOCIE TOTO, KaK Thl UX YAaIUIIb. Thl HE 3HACIIb, KTO COXPAHMII
3Ty HH(pOpMaIIHIO, IToMajia JIM OHAa B IOUCKOBBIE CUCTEMbI U COXpaHWIACh JIK OHA, a
IJIaBHOE: YTO MOJIYMAaIOT O Te0€ OKPYKAIOIIEe JIIOAU, KOTOPhIE HAUIYT U YBUAST
»T0. HaiiT nHpopMaimio MHOTO JIET CITYCTSI CMOXKET JIF0OOM — Kak U3 JOOPBIX
noOyXIeHH, TaK U C HAMEPEHHUEM NMPUUUHUTH BPe. ITO MOXKET OBITh KTO

YTOJTHO.
OcHoBHBIE COBETHI M0 3aIUTe NN(PPOBOM pPeImyTALMHA:

o Tlomymaii, mpexxae 4eM 4To-TO IMyOJIMKOBATh M MEpeaaBaTh y ceOs B Oiore
WJIM B COLIMAJILHOM CETH;

« B nactpoiikax nmpoduiis ycTaHOBU OTpaHUYEHUS HA IPOCMOTP TBOETO
npoduIsi U €ro COJAECPAKUMOTro, cliesiail €ro TOIBKO «IJIsl APY3eiln;

« He pa3smemaii 1 He yka3biBail nHPOpPMAIKIO, KOTOPAsk MOKET KOr0-TH00
OCKOPOJISITH WJIH OOMXKATh.

ABTOpPCKOE IPaBo

CoBpeMeHHBIE MKOJLHUKH — aKTUBHBIC ITOJIH30BaTENN ITU(POBOTO MPOCTPAHCTBRA.
OpxHako maneko He BCE 3HAIOT, YTO MOJb30BaHUE MHOTUMHU BO3MOXKHOCTSIMU
urdpoBoro mupa TpedyeT COOM0ICHUS PAB HA UHTEIJIEKTYaJbHYIO
COOCTBEHHOCTb.

TepMUH «MHTEJUIEKTYallbHasi COOCTBEHHOCThY» OTHOCHUTCS K Pa3IM4YHbIM
TBOPEHHUSM YEJIOBEYECKOTO yMa, HAYMHAs C HOBBIX M300PETEHUI U 3HAKOB,
0003HaYyaroIIMX COOCTBEHHOCTh HA IPOJAYKTHI U YCIYTH , U 3aKaHYUBasi KHUTAMH,
dboTorpadusiMu, KHHOQUIbMaMH U MY3bIKAJIbHBIMU TTPOU3BEACHUSMU.

ABTOpCKHE TpaBa — 3TO NIpaBa Ha UHTEIJIEKTYaIbHYI0 COOCTBEHHOCTh Ha
IIPOU3BEIECHUS HAYKH, JINTEPATYPbl U UICKYCCTBA. ABTOPCKHE NIPABa BHICTYIAIOT B
KaueCTBE rapaHTHH TOTO, YTO MHTEJUIEKTYaJIbHBII/TBOPUECKHUI TPy aBTOpa HE
OyJeT HapacHbBIM, AACT eMY CIIpaBeJIMBbIE BO3MOKHOCTH 3apaboTaTh Ha



pe3ynbTaTax CBOEro Tpy/ia, MOJIyYUTh U3BECTHOCTh U Npu3HaHue. Hukro 6e3
pa3pellieHus aBTOpa HE MOKET BOCIIPOU3BOIUTH €r0 TPOU3BEICHUE,
pacnpocTpaHsiTh, IyOIUYHO TEMOHCTPUPOBATH, IPOJABATh, UMIIOPTUPOBATH,
MyCKaTh B MPOKAT, MyOJIMYHO UCTIOJIHATD, TOKA3BIBATH/UCIIOJHATH B d(pupe nin
pa3memniath B IHTEepHeTe.

Hcnonb30BaHue «IUPATCKOT0» MPOrpaMMHOI0 00ECTICUCHUSI MOKET TPUBECTH K
MHOTHM pUCKaM: OT MOTEPU JAHHBIX K TBOUM aKKayHTaM J0 OJIOKHPOBKH TBOETO
YCTPOMCTBA, I/I€ YCTAHOBJICHHBIN HE JIeTallbHas nmporpamma. He crout takxke
3a0bIBaTh, UTO CYIIECTBYET JETaIbHbIC U OE€CIIATHBIE MPOTPAMMBI, KOTOPHIE
MOYHO HAliTH B CETH.



