ITpunoxxenne N 1

ITAMATKA JJISA OBYYAIOIHIUXCA
Ob UTH®OPMAIIMOHHOM BE3OIACHOCTH JETEN
HEJIb34

1. Bcem mompsim cooOmaTh CBOIO YacTHYIO HHQPOpPMAIUIO (HACTOSIINAE WM,
dbammmmio, TenedoH, aapec, HOMEp IIKOJIbI, a Takxke (ororpaduu cCBOH, CBOCH
CEMBH | JIpy3ei);

2. OTKpbIBaTh BJIOKEHHBIE (AMIIBI 3JIEKTPOHHOM NOYTHI, KOIJa HE 3Haellb
OTIPABUTEIIS;

3. FPY6I/ITI>, npuanupaTbCia, OKa3bIBATb MHABJIICHHUC - BCCTU ce0s1 HEBEKIMBO H
arpcCCUBHO,

4. He pacnopsoxaiicsi JeHbraMu TBOEH ceMbU 0€3 pa3pelleHus CTaplIMX - BCErjaa
CITpallINBal POAUTEIIEH;

5. He Bctpeuatica ¢ IHTepHET-3HAKOMBIMHA B PEATIBHOM KU3HU - TTOCOBETYMCS CO
B3POCIIBIM, KOTOPOMY JTOBEPSCIIIb.

OCTOPOXHO

1. He Bce numyT npaBay. Yuraeus o cedbe Henpasay B MHTEepHeTe - cooOum o0
3TOM CBOHMM POJIUTENSIM WU OTIEKyHaM;

2. IlpurnamaroT mepenuchIBaThCS, UrpaTh, OOMEHUBATHCS - MPOBEPb, HET JIU
IOJIBOXA;

3. HezakonHoe konupoBanue (aiiioB B UHTEpHETE - BOPOBCTBO;
4. Bcerna pacckasbiBail B3pOCIIbIM O IIpo0OJieMax B CETH - OHU BCEr1a IOMOTYT;

5. Ucnonb3yit HaCTpOWKU O€30MaCHOCTH M MPUBATHOCTHU, YTOOBI HE IOTEPATH CBOU
AKKayHTBI B COLICETSIX U APYTHX MOPTAJIAX.

MOXHO

1. YBaxaii qpyrux noJib30BaTeleu;

2. ITonp3yembess UHTEpHET-UCTOYHUKOM - JIEJIAN CCBUIKY HA HETO;
3. OTKpbIBal TOJIBKO T€ CCHUIKU, B KOTOPBIX YBEPEH;

4. OOmartbest 32 MOMOIIBIO B3POCIBIM - POJAMUTENH, ONEKYHbl U aIMUHHUCTpALUS
CalTOB BCET1a [IOMOTYT;

5. Tlpotinu oOyuenue Ha caifte "CeTeBUUYOK" M TOJYyYM TACHOPT IM(GPOBOTO
rpaxkJanuHal



[Ipunoxenue N 2

NUH®OPMALIMOHHAS TIAMSITKA
JUISI OBYYAIOIMXCS 1J151 PASMEIIEHUS
HA O®PUIUAJIBLHBIX UHTEPHET-PECYPCAX

C KaxapIM TOJ0OM MOJIOJICKHW B MUHTEPHETE CTAHOBUTHCS OOJBIIE, a NIKOJbHUKU
OJIHM W3 CaMbIX aKTHUBHBIX TOJb30Baresie PyHera. Mexay TeMm, HOMHUMO
OTPOMHOTO KOJMYECTBA BO3MOXXHOCTEW, HMHTEPHET HECET M MpoOJieMbl. ITa
maMsTKa JOJKHA TOMOYb TeOe 0e30ImacHO HaXOAUThCS B CETH.

KommnbrorepHbsie BUPYChI

KoMIIBIOTEpHBIIE BUPYC - 3TO Pa3HOBHJIHOCTb KOMIIBIOTEPHBIX IPOTPaAMM,
OTJIMYUTEIBHON 0COOEHHOCTBIO KOTOPOU SIBISIETCS CLIOCOOHOCTD K Pa3MHOXKEHHUIO.
B nonosiHeHHE K 3TOMY, BUPYChl MOTYT IOBPEIUTh WIH IOJHOCTHEO YHHUUYTOXKUTh
Bce (haiiyibl U JaHHbIE, TOJKOHTPOJIbHBIE TIOJIB30BATEN0, OT UMEHU KOTOPOTro Obliia
3allyllleHa 3apakeHHas MpOrpaMMa, a TakKe MOBPEIUTh WIM JaXe YHUUTOXUTh
OIIEpaIIMOHHYIO CUCTEMY CO BceMmH (aiiiamu B 1esoM. B OOJIBLIIMHCTBE CilydaeB
pacupoCTPaHsIOTCS BUPYChl UEPE3 NHTEPHET.

MGTOI[BI 3allIUTBI OT BPCAOHOCHLIX IIPOIrpaMM:

1. Ucnonb3yldi COBpPEMEHHBIE OIEPALIMOHHBIE CUCTEMBI, HUMEIOIIUE CEPHE3HbIN
YPOBEHb 3aIIUTHI OT BPEIOHOCHBIX MTPOrPamMM;

2. IloctosHHO ycTaHaBnuBaiW madtu (UUQPPOBBIE  3aIUIATKH, KOTOPHIE
ABTOMATHUYECKH YCTAHABJIMBAIOTCA C IETbI0 JOPAOOTKM MPOTpaMMbl) U APyTHE
OOHOBJICHUS CBOEH omepanMoHHOW cuctembl. CkauMBail WX TOJBKO C
opurmanpHoro  caiirta  paspadorunka OC. Ecmu  cymectByeT — pexum
aBTOMATHYECKOTI0 OOHOBJICHUS, BKJIIIOUHU €TO0;

3. PabGoraii Ha cBoeM KOMIIBIOTEpE TMOJ[ TMpaBaMHU TOJb30BATENsA, a He
aIMUHUCTpAaTOpa. IJTO HE TMO3BOJUT OOJBIIMHCTBY BPEJOHOCHBIX MPOrpaMMm
VMHCTAJUIMPOBATHCS HA TBOEM IIEPCOHATIBHOM KOMITBIOTEPE;

4. Hcnonb3yid  aHTUBUPYCHBIE  MPOTPAMMHBIE  TPOAYKTHI ~ HM3BECTHBIX
MPOU3BOIMTEIIEH, C aBTOMATHYECKUM OOHOBIIEHHUEM 0a3;

5. Orpaanub pU3NYECKUN TOCTYT K KOMITBIOTEPY ISl TOCTOPOHHUX JIUIL;

6. Ucnonb3yil BHEUIHUE HOCUTENW MH(MOpMAIMKU, Takue Kak (Ielika, AUCK WIH
(aiin U3 uHTEpHETAa, TOIBKO U3 TPOBEPEHHBIX HCTOYHUKOB;

7. He oTkpbIBaili KOMIbIOTEpHbIE (halsIbl, TOJYYEHHbIE U3 HEHAJCKHBIX
UCTOYHUKOB. Jlaxke Te (pailybl, KOTOpbIE MpUcTan TBOM 3HAKOMBIH. Jlydiie yrouHu
y HETo, OTIPABJISUI JIU OH TeOE UX.



Cetu WI-FI

Wi-Fi - 3T0 He BWA mepefadd JAaHHBIX, HE TEXHOJIOTHS, a BCEro JIMIIL OpeH],
mapka. Eme B 1991 roay Humepianjckas KOMMIaHHUS 3aperucTpupoBalia OpeH[I
"WECA", urto o6o3Havyasio cinoBocouetanue "Wireless Fidelity", koTopsiii
MepeBOIUTCS Kak "0ecrpoBOHAS TOYHOCTh".

Jlo Hamero BpeMeHH Joluia Apyras a0OpeBuarypa, KOTopas SIBISETCS TaKou ke
TexHoJoruen. D10 abopeBuarypa "Wi-Fi". Takoe HazBaHne ObUIO JaHO C HAMEKOM
Ha CTaHAapT BbIclIedl 3BykoBoW TexHuku Hi-Fi, yto B mepeBoje o3Hadaer
"BBICOKAsi TOYHOCTB".

Jla, OecraTHBIA HWHTEPHET-IOCTYN B Kade, OTeIsIX W a’dporopTax SBISETCS
OTIIMYHOW BO3MOKHOCTBIO BBIXOJIa B MHTEpHET. HO MHOTHE 3KCIEepThI CUUTAIOT,
yTo obmenoctymubie Wi-Fi ceTu He sBsitoTCsS 6€301acHBIMU.

CoBeTbl 10 0€30MaCHOCTH pabOThI B 00IIEOCTYIHBIX ceTsax Wi-fi:

1. He nepenanaii cBoro inuHyto nHopmaiuio uepes odmenoctynusie Wi-Fi ceru.
PabGoTas B HuUX, KeJlaTeIbHO HE BBOJIUTH MAPOJH JOCTYIA, JOTHHBI M KaKHE-TO
HOMeEpa;

2. Ucnonb3yit 1 OOHOBIISI aHTUBUPYCHBIE TPOrpaMMbl U Opanamayep. Tem caMbim
Thl 00€30MacuiIb ce0sl OT 3aKaYKU BUpPYyCa Ha TBOE YCTPOMCTBO;

3. Ilpu ucnonws3oBanuu Wi-Fi otkmoun ¢ynkiuio "OOmui noctyn k Qaiiam u
npuHTepam". JlanHas (GyHKIMS 3aKpbiTa MO YMOJYAHUIO, OJHAKO HEKOTOpbIE
MOJIB30BATENIM AKTUBUPYIOT €€ JIJIsl yI00CTBA UCIIOJIb30BaHUs B paboTe mwin yueoe;

4. He ucnone3yii nyonuunsiidi WI-FI nis nepenaum JTUYHBIX TaHHBIX, HAIpUMEP
JUISL BBIXO/IA B COLIMAJIBHBIE CETH WM B DJIIEKTPOHHYIO MTOYTY;

5. Ucnonb3yit TosibKO 3amuiieHHoe coequnenue yepes HTTPS, a ne HTTP, T.e.
npu Habope BeO-ampeca BBOAM UMEHHO "https://";

6. B wmoOunmbHOM Tenedone otkiaroun ¢yHknuto "Tloakmouenne k  Wi-Fi
aproMarnuecku'. He momyckail aBTOMaTHMYeCKOTO MOJKIIOYEHUsI YCTPOMCTBA K
cetsim Wi-Fi 6e3 TBoero cormnacusi.

ConmaapHbIE CETH

CornuanbHble CETH aKTUBHO BXOJST B HAIly JKW3Hb, MHOTHE JIIOIW pabOTaIOT H
JKUBYT TaM TOCTOSIHHO, a B Facebook yke 3aperucTpupoBaH MIILTHAPI YETOBEK,
YTO SIBJISICTCSI OJHOM CEAbMOM BCEX KUTEJICH IIaHeThbl. MHOTHE MOJIL30BaTEeIN HE
MOHUMAIOT, YTO MH(OpMalms, pa3MelieHHAs UMH B COITMAIBHBIX CETAX, MOXKET
OBITh HalJileHA W HCIOJb30BaHA KEM YTOJHO, B TOM 4YHCJE HE 0053aTeNbHO C
0JIaruMu HaMEPEHUSIMU.

OCHOBHBIE COBETHI IO OE30MACHOCTH B COIMAIBHBIX CETAX:

1. Orpannyb cnucok Apy3ei. Y TeOs B Apy3bsAX HE JOHKHO OBITh CIydyalHBIX U
HE3HAKOMBIX JIFOJICH;



2. 3amuuiail cBOK 4YacTHYIO ku3Hb. He ykaspiBail maponu, tenedoHbl, aapeca,
JaTy TBOETO POXKJIEHUS M APYTyH JUYHYI0 HHGOPMAUIO. 3I0yMBIIUICHHUKA
MOTYT HCIIOJNb30BaTh Jaxe HHPOpPMAIMI0 O TOM, KaK Thl U TBOU POAUTENU
IUIAaHUPYETE IPOBECTH KAHUKYJIbL;

3. 3amminail cBOIO pemyTaluio - JEepKH €€ B YMCTOTE W 3a/aBail cebe BoIpoc:
XO0Tesa Obl Thl, YTOOBI ApPyrue MOJIb30BATENNM BHUJEIH, YTO Thl 3arpykKaeuib?
[Tomymaii, mpesk/ie 4eM 4To-TO OIMyOJIMKOBATh, HAIMCATh U 3arPy3UTh;

4. Ecnu Tl TOBOPHILB C JIOJbMHU, KOTOPBIX HE 3HAEllb, HE MCHOJB3YH CBOE
peasibHOEe UMS U APYTYIO JUYHYI0 WH()OPMALUU: UMSI, MECTO KHTEIbCTBA, MECTO
yueObl U IIpoUee;

5. U3Geraii pasmemenus ¢otorpaduii B MHTEpHETE, TAe Thl H300pakeH Ha
MECTHOCTH, IT0 KOTOPOH MOKHO OIPE/ICITUTH TBOS MECTOTIOJI0KCHHE;

6. HpI/I perucrpanuvu B COHHaHBHOﬁ CCTHU HGO6XOIII/IMO HCIIOJIBb30BaThb CJIOXKHBIC
mapoJjik, COCTOAIINC U3 6y1(B )51 I_[H(l)p H C KOJIMYCCTBOM 3HAKOB HC MCHECC 8;

7. Jlna couuanbHOM CeTH, MOYTHI U JIPYTHX CAaUTOB HEOOXOAMMO HCIOJIH30BATh
pazHbie maposu. Torma ecid TeOS B3JIOMAIOT, TO 3JIOYMBINUICHHUKH IOJTy4dat
JIOCTYT TOJIBKO K OJJTHOMY MECTY, & HE BO BCE Cpa3y.

DJIEKTPOHHBIE JICHBI'U

QHGKTPOHHBIC JCHBIHM - 3TO OYCHb y,Z[06HLIﬁ crroco0 HJ'I&TG)KGI\/'I, OJIHAKO
CymCCTBYIOT MOIICHHUKH, KOTOPBIC XOTAT IIOJIYYUTD 9TH ACHBI'U.

3J’I€KTpOHHBI€ ACHBI'H IIOABUJINCH COBCEM HCOABHO WM HMCHHO H3-3a 3TOIO BO
MHOTHUX IroCyaapCTBax A0 CUX IMOP HC IMPOIIHCAHO IIPO HUX B 3aKOHAX.

B Poccum ke oHu (QyHKIIMOHHUPYIOT U O HHUX YK€ MPOIKMCAHO B 3aKOHE, IJIe UX
pa3eNsaoT Ha HeCKOJIBKO BHJIOB - aHOHUMHBIC M HE aHOHHWMHBIC. Pa3Huiia B ToMm,
YTO aHOHHMMHBIC - 3TO T€, B KOTOPBIX pa3pelracTcss MPOBOJMTHL Omeparuu 0e3
UACHTU(UKAIINY TT0JIH30BATEIsI, @ B HCAHOHUMHBIX WICHTHU(GUKAIUS TTOTH30BATEISA
SIBJISIETCS 00S3aTEILHOM.

Taxke ciemyer  pas3nuyarh  AJEKTPOHHbIE — (uaTHbIE  J€HBIU  (PaBHBI
rOCyJapCTBEHHBIM BAJIIOTaM) M DJICKTPOHHBIE He(dUaTHBIE JACHBIM (HE PaBHBI
rOCyapCTBEHHBIM BAJIIOTaM).

OCHOBHBIE COBETHI IO 0€30MACHOMN padOTe € AIEKTPOHHBIMU JEHbIAMU:

1. TlpuBsbku K cueTy MOOWJIBHBIN Teiae@oH. DTO camblii yAOOHBIA M OBICTPBIN
croco0 BOCCTAaHOBUTH JOCTYH K cuery. llpuBsizaHHBIN TeneoH MOMOXKET, eciu
3a0yJenib CBOM TUIATEXXHBIM Maposib WM 3aijielllb Ha CalT ¢ HE3HAKOMOTIO
YCTPOMCTBA;

2. Hcnonb3yit oaHopa3zoBble maposu. Ilocine mepexoga Ha  YCHICHHYHO
aBTOpM3aIMio Tebe yke He OyneT yrpokaTh OMACHOCTh KpPakKH WJIM IepexBaTa
IJIATEKHOTO MapoJIs;



3. Boibepu cioxuslii maposb. [Ipectynaukam Oyaer He MPOCTO yraaaTh CIOKHBIN
naposb. Hajexxusle maponu - 3To maposid, KOTOpble cofepKaT HE MeHee 8 3HAKOB
U BKIIOYAIOT B ce0sl CTPOUYHBIE M MPOMUCHBIE OYKBBI, HU(PPHI M HECKOJIBKO
CHUMBOJIOB, TaKH€ Kak 3HaK Jojuiapa, (yHTa, BOCKJIMLATENbHBIA 3HAK W T.II.
Hampuwmep, $tROng!;;

4. He BBOAM CBOM JIMYHBIC JAaHHBIC HA CaliTaX, KOTOPHIM HE JIOBEPSCIIIb.
DNeKTpOHHAs MoYTa

DJIEKTpOHHAs Mo4YTa - 3TO TEXHOJIOTUS M MPEAOCTAaBIAEMBIE €10 YCIYyTH IO
MIePEChUIKE U MOJYYCHHUIO JICKTPOHHBIX COOOIEHHH, KOTOPBIE paclpeesaioTcs B
KOMIBIOTEpHOU ceTh. OOBIYHO HIEKTPOHHBI MOYTOBBIA SIIUK  BBITJISIUT
CJIETYIONTUM 00pa3oM: UMsI_TOJIb30BaTeIA(@uMsl_ToMeHa. Takxke KpoMme mepeaadn
MPOCTOr0 TEKCTa, UMEETCS BO3MOXKHOCTh NIepeaBaTh (hauibl.

OCHOBHBIE COBETHI 110 OE30ITaCHOM pabOTe C IEKTPOHHOM MOUYTOM:

1. Hago BeIOpaTh MpaBHIIbHBIN MMOYTOBBIA CEpBUC. B MHTEpHETE €CTh OrpOMHBIN
BBIOOp OECIUIaTHBIX MOYTOBBIX CEPBUCOB, OJIHAKO JIy4dllle TOBEPSATh TEM, KOTrO
3HAEIIb U KTO NEPBBIN B PEUTHHIE;

2. He yka3piBaii B JMYHOM MouTe JuuHylo HHbopmaruio. Hampumep, myurie
BbIOpATh "My3bIKaIbHBIN _(panat@" unu "pok2013" BmecTo "Temal3";

3. Ucnonb3yil ABYXA3TAlHYI0 aBTOPU3AILMIO. JTO KOTJa MOMHUMO MHapoJisi HY>KHO
BBOJUTH KOJ, IPUChLIaeMblid 0 SMS;

4. BoiOepu ClI0KHBIN Maposib. JJisl KaKI0ro MOYTOBOTO SIKMKA JOJKEH OBITH CBOM
HAJICKHBIN, YCTOWYHBBIN K B3JIOMY I1ApPOJIb;

5. Ecnn ecTb BO3MOXXHOCTh HAIMCATh CAMOMY CBOM JIMYHBIM BOIPOC, MCHOJIb3YH
3Ty BO3MOXHOCTB;

6. Mcnosb3yil HECKOJIBKO MOYTOBBIX SIIMKOB. [IepBbIi 711 4aCTHOM NEPENUCKH C
aapecaTaMy, KOTOPBIM Tbl JOBEpSCHIb. OTO DJEKTPOHHBIA aJIpec HE Halo
UCIOJIb30BaTh IPU PETUCTPALUU Ha POpyMax U caiTax;

7. He oTkpbiBail (aitibl U Apyrue BIOKEHUSI B MUChbMax, JaXXe €ClId OHU MPUIILIA
OT TBOMX Jipy3ei. Jlydille yTOUHM Y HUX, OTHPABJISIIN JIM OHU TeOe 3TU (ailiibl;

8. ITocne okoH4YaHUs PaOOTHI HA TTOYTOBOM CEPBHUCE IEpe]] 3aKPHITHEM BKIIAJIKHU C
caiiToMm He 3a0yp HaXKaTh Ha "Beiidtu".

KubepOyuiHT 1iin BUPTYalIbHOE U3/1€BATEIbCTBO

KubepOymumiHr - mpeciieoBaHuE COOOIIEHUSMH, COJEPKAIIUMH OCKOPOJICHUS,
arpeccuro, 3alyruBaHue; XyJIUraHCTBO; COIMAIbHOE OOMKOTUPOBAHKE C TTIOMOIIIBIO
Pa3IMYHBIX HHTEPHET-CEPBHUCOB.

OcHOBHBIE COBETHI IO 0OpHOE ¢ KHOESPOYITMHTOM:



1. He Gpocaiicst B 60ii. JIyumunii crioco0: mocOBETOBAaThCS Kak ce0sl BECTH M, €CIIU
HET TOTO, K KOMY MOKHO O0paTUTHCS, TO BHAYaJIe YCIIOKOUThCS. Eciu Thl HauHeIb
OTBEYaTh OCKOPOJIEHUSIMU HA OCKOPOJIEHUS, TO TOJIBKO €lIe OOJbIle Pa30XiKellb
KOH(JIUKT;

2. Ynpapnsii cBoelt kubeppernyTanuei;

3. AHOHUMHOCTD B ceTd MHMMas. CyIecTBYIOT CIIOCOOBI BBISICHUTH, KTO CTOWT 32
AHOHUMHBIM AKKAYHTOM;

4. He crour BecTH XyJdWUraHCKUM oOpa3 BHUpTyaJdbHOM JKH3HM. HHTepHeT
buKcupyeT Bce TBOM JIEUCTBHS W COXpaHSICT UX. YJaIUTh UX OyIeT KpaiiHe
3aTPYyIHUTEIBHO;

5. Cobnronait CBOIO BUPTYaJIbHYIO YECTh CMOJIOAY;

6. Urnopupyit enuHnuHbii HeratuB. OQHOPA30BbIE OCKOPOUTEIBHBIE COOOIICHUS
Jydiiie urHopupoBaTh. OOBIYHO arpeccus MpeKpaliaeTcss Ha Ha4yadlbHOU CTauu;

7. ban arpeccopa. B nporpamMmax oOMeHa MTHOBEHHBIMU COO6HICHI/IHMI/I, B
COIIMAJIBHBIX CCTAX €CTbh BO3MOXXHOCTD 6JIOKI/IpOBKI/I OTIIPpaBKH COO6HICHHI>1 C
OIIPCACIICHHBIX aJIpCCOB;

8. Ecimu Thl cBuperenb kuOepOyimuHra. TBoW JEHCTBUS: BBICTYNUTH IPOTHUB
npeciieoBaTeNs, MoKa3aTh €My, YTO €ro JACMCTBUS OLICHHBAIOTCS HETaTUBHO,
HOJIEpkKaTh KEPTBY, KOTOPOW HY)KHA IICHXOJIOTUYECKass IMOMOIb, COOOIUTH
B3pPOCJIBIM O ()aKT€ arpeCCUBHOTO MOBEACHUS B CETH.

Moo6unbHbIN TenehoH

CoBpemenHble cMapThOHBI U IUIAHIIETHI COAepkaT B ceOe BIIOJHE B3POCIbIN
GyHKIIMOHAN, W TEmepb OHHM MOTYT KOHKYPHPOBAaTh CO CTAIllMOHAPHBIMHU
KoMmmbioTepamMu. OTHAKO, CPEJICTB 3aIUThI IS IMOJJOOHBIX YCTPONCTB IMOKa OYEHb
Mao. TecTMpoBaHWE W TOUCK YSI3BUMOCTEM B HHUX IPOUCXOJUT HE TaK
MHTEHCUBHO, Kak jis [1K, To ke camoe kacaeTcsi U MOOMIIbHBIX MPUITOKEHUH.

CoBpeMeHHbIE MOOWIbHBIE Opay3epbl YK€ NPAKTUYECKH JOTHAIM HACTOJbHBIC
aHaJIOTH, OJHAKO pacHupeHue (yHKIMOHAIA BIJIEYET 3a CO00M OOJBIIYIO
CJI0’KHOCTb U MEHBIIIYIO 3aIIUIIEHHOCTb.

I[aJ'ICKO HC BCC TIIPOU3ZBOAUTCIIM BBIITYCKAIOT O6HOBHCHI/IH, 3aKPbIBAIOIIHC
KPUTHYCCKUC YA3BUMOCTHU AJISI CBOUX yCTpOfICTB.

OCHOBHBIE COBETHI JIJIsi 0€30MACHOCTH MOOMIIBLHOTO TenedoHa:

Huuero He siBisieTcst mo-HacTosiuieMy OecriaTHbIM. bysib ocToposkeH, BeAb Koraa
Tebe mpeiaraloT OECIUIATHBIA KOHTEHT, B HEM MOTYT OBITb CKPBIThI KaKHE-TO
IIJIATHBIE YCIIYTH;

Hymaii, npexze uem ornpaButb SMS, ¢hoTo mnu Buaeo. Thl TOUHO 3HAEIIb, TE
OHM OyAyT B KOHEYHOM UTOTE?

Heo0xoaumo 0OHOBISATH ONEPALMOHHYIO CUCTEMY TBOETO CMapThOHa;



Hcnonb3yil aHTUBUPYCHBIE IPOTPAMMBI JUIsl MOOMJIBHBIX TEIE(POHOB;

He 3arpyxail npuioXeHus OT HEW3BECTHOIO HCTOYHHMKA, BEAb OHU MOTYT
coJiep>KaTh BPEIOHOCHOE MTPOTrpaMMHOE 0OECIICUCHHE;

[Tocne Toro Kax Thl BBIMIEIIb C CalTa, IJ1€ BBOJAWJ JIMYHYIO HH(OpMALUIO, 32111 B
HACTPOUKH Opay3epa u yaanu cookies;

HepI/IOI[I/ILIeCKH HpOBepHﬁ, KaKuc INIAaTHBIC YCIIYI'H AKTHBHUPOBAHBI Ha TBOCM
HOMCPC,

JaBaii cBoil HOMEep MOOHIIBHOTO Tesne(oHa TOJIBKO JIFOISIM, KOTOPBIX ThI 3HACIIb U
KOMY JIOBEpSEILb;

Bluetooth momkeH ObITH BBIKIIFOYEH, KOTJA Thl UM HE MOJb3yelibes. He 3a0biBait
MHOT/Ia POBEPATH 3TO.

Online urpsi

CoBpeMEHHBIE OHJANWH-WUTPBI - ATO KPACOYHBIE, 3aXBATHIBAIOIIUE Pa3BICUYCHUS,
OOBEAUHSIONINE COTHU ThICAY YEJOBEK MO Bcemy Mupy. Wrpoku wuccinemayrot
JAHHBI UM MHUp, OOLIAIOTCA JIPYT C APYTOM, BBINOJHSIOT 3aJaHusl, CPAKAOTCS C
MOHCTPaMH M TOJYy4arOT OIBIT. 32 YAOBOJBCTBHE OHM IUIATAT: MOKYIAIOT IUCK,
OIUIAYMBAIOT A0OHEMEHT WJIM MPUOOPETAIOT KAKUE-TO OILHUU.

Bce aTu cpenctBa MayT Ha MOAJEPAKAHWE M PA3BUTUE WUIPhI, a TAKKE HA caMy
0€30MaCHOCTh: COBEPIICHCTBYIOTCS CHUCTEMbl aBTOPHU3AIMU, BBIITYCKAIOTCS HOBBIE
natyu (udpoBbIe 3arIaTKU JJIs1 TPOTPaMM ), 3aKPhIBAIOTCA YS3BUMOCTH CEPBEPOB.

B 1mogoOHBIX Mrpax CTOMT OIacaTbCs HE CTOJIBKO CBOUX COIEPHHUKOB, CKOJBKO
Kpa)kH TBOETO TapoJisi, HAa KOTOPOM OCHOBaHA CHCTEMa aBTOPHU3AIUU OOJIBIIMHCTBA
Urp.

OCHOBHBIE COBETHI 1O OE30MACHOCTH TBOETO UTPOBOTO aKKAYHTA:

1. Ecau npyroit urpok BeaeT ceOs IUIOXO WM Co37aeT TeOe HENpPHSITHOCTH,
3a0JIOKHPYH €ro B CIIUCKE UTPOKOB,;

2. Iloxanyiicss aIMMHUCTPATOpaM WIPbl HAa ILIOXO€ MOBEAEHUE 3TOTO HWIPOKA,
YKEJIATEIIbHO IIPUIJIOKUATH KAaKKE-TO J10Ka3aTelIbCTBA B BUJIE CKPUHOB;

3. He yxa3biBail tnuHyo nHGOpMaLHIO B Ipodaiine Uurpbl;
4. YBaxail Ipyrux y4acTHUKOB I10 UTPE;

5. He ycranaBnuBait HeopuiimaabHble TaTYH U MOJIBI;

6. Mcrionb3yil ClI0KHBIE U Pa3HbIE MapOJIH;

7. Jlaxxe BO BpeMsi UTPbl HE CTOUT OTKJII0YaTh aHTUBHpYC. [IoKa ThI urpaeuis, TBOI
KOMIIBIOTEP MOTYT 3apPa3HTh.

OuUImuHr 1Im KpaXxa JIMYHBbIX JaHHBIX



OOBIYHON Kpaxked JIeHEeT W JOKYMEHTOB CETOJHS YK€ HUKOrOo HE YAWBHIIb, HO C
Pa3BUTHEM UHTEPHET-TEXHOJIOTUN 3TTOYMBIIIJIEHHUKN MEPEMECTUIIUCH B UHTEPHET,
Y TIPOJIOJDKAIOT 3aHUMAThCS "' MIOOUMBIM" TeTTOM.

Tak mosiBUIach HOBAsl yrpo3a: MHTEPHET-MOIICHHUMYECTBA WM (DUIIHMHT, TJIaBHAs
IeMb  KOTOPOTO  COCTOMT B  TOJYyYEHHWH  KOH(MHUICHIMAIBHBIX  JTaHHBIX
MI0JIb30BATENCH - JIOTUHOB W mapojeil. Ha anrmuiickom si3bike phishing unmraercs
kak ummmHr (0T fishing - peiOHas 0B, password - mapoJsb).

OCHOBHBIE COBETHI 110 00pHOE C PUIIUHTOM:

1. Cnenu 3a cBouM akkayHTOM. Eciu Thl mojmo3peBaelib, 4TO TBOSI aHKETa Obuia
B3JIOMaHa, TO HEOOXOIMMO 3a0JOKHUpPOBAaTh €€ U COOOIIUTH aIMUHHUCTpATOpam
pecypca 00 3TOM Kak MOXHO CKOpee;

2. HCHOHB?;Yﬁ Oe3omacHbIe Be6-CaﬁTBI, B TOM YHCJIC, MHTCPHCT-MAIrda3dMHOB H
ITIOUCKOBBIX CUCTCM,

3. Ucnionb3y# CIIOXKHBIE W pa3Hble mapoiau. TakuM oOpa3oM, eciiu TeOsl B3JIOMAIOT,
TO 3JIOYMBIIIJIEHHUKY MOJTy4YaT JOCTYH TOJbKO K OJHOMY TBOEMY MPO(HIIIO B CETH,
a He KO BCEM;

4. Ecnu T1e0s B370Malii, TO HEOOXOAUMO TPEAYyNPEeIUTh BCEX CBOMX 3HAKOMBIX,
KOTOpBIE€ J100aBJICHbI y T€OsI B APY3bSX, O TOM, YTO T€OsI B3JIOMAJIA U, BO3MOKHO,
OT TBOETO UMEHM OYJIET PacChUIAThCS CIlaM U CChUIKHM Ha (PUILIMHTOBBIE CANTHI;

5. YcranoBu HaaexHbii napois (PIN) Ha MOOWIBHBIN Tene(OH;
6. OTKIIIOUM COXpaHEHUE NapoJisi B Opaysepe;

7. He oTkpbIBaii (haiiiel U APyTHUe BIOKEHUS B MUChbMaX, JaKe €CIU OHU TPUIILTH
OT TBOUWX Jipy3ei. Jlydie yTouHu y HUX, OTTIPABIISIIN JIM OHU TeOe 9TH (Haiisibl.

[Mudposas penyrauus

[Mudposast pernyranus - 3T0 HETaTUBHAs WM NMO3UTHBHAs MHGOpPMAIUs B CETH O
tebe. Kommpomerupytomias uHdopmanus, pa3MelieHHas B HHTEPHETE, MOXKET
CEpbE3HBIM 00pa30oM OTpPa3UThCA Ha TBOEH peanbHOM ku3HH. "Lludposas
penyTanus" - 3T0 TBOW UMUK, KOTOPBI (popmupyercs u3 undopmanuu o Tede B
UHTEpHETE.

TBOe MeCTO KHUTENbCTBA, y4eObl, TBO€ (PUHAHCOBOE IOJOKEHHUE, OCOOCHHOCTHU
XapakTepa U paccKasbl 0 OJIM3KHX - BCE 3TO HAKAILJIMBACTCS B CETH.

MHorue mOAPOCTKM JIETKOMBICIEHHO OTHOCATCA K NyOJUKAalMK — JUYHOU
uHpopmanuu B MHTEepHeTe, HE MOHKMMAsT BO3MOXKHBIX MociencTBuil. Tol qaxe He
CMOXeEITb J0TagaThcsi 0 ToM, 4yTo doTorpadus, pa3MellleHHas 5 JIeT Ha3aj, cTaja
MPUYUHON OTKAa3a MPUHATH T€Os HA padoTy.

KommenTapuu, pasmeiienue TBoux ¢oTorpaduil U Apyrue ACUCTBUS MOTYT HE
MCYE3HYTh AK€ MOCIE TOr0, KaK Thl MX YJIaJNWIIb. Thl HE 3HACIIb, KTO COXPaHUII
3Ty MH(OpMaIHIO, IToNaia I OHAa B IOMCKOBBIE CUCTEMBI M COXPAHMUJIACh JIU OHA, a



IJIaBHOE: YTO TMOAYMAIOT O Tebe OKPY)KaIoILIue JIIOJIU, KOTOphle HANAYT U YBUAAT
310. Haiitn undopmaiuo MHOTO JIeT CIyCTS CMOXET JII00O0H - Kak M3 J0OpbIX
noOyXJIeHUI, TaK ¥ C HaMEpPEHHEM MPUYUHUTH BpeA. DTO MOXKET OBbITh KTO
YTOJTHO.

OCHOBHBIE COBETHI 10 3allIUTE HU(PPOBOI peryTaluu:

1. Tloxymaid, mpexae 4eM 4To-TO MyOJIMKOBAThH U NIepeaaBaTh y ce0s B 0JIore Win B
COIIMAJIbHOM CETH;

2. B HacTpoiikax npoduiis ycTaHOBU OTpaHUYEHUs] Ha IPOCMOTP TBOETO MPOohuJIs
1 €T0 COAEPKUMOTr0, CAeIal ero ToJIbKO "1is apy3eit”;

3. He pa3memiaii u He ykaspiBail WH(OPMAIMIO, KOTOpas MOXKET KOro-Iudo
OCKOPOJIATH UJIH OOMXKATh.

ABTOpCKOE IPABO

CoBpeMEHHBIC IIKOJILHUKHU - aKTHBHBIC ITOJIH30BATEIN IIU(POBOrO IMPOCTPAHCTBA.
OnHako JalIeKo HE BCE 3HAIOT, YTO MOJB30BAHME MHOTHMH BO3MOYKHOCTSIMH
mudpoBoro Mupa TpeOyeT COOMIOJCHUS TIpaB Ha  HMHTEILICKTYaJIbHYIO
COOCTBEHHOCTb.

TepmuH "UHTEIIEKTyalIbHASI COOCTBEHHOCTB'" OTHOCUTCS K Pa3JIMYHBIM TBOPEHUSIM
YEJIOBEYECKOr0 yMa, HauMHasi ¢ HOBBIX M300pETEHHMI M 3HAKOB, 0003HAYAIOIIMX
COOCTBEHHOCTh Ha MPOAYKTHI U YCIYTH, U 3aKaHYMBasi KHUramMu, Gororpadpusimu,
KUHO(QUIbMAaMH U MY3bIKaJIbHBIMU MPOU3BEICHUSIMH.

ABTOpCKME TMpaBa - O3TO I[paBa Ha HWHTEJUIEKTyaJdbHYIO COOCTBEHHOCTh Ha
MIPOM3BEICHUSI HAYKHU, JINTEPATypbl U UCKYCCTBA. ABTOPCKHE MpPaBa BHICTYNAIOT B
KaueCTBE TapaHTHUU TOTO, YTO HHTEJJIEKTYaJbHBIA/TBOPUECKUN TPYyJ aBTOpa HE
OyJIeT HampacHbIM, JacT €My CHpaBeJIMBbIE BO3MOXXHOCTH 3apadoTaTh Ha
pe3yabTarax CBOEro TpynAa, MOJIYYWUTh W3BECTHOCTh M Tpu3HaHue. Hukto 06e3
paspeuieHus aBTOpa HE  MOXKET  BOCHPOU3BOJAUTH €r0  IPOU3BEICHHUE,
pacnpocTpaHsiTh, MyOJIUYHO JEMOHCTPUPOBATH, MPOJABATh, WMIIOPTHUPOBATH,
MyCKaTh B MPOKAT, IMyOJMYHO HUCIOJIHATH, MMOKA3bIBATH/UCIIONHATE B dPUpPE WIH
pasMmewars B IHTEpHETE.

Hcnonb3oBanue "MUPATCKOTrO" MPOrpaMMHOTO OOECIEUEHMs] MOXKET MPUBECTH K
MHOTHM pHUCKaM: OT MOTEPHU JAHHBIX K TBOUM aKKayHTaM JI0 OJIOKUPOBKU TBOETO
YCTPOMCTBA, TJI€ YCTaHOBJIEHA HeJeradbHasi mporpamma. He crTouT Ttakke
3a0bIBaTh, YTO CYIIECTBYIOT JIETallbHbIE M OECIIaTHBIE MPOTPaMMBbI, KOTOpPbHIE
MOYKHO HAUTH B CETH.

O noprane

CereBU4OK.p( - TBOW TJIaBHBI COBETYHK B CETH. 3/1€Ch Thl MOXKEIIb y3HATh O
0€30MacHOCTH B CETH TMOHSATHBIM M JIOCTYITHBIM SI3BIKOM, a TIPH BO3HUKHOBEHHUH
KPUTUYECKON CHUTyallud OOPaTHTHCS 3a COBETOM. A TakKe MPUHATH ydacTUe B
KOHKYpCaX U CTaTh CaMbIM ITU(GPOBBIM IPaskIaHUHOM !



