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AHHOTALMSA

JlaHHplE ~ METOOMYECKHME  PEKOMEHJAIMU  NpeJHa3HA4eHbl UL
PYKOBOJIMTENEH 00pa30BaTENIbHBIX OPraHU3alUid U ME€1aroroB, OPraHU3YIOLUX
YPOKH B paMKax BCEPOCCHUICKOT0 0Opa3oBaTEIbHOTO MEPONPUATUS «YPOK
Hudpper» ams CBOMX IIKOJ, KIACCOB, OpraHU3alUdid  JOMOJHUTEIHHOTO
o0Opa30BaHMsI LIKOJIbHUKOB.

MeponpusiTue  MMEET  MNPOCBETUTENBCKYKD  HANPABICHHOCTh U
CIIOCOOCTBYET paHHEMY MPOQPECCUOHATIEHOMY CaMOOMPEACICHUIO KOJIbHUKOB
B 00JaCTH MH(POPMAIIMOHHBIX TEXHOJIOTHI B yCIOBUAX Nepexoaa K nuppoBoi
SKOHOMHKE. OHO  OpHMEHTHPOBAaHO Ha  ydeHMKoB 1-11  kiaccos
0011e00pa30BaTEIbHBIX UIKOJI M BKIIIOUAET KaK 3JEMEHTHI, YHUBEPCaJIbHbIC IS
BCEX BO3pAcToB, Tak U Iu(depeHIMpPOBaHHBIE IO BO3pacTaM, YTO OTPaKEHO
Jlajee B TEKCTE HACTOSAIIMX PEKOMEH TN,

Meronuueckue MaTepualbl HaxOIATCs B OTKPBITOM JOCTYIE Ha caiTe
Meponpuatus  «Ypok Hudpe» (https://ypokuudpsl.pdp) u Morytr ObITh
MCIIOJIb30BaHbI JJI POBEJICHUS TEMATUUYECKUX YPOKOB HH(POPMATUKH, a TAKKE
nejaroraMu JOIMOJIHUTENBHOTO 00pa3oBaHusl Uil MPOBEACHUS 3aHATHH U
IIKOJBHBIMA YUUTEISIMU ISl TIPOBEACHUSI TMPO(POPUEHTAMOHHBIX KIJIACCHBIX
YacOB U OpraHu3alydd BHEYPOUHOH JEeATENbHOCTH OOyYaromMXCs IO

HaIIpaBJICHUAM, CBA3AaHHBIM C PIH(bOpMaI_[HOHHI)IMI/I TCXHOJIOTHUAMHM.



[HosicHuTeIbHAS 3aIIMCKA
O6o3Ha4enne Npo6JIeMHOM 00J1aCTH

CmaptdoHBbI ceroaHs €CTh MpPaKTHYeCKH y Bcex. [lo maHHBIM ompoca
«Jlaboparopun Kacniepckoro», y 88% nereii B Bo3pacte 7-10 neT y»xe ecTh CBOM
cmapThoH win miaHmeT. [Ipu 3ToM aeTn, Kak U B3POCIbIC, CTATKUBAIOTCS C
paznuyHbIMH KuOepyrpo3amu. Tak, o JaHHBIM TOTO € OIpoca, 3a MOCIEAHUE
nBa rojga 15% nereit cTaaKUBaJIMCh C OHJIAHH-MOIIICHHUYECTBOM, €IIE CTOJIBKO

xe — ¢ TeneoHHbIM, Y 13% ObUIH B3JIOMaHbI aKKayHThI B Pa3JIMYHBIX CEPBUCAX.

KonuuecTBo nepcoHanbHbIX, KOHOUICHIIMATBHBIX U TJIATEKHBIX IAHHBIX,
KOTOpBIE XpaHATCS Ha cMapT(oHaX, CEroJHs BO MHOTHX CilydasX YyKe He
YCTYNaT KOMIIbIOTEpaM, ITIOATOMY MHTEPEC 3JI0YMBIIIJIEHHUKOB K cMapT(oHam
Y JJaHHBIM Ha HUX OyJET TOJIbKO PacTH.

[Ipu 3TOM 3JI0YMBINUIEHHUKH YMEJIO MAaHUMNYJIUPYIOT MOJIb30BATEISAMU, B
TOM YHUCJIE NAETbMH. JleTaM Ba)XKHO MOHUMATh, C KAKUMHU yrpO3aMU OHU MOTYT

CTOJIKHYTbCA Ha CMapT(OHAX, U YMETh UX U30€XKATh.

Nudopmanus o reme ypoka

JIJ1st MOOMIIBHBIX YCTPOWCTB aKTyallbHBI TIOYTH BCE T€ JKE€ KHOEPYTPO3HI,
YTO U JUIsl KOMIIBIOTEPOB, B TOM YUCIIE — BPEJOHOCHBIE MPOrPAMMBbI, a TaAKKe
buimHr ¥ ckaMm. BoJIBIIMHCTBO MOOUJIBHBIX YIpO3 HaIllEJIEHbI Ha YCTPOMCTBA C
omeparmoHHoi cucteMoir Android, ogHaKO €CTb W TaKue KHOEPYrpo3bl, C

KOTOPBIMH MOTYT CTOJIKHYTBCS ITOJIb30BaTeIH co cMapTdoHamu Ha 10S.

Kakue cymecTByoT npumepsl Bpegonocuoro [HO?

TpossHIIBI — 3TO BPEAOHOCHBIC TIPOTPAMMBI, OCYIICCTBIISIOIIHNE
HECAaHKIIMOHUPOBAHHBIC  TIOJIb30BATEIIEM  JICUCTBUS: OHHU  YHHYTOXKAIOT,
OJIOKUPYIOT, MOAUDUIIUPYIOT WIH KOMUPYIOT HH(GOPMAITUIO, HAPYIIAIOT paboTy

KOMIIBIOTCPOB HUJIM KOMITIBIOTCPHBIX CETEH.



[IporpammeI-BeIMOTaTenn — 3T0 BpegoHocHoe I10, xotopoe mmudpyer
JaHHBIE WK OJIOKUPYET MOCTYI K HUM U TpeOyeT 3aIulaTUTh BBIKYI 3a CHATHE
OJIOKUPOBKH WU A€ POBKY (haitiioB.

B Poccum, B yacTHOCTH, pacripoCTpaHeHbl CKaMEPCKHE MPUIIOKEHUS (CKam
— BHJ OHJIAH-MOUICHHUYECTBA, NMPU KOTOPOM IOJIL30BATEIIO MpPEIararoT
HIeZpoe JIeHEe)KHOE BO3HArpaxaeHue). [locie ckaunBaHHUS TaKOTO MPHIOKECHUSA
[I0JIb30BATEIsI IEPEHANPABIIAIOT HAa CTPAHUILY BBOJIA JIMYHBIX JAHHBIX. 3aTEM Ha
9KpaHe 0TOOpaXKaeTcsi pa3Mep sIKOObI MOI0KEHHON YeTOBEKY KOMITEHCAIUU WU
BBIMTpHIIIA. Jlanee moib30BaTess MPOCAT 3aIUIaTUTh KKOMHUCCHIO», HAIIPUMED, 32
BBIBOJ] cpesicTB. Eciu uenoBek 3To clienaet, TO 370yMbIIUIEHHUKH MOJIyYaT CBOIO
npuOBLTL — B BUJIE TOW KKOMHUCCHI», a ITOJIb30BAaTEh TOJIBKO MOTEPSET JCHBIH,
HE MOJy4YMB HHU4Yero B3ameH. Kpome Toro, eciu Juisi mepeBojia «KOMHCCHU»
[0JIb30BAaTENb BBOJWII JaHHBIE KapThl, TO PUCKYET U UX COXPAHHOCTBIO.

B mpomnuiom romy akTHBHU3MPOBAIUCH TAKXKE W TPOSHIIBI-TIOJMUCUYUKH.
Beirnsaur 3ta kuOepyrposa Tak: IOJIb30BATENsiM MpejlaraloT CKadaTh
NPUJIOKESHHE, HATTPUMEP, C OHJIAWH-KYPCOM JOMAIITHUX TPEHUPOBOK (JIETECHIBI U
TEMbl TaKUX MPWIOKEHUH MOTYT OBITh Pa3HBIMH). 3aT€M YEJIOBEK MOKYyIaeT
JOCTYT K KOHTEHTY B 3TOM MPUJIOKEHHUHU 32 HEOOJIBIIYIO CyMMY, JUIsl YETO BBOJUT
naHHbIe 0aHKOBCKOM KapThl. OHAKO HA JIEJie OH COTJIAIIAETCS CO CKPBITHIMU
YCIIOBUSIMH, HATMCAHHBIMHU MEJIKUM HIPU(TOM, KOTOPbIE YACTO HE TOMEIAIOTCS
Ha 5KpaHe. B pe3ynbraTe ¢ KapThl €XKeMECIYHO HAYHYT CIUCHIBATHCS IEHBI'H —
COTHH WJIM IaXKe ThICAYH pyOsield. Tak monp30BaTesb pUCKYET MOTEPATH KPYITHYIO
CYMMY.

BpenoHnocHble W HexenareiabHbIE NPOTpaMMbl — HE €IMHCTBEHHAS
udpoBast yrposa, ¢ KOTOPOil MOTYT CTOJIKHYTbCS MOJIb30BaTEIN CMapT(OHOB.
Hanpumep, ¢ummHr u ckaM B MHTEPHETE — YHUBEPCAIbHBIE YIPO3bl, HHBIMU
CJIOBaMH, C HUMHU MOTYT CTOJKHYTHCS TMOJIb30BAaTEIN CMapT(HOHOB HE3aBHCUMO

OT OTNEPAIIMIOHHON CUCTEMBI Telie(hOHA MIIH €T0 MAPKH.



Hagaiite pazdoepemcs ¢ TepMuHaMy. OUIIUHT — OPOLECC BEIMAHUBAHUS
KOH(QUACHINAIBbHOW MHPOpPMAUHU y NOJb30BaTelsl (JIOTMH U Mapojib, JaHHbIE
0AaHKOBCKOM KapThl U T. 1.). Llenb 3710yMBIIIUIEHHUKOB, KaK MPaBUI0, — Kpaxka
aeHer u KoHuaeHuansHo mHpopManmu. Kak sto Beirmsaaut? Hampumep,
YEJIOBEK JIyMaeT, YTO BBOAUT JAHHBIE OT YYETHOM 3allMCH B COLIMAIIBHOM CETH,
HO Ha CaMOM JIeJIe OCTAaBJIAET JIOTMH W IapoJib OT aKKAYHTA Ha MOAJIEIBHOM
caite. Tak ero JaHHbIE CTAHOBATCSA JOCTYIIHBI 3JI0YMBIIIJICHHUKAM.

QUIIMHTOBBIE PECYPCHI, KaK IPaBUIIO, KUBYT HENOITO — OT OJHOTO 10
Tpex AHer. [103ToMy 3I0yMBINIUIEHHUKH CTAparOTCSA pa3ociiaTh UX KaK MOKHO
00JIbIIEMY KOJIMYECTBY JIOAEH U MPUAYMATh JUJISl 3TOTO YOS TUTEIIbHYIO JIETCH Y.

B konue nmponuioro roga u B Hauasne 2023, HanmpuMep, 3HAYUTEITBHO BBIPOC
o0beM (UIIMHIOBBIX aTak Ha IOJIb30BaTENel MecceHmkepoB. Jloau
CTOJIKHYJIUCh C PA3JIMYHBIMU CXEMaMH, B PaMKax KOTOPBIX 3JI0yMBINUICHHUKN
MBITAJIUCh YKPAaCTh AKKAyHTBl B MECCEHDKEpPax C IMOMOLIBIO IMOIIEIbHBIX
pecypcoB, I1ie No0y>Kaald BBECTU JaHHbIE JUIs BX0Jla B YUETHYIO 3anuch. Cpeau
JEreH]l, KOTOPhlE OHU HCIOJb30BaJIM, B YACTHOCTH, INPEIIJIOKEHUE IPUHSITH
y4acTHe B FOJIOCOBAaHUM 3a JIYUIIHH JETCKUN PUCYHOK Ha TeMy «Mos rooumast
3umay. JlJist Toro, 4ToOBI MPOTOJOCOBAaTH 3a PHUCYHOK, HEOOXOIUMO OBLIO
MIEPENUTH MO CCBUIKE W BBECTH CBOU YUYETHBIC NaHHbIC. [lomydyeHHBIN TOCTyn K
aKKayHTaM 3JIOYMBIIJIEHHUKA MOTYT MCIOJIb30BaTh JUIS Pa3JIMYHbIX LENEH, B
TOM 4HWCJe, IS KpaXH KOH(PUACHLMAIbHBIX JAHHBIX, HIAHTAKa U PaCChUIKU
MOIIIEHHMYECKUX  cooOmenuii. Ilpy  3TOM  CTOMT  OTMETUTH,  YTO
3JI0YMBIIUIEHHUKH TOCTOSIHHO MEHSIOT CBOM JIETEHBI.

3adacTyio (UIIMHI BBICTYHAaeT OJHUM M3 BEKTOpPOB (CTymeHeil) Oosee
CJIOKHBIX KHOEepaTak, KOTOpbI€ 3JI0YMBIIIEHHUKH UCIIONB3YIOT AJIsl TOTO, YTOOBI
ITOXUTUTH JAHHBIE IIOJIL30BATENIEU U KOMITAHHUM.

IIpo ckam MBI yK€ yIOMUHAIIN, KOTJa TOBOPWIM O CKaM-TIPUJIOKEHHUSIX.
OpnHako BaKHO MOMHHTb, YTO C TAKMM BUJOM OHJIaiTH-MOILIEHHUYECTBA YEJIOBEK

MOJKCT CTOJIKHYTBCA HC TOJIBKO B BHJIC HpI/IJIO)KeHHfI, HO U B BUJC PCCYpCOB B



WHTEpHETE, HAIpUMEp, KOTJa IMOCeIaeT CaWThl B MOOWIIBHOM Opay3epe WM
NEPEXOAUT MO CChUIKAM M3 MECCEHKEPOB U COLIMAIbHBIX CETEH.

CTOUT OTMETUTH, UYTO CETOJHS TEXHOJOTHUHU 3alUTHl Ui JaHHBIX Ha
MOOUJIBHBIX YCTPOMCTBAX BO MHOTOM HE YCTYIAIOT TEXHOJIOTHSIM 3aIIMUTHI IS
[IK. OnHako BMecCTe C TeM MOJb30BATENSIM TaKKE€ Ba)XXHO IOBBIIIATH CBOIO
U(GpPOBYI0 TPAMOTHOCTh, YTOOBI €lle OOJbIlle CHU3UTHh PUCKU MOMACThCS Ha
YI0YKY 3710YMBIILIEHHUKOB.

Panee MbI ipuBenu npumepsl BpegoHocHoro 110, HO Kak MOKHO MOHSTH,
YTO Ha cMapT(HOHE NPAYETCS BPEJOHOCHAs Mporpamma’?

[Ipesxxne Bcero CTOMT OTMETUTh, YTO COBPEMEHHBIE 3JIOBpPEIbl B
OOJIBIIMHCTBE CBOEM YMEIOT XOPOIIO CKPBIBATHCS — OHU MOTYT HUKAK ceOs He
BBI1aBaTh.

CaMOCTOATENBHO OIPENETUTh, YTO C YCTPOMCTBOM YTO-TO HE TaK MOYKET
OBITH TOBOJBHO CIIOKHO. CyIIeCTBYeT psifi KOCBEHHBIX MPHU3HAKOB, KOTOpHIC
JMIIb HAMEKAIOT Ha TO, YTO C YCTPOWCTBOM YTO-TO ciyduiock. Hampumep, y
cMapTdoHa (ake HOBOIr0) HAUMHAET OBICTPO CaAUThCA OaTapesi, pacxoayercs
MOJIO3PUTENHHO OOJNBIION 00BEM HHTEpPHET-Tpaduka, YCTPOHWCTBO TOPMO3HT,
BHE3aITHO nepe3arpyxaercs. 1 He Tosbko.

OpHako KpaifHe BaXKHO MOAYEPKHYTh, YTO TOYHO OTBETUTH Ha BOTIPOC —
3apak€HO JI YyCTPOUCTBO — MOKHO TOJIBKO C TIOMOIIIbIO 3aIIIUTHBIX PEILICHUH.

3710yMBIIIIIEHHUKH MOTYT PACIIPOCTPAHATh BPEJOHOCHBIE POTPAMMBI 101
BUJOM CaMbIX pa3HbIX MpWIOKEeHWH. Hampumep, omHaxAbl MporpaMma-
MU(PPOBAIBIIMK PACIPOCTPAHSIACH MO BUIOM JOJTOXKIAHHOM MOMYJISIPHON
UTPBI, a TOUHEE — €€ HecyllecTByolIel «oeta-sepcun 1iig Android». Ho Ha ToT
MOMEHT pa3pabOTUYMK HUKAK HE aHOHCUPOBAJ MOOWMIILHBIN BapUAHT UTPHI, U 3TO,
KOHEYHO, JIOJKHO OBLJIO HACTOPOKUTH MOJIB30BATENICH.

Yro penarb, €Ciau yCTPOMCTBO JEUCTBUTENIBHO OKAa3aJIOCh 3apa)K€HO
BpenoHocHbIM [IO? Mpbl He peKOMEHJyeM MbITaTbcs U30aBUTHCS  OT

BPCAOHOCHBIX IIpOTrpaMM CaMOCTOATCIBHO, A1 3TOTO JICTAM 00s13aTeNLHO



HYKHO O6paTI/ITBCH 3a IMOMOMIBIO K B3pPOCJIBIM H HCIIOJIIB30BATh 3aIIUTHBLIC
peUICHUs.

KOHG‘-IHO, HaMHOI'O mmpouie HN3Ha4YaJIbHO CJIICAOBATH IIpaBuJiaM
0e3011acHOro IMMOBCACHHN B UHTCPHCTC U 3alllMIIaTh CBOA YCTPOﬁCTBa, 49YCM IIOTOM

60pOTI>CSI C IMMOCJIICACTBUAMMU.

IIpaBuia uHGopMannoHHOI 6€30IaACHOCTH

e [lpexie yeM 4TO-TO CKayaTh B UHTEPHETE UIIM IPUHATH yYACTUE B KpalHe
mieApor aKuuu, 00s13aTeIbHO MepenpoBepsiiTe HMHPOPMALUIO B
0pMUIHMATBHBIX HCTOYHHKAX. DTO MOTYT OBITh CaliT KOMIIAHUH, TEIEPOH
CITy OBl TTOAIEPKKU, OPUIIUATHHBIE CTPAHUIIBI B COLUATBHBIX CETSX.

e CkaunmBailiTe NPUJIOKEHUS TOJbKO U3 OPUIHAIBLHBIX HCTOYHUKOB.
D10 MOryT OBbITh O(UIIMATbHBIE Mara3uHbl MPUIOKEHUW WU CAUTHI
koMranui. Takue npunoxxeHus (U uX OOHOBJICHUS ) TPOXOIAT MOJIEPAIUIO
Ha HAJINYME BPETOHOCHOTO KOJIA.

e 3anperure YCTAHOBKY NPHJIOKEHHI W3 HEM3BECTHBIX MCTOYHHMKOB.
HcknroueHre MOXHO clieflaTh TOJBKO Uit O(UIIMAIbHBIX Mara3uHOB
PUIOKEHUH 1 O(DUIIMATIBHBIX CAMTOB KOMITAHUM.

e PeryasipHo 00HOBJsSITE NPOrpaMMbl M OINECPALUOHHYK CHCTEMY.
Bmecte ¢ oOHOBIEHHMSMHU pa3pabOTYMKK HUCHPABISIOT OIMMOKH |
ysizBuMoctH B 110.

e YCTaHOBUTEe AHTHMBHPYC H PeryJsipHoO ero oOHoBJjsiiiTe. PelieHue
3alIMTUT BalllM JAHHBIE W YCTPOMCTBO OT PA3JIUYHBIX BPEAOHOCHBIX U
HEeXeNaTeNbHBIX MPOTPaMM, HE TacCT MEePEHTH 10 (PUIITMHTOBOM CCHIIKE.

e HcnoJub3yiiTe Haie:KHbIE NAPOJIM, KOTOPbIEe TPYAHO NMOA00OpATH U He
XpaHUTEe HMX B OTKPBITOM Joctyme. MOXHO BOCIOJIB30BATHCS
CHeIUaIbHOU TPOTPAMMON — MEHEIKEPOM TapoJiei, KoTopast 00JIerauT
3a/1auy, IpeasioKUB CreHEPUPOBAHHBIN HAJIEAKHBIM Naposib, U OYIET 3TOT

MapoJib 0€30MaCHO XPAHUTh.



HUcnoab3yiiTe ABYX(aKTOPHYI0 ayTeHTH(PHKAIUIO— OTO CIOCO0
3alIUTUTh CBOM AKKAyHT, AK€ B TOM CIlIy4yae, €CJIH JIOTUH U MapoJib OT
HEro 3HAIOT 3JI0yMbINUICHHUKA. OOBIYHO ATO BBITJISAUT TaK: MEPBbIN 1Iar
— 3TO JIOTHH U I1ApOJb, BTOPOU — CHEUHUAIBHBIA KOJI, MIPUXOIAIINN 110
SMS, B push-yBemomiicHMHM WM Ha 3JCKTPOHHYIO MOuTy. BapuaHThI
MOTYT OBbITh Pa3HbIMHU.

He nepexoaure mo ccblIKaM U3 MOJ03PUTEIbHBIX COOOIEHUI B IOYTE,
MECCEH/I’KEPaxX W CONHAJbHBIX CeTsiIX. 32 TaKUMHU CCBHUIKAMU MOXKET
CKPBIBATHCS (DUIIMHTOBBINA UITU CKaM-peCcypc.

He coo0maiite KOH(PHACHIHMAIBHYI0 HH(POPMAIHUI0 HE3HAKOMBIM
JIOASIM. 3JOYMBIIUJIEHHUKA MOTYT MAaCKUPOBATbCS IO 3HAKOMBIX,
JaTbHUX POJICTBEHHUKOB WJIM COTPYAHUKOB OaHKa, MUCaTh B COLIMATBHBIX
CETSIX WJIM TaKE MTO3BOHUTb.

CeskuTech HaNPAMYK) C KOMIIAHHEH, €CJH Bbl NOJYYHIH
MOA03PHUTEIbHBIN 3anpoc. Eciay 3BOHSIIMN MTPOCUT BAC NMPEIOCTABUTH
Kakue-mu0o JaHHbIe, MOJIoXUTe TPyOKy. Ilepe3BoHUTE B KOMITAHHIO
HaANPSAMYIO TI0 HOMeEpY TelieoHa Ha ee o(pUIAIbHOM caliTe U yOeIUTeCh,
YTO BaM 3BOHWJIM HE 3JI0YMBIIUIEHHUKH.

BuuMmaTtesbHO IpoBepAiiTe aJpeca BeO-calTOB NMpeKIe, 4eM BBOAUTH
HA HUX KOH(pUAeHIUAILHYI0 HHGopManuo. O6paiaiite BHUMaHUue Ha
URL-anpeca caiiToB, COBIagarT U OHU ¢ HACTOSIIMMHU. OTIn4due gaxe
Ha OJIHY OYKBY JIOJKHO HACTOPOXKHUTh.

Koraa ycranaBiuBaere npujio:KeHusi Ha cMapTgoH, He qaBaiiTe UM
AOCTYI K TeM pa3pelieHUusAM U (PYHKIIUAM, KOTOPbIe UM He HYKHbI JIJIs1
KoppekTHO# padorel. Hanpumep, npunoxennto «DOHAPUK» SIBHO HE

HYKEH JIOCTYT K (OTOrpadusiM U KOHTAKTAM.



e Brpixoaure M3 BalIMX AKKAYHTOB IOCJe pPadoThl 32 IIKOJbHBIMH
KOMIILIOTEpAMH MJIM YY;KMMH ycTpoiicTBamM. [lomMHHTE, YTO TOJIBKO
JIMIIb 3aKPBITh BKJIAJIKY HEAOCTATOYHO, HY’)KHO HaXaTh KHOIIKY «BBIXOA»
U3 CBOEH yUETHOM 3alKCH B COIMANBHON CETH, MECCEHKEPE MU JTI0O00M
IPYrOM CEpPBHUCE.

OTtaenbHO OCTAaHOBUMCS Ha NMapoJisax. I1aponas — 3To0 0/1Ha U3 BayKHENIINX
COCTaBIISIOIIUX O€30MacHOCTH aKKayHTOB. 37€Ch HYXKHO TNPUACPKUBATHCS
CJIEIYIOIIUX MPABUIL:

® [1apoJib TOJDKEH OBITh HA/IEKHBIM: UMETh MUHUMYM 12 CHMBOJIOB, a TakKe
COJIep’KaTh IMpPOIUCHBIE M CTPOYHBbIE OYKBbI, LU(PHI, CHELHATbHBIE
CUMBOJIBI;

® MCHSNTE MapOoIu PETYJISIPHO;

® cClIIM y Bac €CTh IOJO3pPEHUE, YTO Ball NApoJib U JIOTMH OKAa3aJIACh Yy
3JIOYMBIIUICHHUKOB WJIM B OTKPBITOM JIOCTyNE, KaK MOYKHO CKOpee
ITIOMEHSINTE NapoJIb;

® B MapoJjie He JOJDKHO OBbITh JMYHOW MH(pOpMaluu, Hanmpumep, WUMEHHU
MUTOMIIA WJIK HOMepa TelieoHa,

® JCIOJIB3YWTE YHUKAJIBHBIE apOJIH IS PA3HBIX CalTOB;

® HE XpaHWUTE MapoJiv Ha JIMCTOYKAX U B TEKCTOBBIX (haiijlax Ha KOMITbIOTEPE.
JUist  3TOro Jydile MCHOJb30BaTh CHEUUAIbHBIE MPOrpaMMbl —
MEHEKEPHI TApPOJIEH.

Ecniu BamM wuHTEepecHO y3HaTh Oousbllle MpPO  UHGOPMAIIMOHHYIO
O0e3zomacHocTh,  3axomaure B Omor  «JlaGoparopum  Kacmepckoro»

(kaspersky.ru/blog/ u kids.kaspersky.ru). Tam Bbl HaiijieTe MHOTO IMOJIE3HBIX

MaTCpuaJIOB Ha OTy TEMY, 4 TAKXKXC MHTCPAKTHBHBLIC 06yqa}oume MaTCpHUaJlbI.
Taxxe B Omore PACCKa3bIBACTCA IIPO HOBBLIC BHUABI MOIMICHHHYCCKHX CXCM H

BPCAOHOCHBIC IIPUTOKCHHU .
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Lean u 3apaum ypoka
Ieab ypoka

B pamkax ypoka Mbl paccKakeM HIKOJIbHUKaM O BUAAaX KUOepyrpo3 Aiis
MOOWJIBHBIX YCTpOiicTB. Ha KOHKpeTHBIX mpuMepax s JBYX Haubosee
pacupoCTpaHEHHBIX MOOWMJIBHBIX ONEPALMOHHBIX CHUCTEM pa3z0epeM, Kak
3IOYMBIIIUICHHUKA MOTYT TOXWUTUTH JlaHHbIE M akkKayHTbl. OOBICHHM, Kak
MO>KHO M30€KaTh MOTEPIO TaHHBIX U 00€30MacuTh CBOM cCMapT(OH.

BaxHO OTMETHTB, YTO aNrOPUTM HACTPOMKH pPa3pelICHHM, a TaKKe
IPOLECC YCTAHOBKHU 3alIUTHOIO pEIIeHus: U oOHapyxeHus BpenoHocHoro 110,
MPOIECC HACTPOMKHU ABYX(PAKTOPHOM ayTeHTUPUKAIMU W T.J. IMOKa3aHbl B
TpPEHa)Kepax B CXEMAaTUYHOM YIIPOLIEHHOM BUE. B peanbHOCTH ClieHapUU MOTYT
OTJIMYaThCS, B TOM uucie B 3aBucuMoctd oT OC, Mapku cmaptdoHa U
KOHKPETHOTO MPHUJIOKECHUSI.

B nanHom ypoke Mbl mpejjaraemM oOpaTUTh BHUMaHUE IIKOJILHUKOB Ha
001111e peKoMeHJaluuy 1Mo KubepOe30MmacHOCTH.
3agaum ypoka

e l3yuurp BHICOPOJIMK, PACCKa3bIBAIOIIMKA IIPO  Pa3HOBUIAHOCTHU
MOOMJIBHBIX YIPO3 U PEKOMEHJAlMU O 3aIIUTE.

e B ympomeHHOM BHJe JaTh o0O0IIee TMpeACTaBICHHE O TOM, Kak
CHEIUATUCTBI TI0 MHGOPMAIIMOHHON 0€30MaCHOCTH aHAIM3UPYIOT TaKHe
YTPO3BI.

o CdopmMupoBaTh CEpbe3HOE OTHOIICHUE K KHOEPYTpO3aMm.

e [Iposectu npodopueHTtanuio B chepe nHOOPMaIMOHHONU 0€30MaCHOCTH U
B chepe pa3pabOTK MOOMIBLHBIX MPHIIOKEHUH.

e CdopmupoBaTh TEOPETUUYSCKUE 3HAHUSA W MPAKTUYSCKUE HABBIKU
0€30MacHOr0 UCMOJIb30BaAHMS cCMapT(POHaA B peabHOU KU3ZHH.

e B oHnalH-TpeHa)Xkepe NPOUTH P 3aJaHUM, CBSI3aHHBIX C TEMOU YPOKA.

o OOCYIuTh MOJYYEHHBIN OMBIT, CPOPMYIUPOBATH BHIBOJBI.
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IToaroroBka K ypoky

° I/ISY‘{HTL ,HaHHBIﬁ JOKYMCHT H IIOCMOTPCTHb BUACOJICKIIHIO.

e [IpoiiTh caMOCTOSATENBHO TPEHAKED JII COOTBETCTBYIOIIETO BO3pacTa Ha

OJHOM U3 KOMIIBIOTCPOB, KOTOPHIC 6y,ZIYT HCIIOJIB30BATbCA YUYCHHUKAMMU.

e (CoxpaHWTh Ha KOMIBIOTEP BHUACOPOJIMK (HAa Ciay4yad mpoliemM cC

IMOAKIIIOYCHHCM K I/IHTepHCTY).

® HOI[FOTOBHTB KJIaCC B COOTBCTCTBHU C HH(bOpMaHHCﬁ, HpeI[CTaBJIeHHOﬁ B

[Tpunoxenun 1.

e CdopmynmupoBarh  COOCTBEHHBIM  IJIaH  3aHATAS HAa  OCHOBE

IIPEJI0KEHHOTO.

ILi1an ypoka

dbukcupyem pe3yabTaT ypoka.

Jran Conepxkanue 3Tana Bpems
JTamna
1. AHoHC ypoka |— IIpuBeTcTByeM yUYEHHKOB. 2 MUH
— Gopmynupyem 1Sl y4eHUKOB 3a/1a4y Ha YPOK.
2. ITpocMoTp — [IpocMOTp BUACOJICKIIUU 110 TEME «MOOUITBHBIE 10 mun
BUJICOTICKITUU yIPO3bI».
— OTBeTHI Ha BOMIPOCHI YYCHHUKOB.
3. O6cyxnenue |— OOcyxaeHue nMpooOeMaTUKU U CrieluaibHOCTEN B |9 MUH
HOBOI'O MaTepuaia | cepe WH(pOpMAITMOHHOM 0€30MacHOCTH,
Pa3pabOTUMKOB 3aIIUTHBIX PEIICHUN.
4. PaboTa 3a — JleMOHCTpUpyEM BXOJI B TPEHAXKED. 20 MuH
KOMIIBIOTEPOM — Opranusyem NpoxoKJICHUE 3aTaHUN TpeHaXePA.
5. Pednexcus — IIpoBonuM Gecenty ¢ ydaliuMHCs, aHaIU3UpyeM U |4 MUH
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ITosicHeHuUe K TAanIaM ypoKa
1. AHOHC ypoka (2 MUHYTBI)

[TonpuBeTCTBYITE YUEHUKOB U COOOIINTE, UTO CETOJHS y HUX OyAeT He
OOBIUHBIN YPOK, a «Ypok Lludpb», KOTopbIil ocBsmIeH TeMe «UTo mpsuercs B
cMmapTdoHe: uccaeayeM MOOUIbHBIC YTPO3bD».

Cdopmyaupyiite nesib ypoka:

«Ce200Hs1 6bl no3HAKOMUMECH C NOHAMUeM , MOOUTbHbie Y2po3ui”,
V3Haeme, KaK CHeyuamucmsl no UHQOPpMAyuoHHOU 0e30nacHOCmU NOMO2aiom
paspabamuléams 3awumusle peuieHuss U Kakue Ovlearom Kubepyzpo3vl 0.4
noavzoeameine cmapmaeonos. M camoe enasnoe, 6vi Hayuumecs uzbeams ux

pea]leOIZ HCUBHUN.

2. [IpocMOTp BBOJHOTO BUACOPOJIHKA M OOCYKICHHE TeMbI ypoka (19 MunyT)

[Tokaxute ydYeHMKaM BHUACOJEKIUIO MO Teme ypoka. OTBeThbTE Ha
BOMPOCHI, KOTOPbIE BO3HUKIU Yy pedsT mocie mpocMoTpa. st 3akperieHus
Marepuaia BUACOJIEKINUN 3a1alTe€ YTOYHSIOIINUE BOIIPOCHI:

e Uto Takoe MOOMIIBHBIC YTPO3bI?
e Kakue ObIBatoT MOOMIIbHBIE YTPO3bI?

e Kak 3amututh cedst 0T MOOUIIBHBIX YIpo3?
3. [Ipoxoxnenne TpeHaxepa (20 MuUHYT)

[IponemoncTpupyiite uHTEpdeiic BxoAa B TPEHAXKEpP, OTMNPABLTE
YYEHUKOB 32 KOMIBIOTEPHI. [lociie BBHIMOMHEHNS] CBOMX 3aJaHUN pedsTa MOTyT
BBIIIOJTHUTH 3a1aHusA JUIA OPYTUX BO3pAaCTOB.

OOGpamiaiiTe BHUMaHWE Ha 3aJaHUs, KOTOPBIC BBI3BIBAIOT HAHWOOJBIINE
3aTpynHeHus. [lomoraiTe ydeHrnKaM, €ClIM Y HUX BO3HUKHYT CIIOKHOCTH MPH

MPOXOXKICHUU TPEHAXKEPa.
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4. Peprexcus (4 MUHYTHI)

«4Ymo eam bonvuie 6ceco 3anomuunocs? Kmo npowen éce 3adanua? Kakoe
3a0anue NoKa3an0ch eam Ccamoim unmepecHvim? »
MoxHO Takxke pa3o0paTh 3aJaHHs, KOTOPbIE BBI3BAIM HAMOOJBIINE

3aTpyAHECHHUS.

Ha0op matepuaJion

o Bupeoneknusi. Beaymuii  KOHTEHT-aHaJUTUK U PYKOBOJUTEIb
HampaBJeHUs MO JETCKOM oOHJalH-Oe3omacHOoCTH  «JlaGoparopun
Kacnepckoro» Anapeit CuaeHKO paccKka3blBaeT O BUJaX KHOepyrpo3 Ha
MOOMJIBHBIX IIaThopMax.

o OmnuaiiH-TpeHaxep 1A ydeHnkoB 1-11 knaccoB. TpeHaxep cocTout u3
MATH 33JJaHUM, PEJICTABIICHHBIX B TPEX BApHUAHTAX C YYETOM BO3PACTHBIX
0COOEHHOCTEH IIKOJIBHUKOB:

- VYpoBeHb I HauMHAPOIUX wucciaenoBarenei (1-4  kimaccer).
YIpOILIEHHBIN TPEHAKED I MIIAAIINX IIKOJIbHUKOB.

- YpoBeHb JiJIs ONBITHBIX UctbiTaTeeH (5—8 kimaccer). [ToHOIICHHBIH
TPEHAXEpP Ul CPETHEN IIKOJIBI.

- VYpoBeHb s ombITHBIX  creranuctoB  (9-11  kiacchr).

Y CII0KHEHHBIN TPEHAKED I CTAPIIEKIACCHUKOB.

Onucanne 3aJaHUil TPeHAKepPa

Tpenaxep mpenjaraeT ydeHHUKaM IOHATb, YTO HEOOXOAMMO JAeNaTh B
CUTYallMM, KOIJla YYETHBIE JAHHBIC OKAa3aJIUCh y 3JIOYMBINIUICHHUKOB WM Ha
cMapTPOH MPOHUK 3JOBpE. 3aJaHusl TpeHaxkepa CTPOSITCS BOKPYr pabOThI €

TenedoHaMU IBYX TJIABHBIX TePOEB UCTOpUU: 3ansaThiHu u CKoO1Ia.
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Komukcebi

3apanue 3 3apaHne 4
«TpoBepb HaCTPOHKM «Onpepenn
TenegoHa U yCTAHOBH uwmHrosyio
3alUTHOE peleHne» CTpPaHuLy»

3apanue 1
«Haiigu BpefioHOCHO®
NpUNoXeHne»

3apaHune 5
«3aLuTH CBOM NUYHbIE
AaHHble B UHTepHeTe»

I'epon komuKkca:

e 3amaTbiHg, CkolOell — OOBIYHBIE MEPCOHAKU-IIKOIBHUKUA, KOTOpHIE
MOTAIAI0T B PA3JMYHBIE CUTYallMd, U BMECTE C YYCHHKOM TIOJyYarOT
HOBBIC 3HAHUS B 00J1acT MH(DOPMAITMOHHON 0€30MTaCHOCTH.

e Mugopu — Dokcmept mno kuOepOe3omacHocTn B «Jlaboparopun
Kacnepckoroy.

o [lerss — pa3pabOTUMK 3aMUTHBIX PEIICHUHN [ MOOMIIBHBIX YCTPOMCTB B
«JIabopaTopun Kacnepckoroy.

® AHTOH paboTaeT KOHTEHT-aHAJTUTHUKOM B «Jlaboparopuu Kacnepckoroy.

e Bukropus — cnam-ananutuk B «Jlaboparopuu Kacnepckoroy.

KpaTkoe coaep:kanue croxkeTa KOMHKCA:

1. CkoOent u 3amaTbiHS MOPOCAT TMOMOIIM Y OKCHepTra TIo
kubepoe3zonacHoctr Mugopu Kyma. ¥V Ckobmia reneon Beer cedst CTpaHHO:
OBICTPO camuTCs 3apsij 6arapen U pacxoayeTcsi OOJBIION 00beM MHTEPHET-
Tpaduka. 3amsIThIHA HE MOXXET 3aliTH B CBOM aKKAyHT B COIIMAJIBHOM CETH,
MoX0%e, ero ykpanu. OHU CO3BaHMBAIOTCA C IKCIEPTOM depe3 miaThopmy
BUJICOCBSI3H.

2. Muaopu NoOAKIIOYAET K 3BOHKY cBoero koyuiery — Iletto. On
pa3paboTUMK 3aUIUTHBIX PEIICHUN JJIsi MOOUIIbHBIX U HOCUMBIX YCTPOMCTB.
Onu nmomorarot pazodparbes CKoOIly, UTO CIYYHIIOCH C €T0 CMapTPOHOM U
Kak Ha TenedoH npoHukio BpenonocHoe I10.

3. [Tocne Toro, kak CkoOiy ynaercs HaiTu BpemoHocHoe [1O

(TpostHIIa) M TOHSTH, KaK OHO TONaJIo Ha cMapdToH, IleTst roBopuT, YTO

15



HY’)KHO YCTAHOBUTH AHTHUBUPYC U IOMEHATH HACTPOMKH OE€30MaCHOCTH Ha
cMapTdoHe.

4, Tenepp HY>KHO pa3oOpaThCs, UTO CIYUUIIOCH Y 3ansaThIiHU. Muaopu
noakioyaeT Bukroputo 1 AHTOHa. AHTOH paOOTaeT KOHTEHT-AHAIUTUKOM.
OH noMoraer 3aliiaTh N0Jb30BaTeNe OT PUILMHIA U CKaMa, aHAIU3UPYET
METO/Ibl, KOTOPBIE MPUMEHSIOT OHJIANH-MOIIEHHUKH. Bukropus — cmnam-
aHanuTuK. OHa MOMOTraeTr 3allMlaTh MOJb30BaTENEd OT cllaMa M JApPYrux
IIOYTOBBIX YI'p03. AHTOH IpeaiaracT 3amsiTblHE NOCMOTPETh HA CTPAHMILY
aBTOPHU3ALMU B COLMAJIBLHON CETH, /I OHAa BBEJA CBOM YUYETHBIE JaHHBIE.
Crpanuna BEITISAIUT MOAO3pUTENIbHO. Hano HalTh MpU3HAKH, MO0 KOTOPBIM
MO>KHO ONPEJIEIUTh, YTO 3TO (PUILMHIOBAsI CTPAHHULIA.

S. ITocne BoccTaHOBIIEHMS JOCTyINa K CTPaHMIIE, Tepou oOpamaroT
BHUMaHue, 4To y 3amsThlHU B Mpoduie ecTb KOHPHUACHINAIbHbIE JaHHBIE,
KOTOPBIX HE JOJKHO OBITh B OTKPBITOM J0CTyIe. Hy’KHO 3TO ucCIpaBuTh, U
BukTopus npeuiaraer 3aHATbCS 3TUM B YIIPAKHEHUU.

6. K ¢unany repom y3HaAIOT, ¢ KakKUMU KHOEpyrpo3amMu MOTYT
CTOJIKHYThCS BJIAJENblibl CMapTPOHOB, U HAy4YaTCS OCHOBHBIM IMpPABHIIAM,
4TOOBI 00€301aCUTh CBOM JIaHHBIC HA CMapT(OHAX.

3afgaHus TpeHaXXepa MOCTPOCHBI TAKUM 00pa30M, YTO YUYECHUK HE CMOXKET

BBITIOJIHUTHL HEBepHoe JeictBue. Kpome toro, repou «¥Ypoka [Hudpem»

YKa3bIBarOT Ha TO, B YCM COCTOUT ommoKa.

Huxe npeacrasieHs! mpuMepsl HHTEpdeiica TpeHaxkepa (CHUMKH SKpaHa).

OHU MOTYT HE3HAYUTEIBHO OTJIMYATHCS OT TOW BEPCUU TPEHAXKEPA, KOTOPYIO

PEICTOUT NPOUTH yUeHUKaM B paMmkax «Ypoka L{udpe».

3aganme 1. «Onpenesin BpeJ0HOCHOE MPUIIOKEHHE»

Yuenukam HyxHO BMecTe ¢ Mugopu Kyma u repossMu UCTOpUM HAWUTH

BpeoHOCHOEe npuioxkeHue. OHO MMeeT JocTyn K OOJIbIIOMY KOJIHYECTBY

nanHbix Ha Android-cmaptdone CkoOua. [l 3TOro ydyeHWKy HEOOXOJMMO
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MIPOBEPUTH MPUIIOKEHHUSI U HAUTU TO, KOTOPOE MMEET MOJ03PUTEIBHO MHOIO

pa3peIICHUM.

wil 5G 20:40

Hacrpoiikun

Mecrononoxenue

WHTepHeT-coeanHeHne

NamaTe

YeegomneHna

JInsl y4eHMKOB HayaIbHBIX KJIACCOB KOJIMYECTBO MPUIIOKEHUN U HACTPOEK COKPAIEHO

J10 MUHUMYyMa: TPH MPUJIOKEHUSI U YETBIPE pa3pelICHUsI.

wil 5G 20:48
< Hactpoikun
370 06bIUHbIE HACTPOIKK

Mectononoxenie
VHTepHeT-coegutenne
Namate

Yeepomnenms

[locTyn K cnicky KoHTaKToR

Pa6oTa & GoHOBOM pexime

BEPHO - 370 NPUNOXEHNE meeT
CoToBbie gaHHbie HEOBXOAVMBIE eny HACTPOTIKH

NPOAO/IXUTL
PaspewnTs oTChexMBaHMe

Bepcus 3aganus nns 5—11 knaccoB
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3ananue 2. «BbIsICHHM, KaK 3JI0Bpe/ IPOHUK HA YCTPOMCTBO»

B 5TOM 3amaHuM ydyeHHMKaM HYXXHO NPOBECTH aHAJIN3 — KakK 3JI0BpEN
IIPOHUK HA YCTPOMCTBO.
VY4eHUKy HYXHO NMPOBEPUTh HACTPOUKH Telle(hoHAa BMECTE C IeposiMU U

OTIPEIEITUTH, YTO ITOMOTJIIO» 3JIOBPEAY NPOHUKHYTH Ha TenedoH Ckolra.

YTo MOrno NO3BONNTL 3/10BpeAy
p HYyTbHaT ¢oH? Buibepn
BCE BO3MOXKHbIE BAPUAHTBI.

< Hactpoiikn

OrcyTcTBMe aHTUBMpYCa

OcHOBHbIE
Hu3kwnii 3apag 6atapen YCTaHOBKA NPUNOXEHMA N3 g
cmapTdoHa BHELUHNX NCTOUHUKOS .

O6HoeneHune MO
BO3MOXHOCTb YCTaHOBKM
NPUNOXEHNIA U3 CTOPOHHIX [BloctynHo obHosAeHme MO
VCTOUHNKOB

3awwmra

MeaneHHbI nHTepHeT
AHTUBMDYC He YCTaHOBNEH

YcTapeswas sepcus
OnepauynoHHON CUCTeMBI

CKaumsaHue NPUNOXEHNIA
Ha MoA03PUTENLHOM CaliTe

OA0MKUTS

00=0O

Bepcus 3aganns ans 1-4 xnaccos.

YT0 MOrNI0 NO3BONUTL 3/10BpeAy
P HYTb Ha Tene¢poH? BuiGepn
BCE BO3MOXXHbIE BapUaHTBbI.

< Hacrpoiiku
YCTaHOBKa NPUNOXKEHWIT HOYBLIO

OCHOBHbIE
MegneHHbIR uHTepHeT
YCTaHOBKA NPUNOXEeHUii n3
BHELUHIX MCTOUHIKOB
BO3MOXHOCTL YCTaHOBKU
NPUNOXEHNIA N3 CTOPOHHUX

MCTOUHUKOB O6HoeneHve MO

My6nunuHbIil npoduns B couceTn Aoctynko obHosnexue NO

OTcyTCTBUE aHTUBMPYCA 3awwmra

o AHTUBUDYC He yCTaroBNEH
Hu3knii 3apsg 6atapeun cmaprdpoHa Py y

Wcnonb3oBaHue meccenpkepa 6e3 Cetb
NOAAEPXKM WNPOBAHIR

Wi-Fi SkobecHome >

YcrapeBlwas sepcvs onepauvoHHon
cucTembl

CKaunBaHve NpunoxeHnin Ha
NOAO3PUTENBHOM CaliTe

00-0®

Bepcus 3aganust it 5—8 kiaccos.
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YTO MOr/I0 NO3BONUTL 3N10Bpeay
NPOHUKHYTHL Ha TenedoH? Beibepn
BCE BO3MO)XKHbIE BAPUAHTBI.

< Hacrpoliku

Hu3kuit 3apaa 6atapen cmapTgoHa

i OcHOBHblE
YCTaHOBKa NPUNOXEHWIA HOUBID

YCT3HOBKA NPUAOKEHMH 13
MeaneHHbii uHTepHer BHEWHUX UCTOYHNKOB

OrtcyTcTave aHTvBMpyCa Obiidanaine o
BO3MOXHOCTb YCTaHOBKIA [Aoctynko o6Hoanerme N0
MPUNOXEHMIA U3 CTOPOHHIX

VICTOMHMKOB
Sawumra
Ny6nuuHbid npoduns B coyceTn

AHTUBMDYC HE YCTaHOBNEH

YCTapeBiwasn Bepcus ONEPaLMOHHOI
cucTems!
Cetb

Vicnonk3osanue meccenaxepa 6es e

SkobecHome >
NOAREPXKN WHGPOBAHUS

He camasn HOBas Mogent Tenedoxa

CKauNBaHUe NPUNOXEHUI Ha
NOAO3PUTENLHOM CaiiTe

00=00

Bepcus 3aganus st 9—-11 knaccos.

3ananue 3. «O0OHOBH yCTPOHCTBO»

Hy>xHO 0OHOBUTH ONIEPAIIMOHHYIO CUCTEMY U YCTAaHOBUTH aHTUBUPYC (OH
aBTOMATHYECKHU YAAIUT 370Bpeaa) Ha cMapTdhoH Ckrob1ia.

Heob6xoaumo 3aiitu B HacTpoiiku Tenedona u 0o0HoBuTh OC 10 mocaeaHe
BEpPCHH, TIOCIIE ITOTO HY)XKHO CKadaTh aHTUBHPYC W IPOBEPHUTH TeledOH Ha
Hanmuuue BpenoHocHoro IIO. Tlocine oOHapykeHUS MOJO3PUTEIIBHOTO
MIPWIOKEHUS, HY>)KHO YJIaJTUTh €r0 C TTIOMOIIBI0 aHTUBUPYCA.

Paznuuuns Mexy KiiaccamMu Her.

il G 09:30

< HacTtpoWkn

OcHoBHbIE

YCTaHOBKa NPUNOXeEHNiA U3
BHELUNVX UCTOUMUKOB

BesonacHocTe

Aoctynto obHosneHue NO

HyXHO 3anpeTuTh ycTaHosKy
NpUnOXeHMii U3 BHeLHIX
3awmra MCTOMHUKOB.

;
AHTUBMPYC He HaliaeH

Bepcus 3aganus s 1-11 knaccos.
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3ananue 4. «Haiigu npu3Haky PUIIUMHTOBOM CTPAHUIIBI»

B »TomM 3agaHuu ydyeHWKaM HEOOXOAMMO Ha TIpUMEpPEe CTPaHMUIIBI
BBIJlyMAaHHOW COITMAPHON CETH HAWTH MPU3HAKY (DUIIIHHTA.
Paznuuue mexny Bo3pacTamu 3aKIOYaETCs B KOJWYECTBE ITPU3HAKOB. B

1-4 xmmaccax ux 5, B 5-11 mx mmo 7.

™

Aa6po noxanosats
8 socall-set

3nOyMBILINEHHIKY HaCTO
PACCHINAIOT NOAOBHbIE CCLINKM
OWM BEAYT Ha CTPAHMHKY, OUeHS
NIOXOXVE Ha CaITHI M3BECTHBIX
KOMMaKWi, coymansHbix cetedt. Ha | |
370 CTpanUuKe Yenosexa l
nonpocaT asecTin
KOMOMAEHLMANBHbIE AaHHBIE,
HanpiMep, noriH U Napons.
MNocne Yero 3Th AarkHsle
AOCTAIOTCR 3n0YMBILINEHHIKAM,

NPOAO/XUTL

YKaxuTe Baw Homep TenepoHa

Howmep Tenedona

YKaxuTe Baw naponk

flopone

@  hitp/socialse-tru

»

A

{Aabpo noxanosars
8 socall-set

| 3noymbiuneHHMKM YacTO
PICCHINAIOT NOAOBHBIE CCHInKW,
OWit BEAYT Ha CTPANMUKH, OYEHD
NIOXOXME Ha CaT! WIBECTHEIX
XOMNANNA, COUManbHbIX CeTed, Ha
ITOMR CTPaHMUKE HeNoBexa
nonpocaT ssecTi
KOHOUALHUMANEHBIE ZaMMHbIE,
HanpuMep, NOTWH 1 Napans.
flocne uero 3T AaHKsie
AOCTAIOTCA INOYMBILLACHHUKIM.

NPOAOIXUTL

YKaxuTe saw Homep TenedoHa

Howmep Tenegora

YKaxuTe Baw napone

Nopons

Boiti

Ceaxurecs C Hamm

@  hup/socialsetru

Bepcus 3aganus nnsa 5—11 knaccos.
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3ananme 5. «3MeHM HACTPOMKHN NPUBATHOCTH B COLMAJBHBIX CETAX H
3alIMTH YYETHYIO 3alUCh»

B sTom 3amaHum y4yeHHKYy HEOOXOIHMMO TIOMOYb 3amaTbiHE YOpaThb
KOH(UICHIMATBEHYIO HH(OPMALIUIO CO CTPAHUIIBI B COLIUATBHON CETH, BKIIIOUUTH
IBYX(aKTOPHYIO ayTeHTU(UKAINIO U IPUAYMATh CIOKHBIN MapoJib.

Paznuyus Mex1y Kiaccamu HeT.

< PepakTuposatb Npodunb

OcHOBHbIe
s @,
3anaTbiHA
fopoa
Mocksa
8
Ne33
Tenedon Y6epu Homep TenedoHa 1 Homep =
WKOANBI U3 ONUCAHUA NPOGUNA

+71233331123 (@\

https://v-talk.com

Bepcus 3aganus st 1-11 knaccos.

Ipuiaoxenue 1. Texanyeckue TpeOOBAHNA ISl IPOBEACHUS
ypOKa

JUist peanu3ai CTaHAAPTHOM BEpCHUM ypoKa HEOOXOAHMM KJacc, T
KQXKJIbII yYaCTHUK UMEET JIOCTYI K KOMITBIOTEPY C BBIXOJOM B MHTEPHET. Y POK
MIPOBOJIUTCS C TTIOKA30M BHJICOJICKIIUU U TTPOXOKIECHUEM TpEHaXKepa.

Jns  opranumzanmuu  «Ypoka [udper»y HeoOXxoauMo colOrofeHue
CJIEYIONUX TEXHUYECKUX yCIOBUN:

- KOMIIBIOTEPHBIN KJIacc, MO0 KJIacC, OCHAIIEHHBIM HOYTOYKaMHU JIJist

KQXKJIOTO yUaIerocs U yUuTers;

- KaKJIplii KOMIIBIOTEP JOJIKEH OBITh MOAKIIOYCH K ceTH uHTepHeT (Wi-Fi

WJIU TI0 Ka0erto);

- UHTEPHET,;
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- BHUJCOIPOCKTOP, IKpaH, TUHAMHKH.
Pexomennyemast kounduryparnus [1K yaeHUKOB 1715t pabOTHI B TpEHaXKEpe:
1. Tlpomeccop Intel Core.
2. O3V 4Gb.
3. MonwuTop ¢ paspemienuem ot 1024x768 no 1920x1080
4. OS:
e Windows 7 1 HOBee,
e MacOS 10.13 High Sierra u nosee,
e 10S 10 u HOBeE,
e Android 4.4 u HOBee.
1. Hoctyn B uHTEpHET: He MeHee 10 Mbit/s.

5. bpaysep:

Google Chrome 60 u HOBee,

Safari 13 u HoBee (3a uckmouenuem Safari for Windows),

Opera 60 u HOBEE,

Sunexc.bpayzep 17.4 u HOBee.

[Tpu ucnonb30BaHMM MOHUTOPOB MUHUMAJIBHOTO Pa3pellieHUs] HEOOX0IUMO
IpUMEHSTh QYHKIMIO MacinTabupoBanus opaysepa: (Ctrl + «-», Ctrl + «ctpenka
BHH3»).

BHe 3aBHCHMOCTH OT HCIOJIb3yeMOIl KOH(PUTYpPAUUH PEeKOMEHAYeTCs 10
YPOKAa OTKPLITH W TPOMTH TpPeHa:Kep HA KOMIbIOTEpe YYEHUKA s
NMPOBEPKU COBMECTUMOCTH.

B cinyyae HEBO3MOXHOCTH HCHOJIb30BAHUSI TPEHAXKEpa, HEOOXOIUMO
MPOBECTU YPOK MO CUEHAPUIO METOJAMYECKUX PEKOMEHJALUNA MO MPOBEIACHUIO
ypoka 0e3 MHTepHeTa (METOAMYECKHE PEKOMEHIAIMU HaXOJATCS Ha CalTe

«Ypoxka LHudps»).
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Ipuiaoxenue 2. CiuCOK MOJIe3HBIX HCTOYHUKOB

1.

bror «Jla6oparopun Kacriepckoroy: https://www.kaspersky.ru/blog/

[TopTan «JIlaboparopuu Kacnepckoro» mo aeTckoil oHJaiH-

oe3omacuoct: https://kids.kaspersky.ru

YouTube-kanain «Jlabopatopuu Kacmepckoro:

https://www.youtube.com/c/KasperskylLabRussia/

Kypc «Jlaboparopuu Kacnepckoro» Ha Stepik aJis IKOJIbHUKOB
«MaremaTuka B KHOEpOE30MaCHOCTH»:

https://stepik.org/course/62247/promo

[Iporpamma ctaxupoBok «Jlabopatopuu Kacnepckoroy jist CTyAeHTOB

https://safeboard.kaspersky.ru/
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