IIpoKypaTypa ABHACTPOMTEJbHOI0 paioHa r.Kazanu
pa3bsACHAET

MouieHHUYeCTBO B cglzepe I/IHQOpMagHOHHO—TeJIeKOMMYHHKagHOHHbIX TEeXHOJIOTHUH — 3TO

IpecTynHble AEﬁCTBHH, HallpaBJIEHHbIE Ha o6MaH IoJib30BaTeen ¢ [ eJIbIo MOJIYy4YeHHA UX JIMYHBIX
AAdHHBIX WJIKM J€HEXHbIX CPEeACTB IMMOCPpeACTBOM HCIIOJIb30BAHUA COBPEMEHHBIX TeXHOJIOFPlﬁ, TaKHUX
KaK UHTEpPHET U MOOUJIbHAS CBA3b. C pa3BHUTHEM I_lI/I(l)pOBbIX TEXHOJIOTUH KOJIUYECTBO TaKUX
npeCTynneHHﬁ pacTteT, 1 3JI0YMbIIIJIEHHUKHU IIOCTOAHHO I/I306peTaI-OT HOBBIE CXeMbI OOMaHa.
PaCCMOTpI/IM HauboJee pacrnipoCTpaHE€HHbI€ U3 HHUX:

1. dDUIIUHT

QUUIMHT — 3TO BUJ, UHTEPHET-MOLIEHHUYECTBA, LIeJIbI0 KOTOPOT0
SIBJISIETCSA TOJIyYeHHe N0CTyNa K KOHQUAEHIIMAIbHBIM JaHHBIM
M0JIb30BaTeJsIel, TAKUM KaK JIOTHHbI, TAPOJIU UJIH JaHHblE GAHKOBCKHUX
KapT. MolLlIeHHUKH PacChIAIOT 3JIEKTPOHHbIE MMCbMA UJIU COOOIEeHUS B
MeCCEH/PKepax OT UMEHU U3BECTHBIX OPEH/I0B UJIM OpTaHU3aALMH,
coJiepKalllye CChbLJIKY Ha NoJ/Je/IbHbIE CAlThl, BHEIIHE HEOTJIUYHUMBbIE OT
HacTosAwmux. [lonaB Ha TakoM caliT U BBeJsl CBOU JaHHbIE, I10JIb30BaTe/b
nepejaeT UX 3JI0YMbILIJIEHHUKAM.

2. BUliMHr

T BUIIKHT (OT aHIVI. voice phishing) — 3T0 pa3HOBUAHOCTh QUIIMHTA, TPU
KOTOPOU MOIIEHHUKH MCIOJIb3YIOT TesieOHHYIO CBS3b JIJis o6MaHa.
OHU 3BOHSAT KEPTBE, MPECTABJAACh COTPY/IHUKAaMU GaHKa, MOJIUIUH
WJIM JIPYTOM OpraHu3allvy, U 1Mo/ pa3JIMYHbIMU NpeIoraMu
BbIMAaHUBAIOT KOHPUJEeHIIMAJbHYI0 HHPOpPMALUI0: HOMepa 6aHKOBCKUX
KapT, NapoJid WU KO/Ibl TOATBEPKIEHUSI.

Vishing

3. CooG1,eHUA ¥ 3BOHKH OT «COTPYJHUKOB» OpraHu3anui

MoleHHUKY 3BOHSAT WJIM OTHPABJSIOT COOOIEeHUs, TPe/CTaBISAACh .
COTPYAHHKAaMHU NIPAaBOOXPAHUTEbHBIX OPraHOB, 6AaHKOB UJIU 2‘,‘,3;‘«“5?;3“““,
rocyZ,apCTBEeHHBIX C1yx06. OHU COOOLIAIOT O AKOObl BOSHUKLIUX ] BaHia Gecnokou...
npo6JieMax, HallpuMep, MONbITKe XUIEHUs JileHeTr ¢ 6aHKOBCKOT0
cyeTa, U IpeJjIaraloT lepeBeCcTH CPe/iCTBA Ha «0e30MacHbIN CYeT».
[locne nepeBosa AeHbI'M OKa3bIBAKOTCS Y 3J10yMbIIIJIEHHUKOB.

e o 4. MomieHHHU4ecTBO 4Yepe3 maatgopmy «ocycayru»
| =

pc®  3JI0yMBIIIJIEHHUKHU 3BOHST, MPEJCTABJISASICh COTPYAHUKAMU MOpTaia
«"ocycayru» un MO, ¥ coo6LIAOT O MOMBITKE B3/I0Ma JINYHOTO
kabuHeTa noJib3oBareJis. [1o/] mpeI/IoroM 3aiKUThl aKKayHTa OHU
HPOCAT MPOJUKTOBATh Ko/ibl U3 CMC nu Jpyrue JUYHbIE AAaHHbIE, YTO
MO3BOJISIET UM MOJIYYUTh JOCTYI K aKKayHTY U 0GOPMUTDb OHJIAKH-

KpeaAUuTbl HA UM }KE€PTBLI.
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5. [loaaebHbIe HHTEPHET-Mara3uHbl U CaliThl 06 bABJIEHUI

MoleHHUKH cO3Jal0T QasbliBble HHTEPHET-Mara3uHbl WU
pa3MenanT 06bABIEHUS 0 IPOJAXKE TOBAPOB 110
NpUBJIeKaTeJbHbIM LieHaM. [locJie no/iy4eH s OIJIaThel TOBap He
OTHPAaBJISETCs, UJIM OTIPABJISIETCS TOBApP HEHAJJIEXKALIET O
KauecTBa. TakKe 3/I0yMbIIIJIEHHUKH MOT'YT UCIIOJb30BaTh
GUIIMHTOBbIE CCBIJIKY AJ1S1 KPaXKW JAHHBIX 6AHKOBCKUX KapT.

6. [loaaebHbIEe KBUTAHLMHU 3a KOMMYHaAJ/IbHbI€ YCJIYTH

Mo11eHHUKHU pacCbl1alOT NoAA€eJIbHbI€ KBUTAHIIUHA 3ad
KOMMYHaJIbHbI€ YCJIYTH C YKa3aHUEM CBOUX PEKBU3HUTOB.
OnulaurBas Takue KBHUTAHI WU, I'paxKjaHe nepeBoJdT JEHbI'M Ha
c4yeTa 3JIOyMbIIIJIEHHHUKOB.

PeKoMeHAalM| 10 3alUTEe OT MOIIEHHUYEeCTBA:

e bBauTtenabHOCTB: He /JoBepsiliTe He3HAKOMbBIM 3BOHKAM U COOOIIEHUM, 0COGEHHO €CJIM OT Bac
TPeOYIOT CPOYHBIX JIeHCTBUN UM Tlepeiadu JUIHON HHPOpMaLUH.

e IIpoBepka nunpopmanuu: [Ipu nosydeHuu

MOA03PHUTEJIbHBIX COO6U.I€HPII>JI HNJIK 3BOHKOB CBAXHUTECH C
O(l)I/IL[I/IaJIbeIMI/I npeacTaBUTeE/AAMUA opraHnsaum‘/’I no

M3BECTHBIM BaM KOHTAKTaM [iJisl IOATBEPKAEHU C
B
MHbOpMaLUH.
e 3amuTa JIMYHBIX AAHHBIX: HUKOra He coobuiaiiTe ‘
—

MOCTOPOHHUM JIMI[AM CBOU NEePCOHAJIbHbBIE JJAHHBIE,
napostd, PIN-kob1 uiin CVV-Ko/ibl 6aHKOBCKHX KapT.

e Hcnonb3oBaHMe HaJeXXHbIX napoJei: Co3naBaiTe
CJIO’KHbIE TTAPOJIH /11 PA3JIMYHbIX CEPBUCOB U PEryJIsIPHO
UX OOHOBJIANTE.

e (OOGHOBJIEHHE MPOrPpaMMHOr0 o6ecnedyeHUs: PeryispHO 0OHOBJISITE ONEPALIMOHHYIO CUCTEMY
" IPHUJIOKEHHA HAa BalllMX yCTpOﬁCTBaX, YTOOBI 3aAlIUTUTBCA OT U3BECTHBIX YHBBHMOCTEﬁ.

e Hcnosb3oBaHME aHTMBUPYCHBIX IPOrpaMM: YCTAaHOBUTE U PErYJIIPHO OOHOBJANTE
anTuBupycHoe [10 Ha cBOMX yCTPONCTBAX.

e TIpoBepka caiiToB: [lepes BBOJOM JIMUHBIX JIAHHBIX YOEeUTECh, YTO CANT SABJISAETCS
odunmasbHbIM U 3amuieHHbIM (URL-agpec HaYMHaeTcs ¢ <https»).

CO6JII-OL[6HI/Ie 9THUX peKOMeHﬂaL[I/Iﬁ IIOMOXET CHU3WUTb PUCK CTATb )KepTBOﬁ MOIIEHHHUKOB U
3alllUTUTb BalllM IEPCOHAJIbHbIE JdHHbIE U Cl)I/IHaHCOBbIe Cpeacrsa.



