NuadopmanmmnoHHaa NaMATKA AJIA O0YJIAIOIIUXCS

C KabIM TOZIOM MOJIOZIE?KH B MHTEPHETE CTAHOBUTCSA OOJIbIIE, a IITKOJIBbHUKHU OJHU U3
caMbIX aKTUBHBIX ITOJIb30BaTesiell Pynera. Mexy TeM, IOMUMO OTPOMHOTO KOJTUYECTBA
BO3MOKHOCTEH, MHTEpHET HeceT W IpobsieMbl. JTa MaMATKA JIOJPKHA IOMOYb Tebe
6e3011aCHO HAXO/IUTHCS B CETU.

KoMmnbroTepHbie BUPYyChI

KoMmmplOTepHBI  BUpyC - 5TO Pa3HOBUAHOCTh KOMIIBIOTEPHBIX IIPOTPAMM,
OTJIMYUTETLHOU OCOOEHHOCTHI0O KOTOPOH fABJISIETCA CHOCOOHOCTh K pPa3MHOXKEHHI0. B
JIOTIOJITHEHUE K 3TOMY, BHUPYChl MOTYT TOBPEAUTH WJIM IIOJHOCTHIO YHHUUTOXKUTH BCE
daitiel ¥ JaHHBIE, MOAKOHTPOJIBHBIE IIOJH30BATEN0, OT HMMEHU KOTOPOro ObLia
3amyleHa 3apajkeHHas IIporpaMMma, a TakKyKe IOBPEAUTh WIN Jake YHUUTOXKUTD
OIIEpAlIIOHHYI0 CHUCTEMY CO BceMHU (aiijlaMu B I1eJIOM. B OOJIBIIMHCTBE CJIyvaeB
PacCIpOCTPAHSIOTCA BUPYCHI YeEPe3 UHTEPHET.

MeTopp! 3alIUTHI OT BPEJOHOCHBIX IPOTPaMM:

1. Mcnonip3yii coBpeMeHHbIe OllepalliOHHbIEe CUCTEMBI, UMEIOI[Ue Cephbe3HbIN YPOBEHb
3alUTHI OT BPEIOHOCHBIX IIPOTPaMM;

2. [TocrosgHHO ycraHaBiuBai mavtw (IU@POBBIE 3aIIATKHA, KOTOPBHIE aBTOMATHYECKH
yCTaHABJIMBAIOTCA C IEJbI0 JOPabOTKU IPOrpaMMBbI) M JIpyrhe OOHOBJIEHHS CBOEU
omeparuoHHOU cucTeMbl. CKauyuBall UX TOJIBKO C OQHUIIUAIBHOTO caiiTa pa3paboTymka
OC. Eciu cymiecTByeT pekUM aBTOMATHYECKOTO OOHOBJIEHH A, BKJIIOUH €T0;

3. Paboraii Ha cBOEM KOMIIbIOTEpE IO/l TPAaBaMU II0JI30BATENISA, 2 HE 3/IMUHHUCTPATOPA.
ITO He MO3BOJIUT OOJIBIIMHCTBY BPEIOHOCHBIX ITPOTPAMM HHCTAJIJIMPOBAThCS HA TBOEM
IIEPCOHATLHOM KOMIIBIOTEPE;

4. Mlcrionib3yii aHTUBUPYCHBIE TPOTPAMMHBIE ITPOJIYKTH H3BECTHHIX ITPOU3BOIUTEIIEH, C
aBTOMAaTHYEeCKUM OOHOBJIEHHEM 0a3;

5. Orpanuub puU3NIeCcKU JOCTYI K KOMIIBIOTEPY /IJIs1 IOCTOPOHHUX JIUII;

6. Mcnosp3yll BHeIlIHNEe HOCUTEeIU UH(pOpMaIuy, Takue Kak (elika, AucK win Qaua
13 UHTEPHETA, TOJIbKO U3 IPOBEPEHHBIX UCTOYHUKOB;

7. He oTkpbIBail KoMObloTepHBIE (ailabl, MOJyUeHHbIEe U3 HEHAJeKHBIX UCTOUHUKOB.
Haxxe Te (aiiyibl, KOTOpPbIE IPUCIAT TBOM 3HAKOMBIH. JIyullle yTOUHU y HEro, OTIIPABJISI
Jiu OH Tebe ux.

Certu WI-FI

Wi-Fi - 910 He Buj Iepefadyu JaHHBIX, He TEXHOJIOTHA, a BCETrO JIMIIb OpeH/, MapKa.
Eme B 1991 rogy HujepJiaH/CcKas KoMmnaHus 3aperucrpupoaina operg "WECA", uro
oboszHauasio cymoBocoueranue "Wireless Fidelity", xoropslii mepeBoauTcs Kak
"GecrpoBOTHAS TOYHOCTD .

Jlo Hamlero BpeMeHH /OLLIa Jipyras abOpeBuaTypa, KOTopas SBJSeTCA TaKOU Ke

TexHosioruei. dto abbpesBuarypa "Wi-Fi". Takoe Ha3BaHue OBLIIO JJaHO ¢ HAMEKOM Ha

CTaH/apT BbIcHIed 3BykoBou TexHuUkH Hi-Fi, uro B mepeBojie 03Hauaer "BhICOKAs
"

TOYHOCTB".



Jla, OecITaTHBIN WHTEPHET-ZIOCTYI B Kade, OTeJISAX U adPOIOPTax ABJISIETCS OTJIUYHOU
BO3MOXXHOCTBIO BBIXOZJa B UHTEepHeT. HO MHOrHe 3KCHIePThl CUMTAKOT, UTO
obmenocrymnabie Wi-Fi ceTu He sABIsAI0OTCA 6€30IMaCHBIMH.

CoBeTbl 110 6€3011aCHOCTH PAbOTHI B 00IIEAOCTYIIHBIX ceTax Wi-fi:

1. He mepepaBaii cBowo JimuHy0 uWHMoOpManuio depeld obmieaoctymabie Wi-Fi certu.
PaboTas B HUX, JKeJIaTeJIbHO He BBOJIUTH ITAPOJIU JOCTYIIA, IOTHHBI U KAKUe-TO HOMePa;

2. Mcnosnp3yit 1 0OHOBJIAM aHTUBUPYCHBIE IPOTPaMMBbI U OpaH/iMayep. TeM caMbIM ThI
obe3omnacuIb ce0s OT 3aKaUYKH BUPyca Ha TBOE YCTPOMCTBO;

3. IIpu ucnons3oBanum Wi-Fi orkatoun dynkiuio "OOmuil moctyn kK daitiam u
npuHTepaMm'. JlaHHadg QYHKIUA 3aKpbiTa [0 YMOJYAHUIO, OJIHAKO HEKOTOPBIE
MIOJIb30BATEIN AKTUBUPYIOT €€ JJI y/I00CTBA UCIIOIb30BaHUsA B paboTe win yuebe;

4. He ucnionp3yit mybamunsiii WI-FI 14 mepeziaum JIMIHBIX TAaHHBIX, HAIPUMED JJIS
BBIX0/]a B COIIMAJIBHBIE CETH UJIU B 3JIEKTPOHHYIO IIOUTY;

5. Ucnonp3yl Tospko 3amuineHHoe coequHenue yepe3 HTTPS, a ue HTTP, T.e. npu
Habope Beb-aapeca BBojiu uMeHHO "https://";

6. B wmobunbHOM Tenedone otrmoun ¢yaknuoo Ilogkaouenue k  Wi-Fi
aBTomaTuuecku'. He slomyckaili aBTOMaTHYECKOTO MOAK/IIOUEHHUs YCTPOHCTBA K CETAM
Wi-Fi 6e3 TBoero corsacusi.

ConuajibHBIE CETU

CornuasibHble CETH aKTHBHO BXOJAT B HAIIly JKU3Hb, MHOTHE JIFOJAU PAabOTAIOT U 3KUBYT
TaM IIOCTOSIHHO, a B Facebook y»e 3apervcrpupoBaH MUJIHAP/, YETOBEK, UTO SIBJISETCS
OJIHOH CeIbMOM BCEX KHUTejied IIaHeThbl. MHOrHue II0J1hb30BaTe M He IMOHUMAIOT, UTO
nHopManus, pasMelleHHAass UMH B COIIMAIBHBIX CETAX, MOMKET ObITh HalJleHa |
HCIIOJIb30BaHa KEM YTOJHO, B TOM YHcJyIe He 00s13aTeIbHO ¢ 0J1aruMu HaMepeHUsIMU.

OcCHOBHBIE COBETHI 110 OE30IIaCHOCTH B COIINAJIBHBIX CETAX:

1. OrpaHuYyb CHUCOK Jipy3eil. ¥ TeOs B Apy3bsSX He JOKHO OBITh CIyYalHBIX U
HE3HAKOMBIX JIIO/IEN;

2. 3amuiai cBoo YacTHyIO ku3Hb. He ykaspiBail maposu, TesedoHBI, ajipeca, JaTy
TBOEr0 POXKJEHUS U APYIyI0 JUYHY0 WHQOpManuio. 3JIOYMBIIUIEHHUKA MOTYT
HCIIOJIH30BaTh Jlaske WHGOPMAIIUIO O TOM, KaK Thl M TBOM POAUTENU IUIAHUPYETE
MIPOBECTU KAHUKYJIbI;

3. 3amnuInai cBO PeIyTanulio - IEPKHU ee B UHCTOTE U 3a7[aBail cebe BOIPOC: XOTeJT ObI
TBHI, UTOOBI APYTHE TTOJIH30BATETN BUJIEJIH, UTO ThHI 3arpyskaeib? [logymaii, mpexae 4eM
YTO-TO OIyOJIUKOBATh, HATIMCATh U 3aTPY3UTh;

4. Eciu ThI TOBOPHUIIB C JIIOABMU, KOTOPBIX He 3HAEIlb, HE HCIIOJIb3yH CBOE peajibHOe
UMs U PYTYIO JTUUHYI0 HHPOpMaLU: UM, MECTO KUTEIbCTBA, MECTO yUeObl U IIpoyee;

5. M36eraii pasmemenus ¢gororpaduii B IHTEpHETE, T/I€ THI N300pa’keH Ha MECTHOCTH,
10 KOTOPOU MOKHO OIIPEIETUTH TBOE MECTOIIOJIOKEHNE;

6. [Ipu perucrpanuy B COIUATBHOU CETU HEOOXOAUMO HCII0IH30BaTh CJIOKHBIE TIAPOJIH,
cocrosue u3 OykB 1 udp U ¢ KOJIMYECTBOM 3HAKOB He MeHee 8;



7. 171 cOIUaIbHOM CeTH, TOYTHI U JPYTUX CAUTOB HEOOXOAUMO HCIIOJIH30BaTh Pa3HbIE
maposia. Torga ecau Tebs B3JIOMAIOT, TO 3JIOYMBIIIJIEHHUKH MOJIyYaT JIOCTYII TOJIBKO K
OTHOMY MECTY, a He BO BCe Cpasy.

AJIEeKTPOHHBIE JE€HbI'U

OIeKTPOHHBIE JIEHBIW - 5TO OUYE€Hb YZOOHBIN CIOCOO TyIaTekel, OIHAKO CYIIEeCTBYIOT
MOIIIEHHUKH, KOTOPbIE XOTSAT IOJIYIUTh 3TU JIEHBTH.

JJIEKTPOHHBIE JIEHBI'M MOSBUJINCH COBCEM HEIABHO U MMEHHO HM3-3a 3TOTO BO MHOTHX
rocy/IapcTBax JI0 CUX IIOP He IIPOITHMCAHO PO HUX B 3aKOHAX.

B Poccuu ke oHU (YHKIMOHHPYIOT U O HHX YK€ IIPOIKMCAHO B 3aKOHE, IJle UX
pasiesIAI0T Ha HECKOJIPKO BUJIOB - aHOHUMHBIE U HE aHOHMMHbBIE. Pa3HHIIA B TOM, YTO
AHOHHMHBIE - 5TO Te, B KOTODBIX paspellaercsa IPOBOAUTL olepanuu 0e3
uaeHTUUKAIIUYA TI0JIb30BaTesIsl, a B HEAHOHUMHBIX HAeHTU(UKAIUS I10JIh30BaTE IS
ABJIAETCS 00s13aTeIbHOM.

Takske ciezyeT pa3janyarh 3JIEKTPOHHBbIE (DUATHBIE AEHbIU (PaBHBI TOCY/IApCTBEHHBIM
BJIIOTaM) U SJIEKTPOHHBIE HedHATHBIE IeHbI'Y (HEe PAaBHBI TOCYAAPCTBEHHBIM BATIOTAM).

OCcHOBHBIE COBETHI 10 OE30IMACHON PaboTe C 3JIEKTPOHHBIMU JIEHbI'AMU:

1. [IpuBs:ku K cueTy MOOWIbHBIN TejieOH. ITO caMbIil yAOOHBIM U OBICTPBHIN CIIOCO0
BOCCTAaHOBUTH JIOCTYI K cueTy. [IpuBsA3aHHBIN TesieOH TOMOKET, eCJIU 3a0yZellb CBOM
IUIATEXKHBIN TApOJIb UJIN 3a/IENTh HA CAUT C HE3HAKOMOI'O YCTPOUCTBA;

2. Mcnonp3y# ofiHOpa3oBhIe maposu. Ilocsie mepexosa HAa YCUJIEHHYIO aBTOPHU3AIUIO
Tebe yke He OyZIeT yrpoKaTh OMACHOCTh KPaXKU WJIH IepeXBaTa MJIATEKHOTO MapoJIs;

3. Beibepu cioxkHBIA maposib. IlpecTymHUKaM OyZeT He MPOCTO YraJaTh CJIOXKHBIHN
napoJsib. HaziesxHble maposy - 3TO MapoJiv, KOTOphle COZiepKaT He MeHee 8 3HAKOB U
BKJIIOYAIOT B ce0s CTPOUYHBIE M IPOMHUCHBIE OYKBBI, UGPHI U HECKOJIBKO CHMBOJIOB,
TaKWe Kak 3HaK /10j1apa, GyHTa, BOCKJINIATETbHBIN 3HaK U T.11. Hanpumep, $tRong!;;

4. He BBOAM cBOU JIMYHBIE TaHHBIE HA CaliTaX, KOTOPHIM HE IOBEPSIEIIIb.
JJIeKTPOHHAaA MoYTa

DJIeKTPOHHASA IIOUTA - 9TO TEXHOJIOTHUS U MPEIOCTaBIsAEMbIE €10 YCIIYTH 10 MEPECHUTKE U
MOJIyYeHUIO0 3JIEKTPOHHBIX COODIIEHUI, KOTOpPhIE PACHpPEAEsISAIOTCA B KOMIBIOTEPHOMN
cetu. OOBIUHO HJIEKTPOHHBIA IIOUTOBBIM AWK BBIVIAAUT CJIEAYIONUM 00pa3oM:
HUMs_T0JIb30BaTeNA@UMA_JIoMeHa. Tak:ke KpoMe Iepe/lauul IPOCTOTO TEKCTA, UMeeTCs
BO3MO>KHOCTH Ilepe/iaBaTh ailsbl.

OcHOBHBIE COBETHI 110 6e301acHOM paboTe ¢ 3JIEKTPOHHOMN MOUTOMU:

1. Hago BIOpaTh MpaBUJIBHBINA ITOYTOBBIN cepBUC. B MHTEpHETE €CTh OTPOMHBIA BHIOOD
OecryIaTHBIX MOYTOBBIX CEPBHCOB, OJTHAKO JIyUIlle JIOBEPSTh TEM, KOTO 3HAENIb U KTO
MIepBBIN B PEUTUHTE;

2. He yka3piBail B IMYHOU moute JIMIHY0 nHpopmaruw. Hampumep, ydiiie BpIOpaTh
"My3bIKaIbHBIN__(aHaT@" wiu "pok2013" BMecTo "Temals";

3. HMcnosb3y# ABYXATAITHYI0 aBTOPHU3AIUI0. DTO KOTJa IOMHUMO IapoJisi HY?KHO BBOJIUTH
KO/JI, IpUChLIaeMbIH 110 SMS;



4. Bpibepu CJIOKHBIM mapoJib. 1A KaXKJIOrO IOYTOBOTO SAIIUKA JOJDKEH OBITh CBOM
HaJle>KHBIN, YyCTOMUUBBIA K B3JIOMY I1apOJib;

5. Ecsii ecTh BOBMOKHOCTDh HAIIMCATh CAMOMY CBOM JIMYHBIM BOIPOC, HCIIOJIB3YH 3TY
BO3MOXKHOCTb;

6. Vcrosnp3yil HECKOJBKO IOYTOBBIX SITUKOB. IlepBbIM 11 YaCTHOU IEPENHCKU C
aZipecaTamu, KOTOPBIM ThI JIOBePsEIIb. ITO 3JIEKTPOHHBIN aJIpec He HaJI0 UCI0JIb30BaTh
IIpU perucTpanuy Ha GpopyMax u calrax;

7. He oTkpbIBall haliyibl U APYTHE BJIOXKEHUS B MUCHhMAX, Ja’Ke €CJI OHH IPUILIN OT
TBOUX Jipy3e. JIydllle yTOUHHU Y HUX, OTIIPABJISJIN JIU OHU Tebe 3TH (haiibl;

8. Ilocie okoHYaHHs PabOTHI HAa IMOYTOBOM CEPBHICE TEpPe] 3aKPBITHEM BKJIAJKH C
caiiToM He 3a0y/ib Ha’kaTh Ha "BeiATH".

Kuo6epOy/LTMHT W/ BUPTYAJIbHOE U3/1€BATEIHCTBO

KubepOystmHr - TIpecjiefloBaHUE COOOIEHUSIMU, COAEPKAIUMH OCKOPOJIEHUS,
arpeccuio, 3allyTHBaHWE; XYJUTAHCTBO; COIIMAJIBHOE OOMKOTHPOBAHHE C IIOMOIIBIO
PAa3INYHBIX THTEPHET-CEPBHCOB.

OcHOBHBIE COBETHI 110 OOpHOE ¢ KNOEPOYIIIIMHTOM

1. He Opocaticss B 60M. JIydmuii crmocob: IMOCOBETOBAThCS KaK ce0s BECTH W, €CJIH HET
TOTO, K KOMY MOKHO 00paTUTbhCsI, TO BHaUYaJIe YCIIOKOUThCS. EC/TU ThI HAUHENIh OTBEYATh
OCKOPOJIEHUSIMH Ha OCKOPOJIEHM S, TO TOJIBKO eIlle OOJIbIINe Pa30KIKeTb KOH(DIIUKT;

2. Yrpasiai cBoeli kubeppelyTaiueii;

3. AHOHHUMHOCTh B CE€TH MHHUMAas. CYIHGCTBYIOT CII0COOBI BBIACHUTDH, KTO CTOHT 3a
AHOHHUMHBIM aKKayYHTOM;

4. He crouT BecTy Xy/IMTaHCKUI 00pa3 BUPTYyaIbHOH KU3HU. IHTepHET (pUKCUPYET BCe
TBOU JIEHCTBUSA U COXPAHSAET UX. YIAIUTH UX OyZIeT KpaiiHe 3aTPyHUTETHHO;

5. Cobutroait CBOI0 BUPTYJIBHYIO YECTh CMOJIOAY;

6. VrHopupyél emuHUYHBIA HeratuB. OJHOpa30Bble OCKOPOUTEJBHBIE COOOIEHUS
JIydiiie uiTHOpUpoBaTh. OOBIYHO arpeccus MpeKpailaeTcs Ha HAYaJIbHOU CTa/TNH;

7. BaH arpeccopa. B mporpammax o6MeHa MITHOBEHHBIMH COOOIIEHUSIMU, B COITUATBHBIX
CETSX €CTh BO3MOXKHOCTh OJIOKUPOBKHU OTIIPABKH COODIIIEHUH C OIPe/IeIEHHBIX aJIPECOB;

8. Ecim Tl cBuzerenb KubepOyyuimHra. TBoOW JAeHCTBHA: BBICTYNIUTH IIPOTUB
npecjiefoBaTess, IIOKa3aThb €My, UYTO €ero JIeHCTBUsA OIleHUBAIOTCA HETraTUBHO,
MO/IEPIKATH JKEPTBY, KOTOPOH HY’KHA IICUXOJIOTUYECKAS IIOMOIIb, COOOITUTH B3POCIBIM
0 aKTe arpecCuBHOIO IMOBEJIEHUA B CETH.

MoowibHbIN TeJ1edOoH

CoBpemeHHble cMapT¢OHBI U IUIAHIINETHI COZEep:KaT B cebe BIIOJIHE B3POCJIBIN
dyHKIIMOHA, W Temepb OHH MOTYT KOHKYPHUPOBaTh CO CTal[MOHAPHBIMU
koMmboTeEpamMu. OHAKO, CPEJICTB 3AIUTHI /I MOI00HBIX YCTPOUCTB ITOKA OYEHH MAJIO.
TecTrpoBaHWE U MOUCK YA3BUMOCTEN B HUX ITPOUCXOAUT HE TaK WHTEHCUBHO, KaK JIJIA
ITK, To ke caMmoe KacaeTcss 1 MOOMJIbHBIX TPUJIOKEHUH.



COBpeMeHHI)Ie MOOUJILHBIE 6paysepb1 YXKe IIpaKTU4eCKH [JOTrHaJii HaACTOJIbHBIE
AHaAJIOTH, OJHAKO paCIIupEHUue (I)YHKIII/IOHaJIa BJIEUET 3a cOOOH 6OJII>II.Iy}O CJIO?KHOCTDb U
MEHDbIIYIO 3alllUIINECHHOCTD.

,Z[EUIGKO HE BCE IIPOU3BOJUTEIN BBIITYCKAIOT O6HOBJ'I€HI/IH, 3aKpbIBAalOIIIUE€ KPUTHYECKHUE
YA3BHUMOCTH JJIA CBOUX YCTpOfICTB.

OCHOBHBIE COBETHI JJLA 6e30ImacHOCTH MOOHJILHOTO TeJ'Ie(l)OHaZ

Hwuuero He sBJIsIeTCs MO-HACTOAIIEMY OeciuiaTHBIM. Bysib ocTOpOsKeH, Beb Korja Tebe
MpeAjiaraloT OecIIaTHBIN KOHTEHT, B HEM MOTYT OBITh CKPBITHI KaKHe-TO ILJIaTHHIE
yCIIyry;

Hdymaii, mpexzae yeM otnpaBuTbh SMS, ¢oro wiu Buzaeo. Tel TOUHO 3HAEINIb, I7le OHU
Oy/yT B KOHEUHOM UTOTe?

Heo6xoamMo 0OHOBJIATH OMEPAIIMOHHYIO CUCTEMY TBOETO CMapTHOHA;
Vcnosp3yit aHTUBUPYCHBIE TPOTPAMMBI 7151 MOOMJIBHBIX TeJIE(DOHOB;

He 3arpyxaifi IpuaoKeHUs1 OT HEU3BECTHOTO MCTOYHUKA, BEJIb OHH MOTYT COZIEPKATh
BpPEZIOHOCHOE IIPOTrPaMMHOE 00€ecIIeueHHE;

[Tocie Toro Kak Thl BBIUJENIb C CAalTa, IJi€ BBOAWI JIMYHYI0 WH(pOpPMAaIU, 3akIN B
HAaCTPOUKHM Opaysepa u yjiaiu cookies;

[Tepuosnyecku npoBepsii, Kakue IJIaTHbIE yCJIYTU aKTUBUPOBAHbI HA TBOEM HOMEPE;

JlaBaii cBOM1 HOMepP MOOHMIBHOTO TesiehOHA TOJIHKO JIIO/ISIM, KOTOPBIX THI 3HAEIIh U KOMY
Jl0Bepsellb;

Bluetooth mosxeH OBITH BBIKJIIOUEH, KOT/la ThI MM He MoJib3yelibess. He 3a0biBait
WHOT/Ia TPOBEPSATH ITO.

Online urps1

CoBpeMeHHble OHJIAUH-UTPBl - 39TO KpAacOYHble, 3axBaThIBAIOLINE pa3BJIeueHus,
00beIMHSAIONINE COTHH THICSIY YEJIOBEK 10 BceMy MUPY. ITPOKU MCCIeYIOT JaHHBINA UM
MHp, OOWIAIOTCA APYT C JIPYTOM, BBITIOJIHAIOT 3aJ]JaHUs, CPA’KAIOTCA C MOHCTPaAaMH U
MOJIyJalOT OMNBIT. 3a YJOBOJILCTBUE OHU IUIATAT: IMOKYHAKOT AUCK, OIIAUYUBAIOT
ab0HEMEHT WU IPUOOPEeTAIOT KaKUe-TO OMIIUH.

Bce oTtu cpezcrtBa uAyT Ha NOAJEp)KaHME M pa3BUTHE WUTPhI, a TAKKe HA caMmy
6e30MacHOCTh: COBEPIIEHCTBYIOTCA CUCTEMbBI aBTOPHU3AI[UY, BBIIIYCKAIOTCA HOBBIE ITATUN
(rmudpoBble 3a1IaTKU AJ1 IPOTPaMM ), 3aKPBIBAIOTCS YA3BUMOCTH CEPBEPOB.

B HOZIO6HI)IX Urpax CTOHT OIlaCaTbCA HE CTOJIBKO CBOUX COII€EpHHKOB, CKOJIBKO Kpa*Ku
TBOE€TIO I1ap0JId, Ha KOTOPOM OCHOBaHA CHCT€Mad aBTOpHU3allU OOJIBIIIMHCTBA urp.

OCHOBHBIE COBETHI IO OE30IIaCHOCTH TBOETO HUI'POBOr'o aKKayHTa:

1. Ectu ipyroii urpok BezieT ce0s IJI0X0 WIH co3/aeT Tebe HENMPUATHOCTH, 3a0JI0OKUPYH
€ro B CIIMCKE UTPOKOB;

2. HO)KMYﬁCH AAMHUHHUCTPpATOpaM HWI'Pbl Ha IIJIOXO0€ IIOBE€JEHHE OTOI'0 HUI'PDOKAa,
JKeJiaTeJIbHO ITPUJIOZKUTDh KaKKhe-TO JOKa3aTEJIbCTBAa B BUJI€ CKPHUHOB;



3. He ykasbiBaii imyHyo nHGOPMAIUIO B Ipodaiiie Urpsl;
4. YBakail Ipyrux y9aCTHUKOB I10 UTPE;

5. He ycranaBimBayi Heo(pUIabHbIe TATYH U MOJIBI;

6. Mcnosib3yli c103KHBIE U Pa3HbIE ITAPOJIH;

7. Jlaxke BO BpeMs WUTphI HEe CTOUT OTK/IIOYATh aHTUBUpYC. [Ioka ThI Urpaelb, TBOU
KOMIIBIOTEP MOTI'YT 3apa3UuTh.

PUINKUHT WIH KpaixKa TUIYHDBIX JTaHHbIX

OOBIYHOU Kpasked JeHer W JOKYMEHTOB CETrOAHsI YK€ HHUKOTO HE YAWBHUIIb, HO C
Pa3BUTHEM WHTEPHET-TEXHOJIOTUH 3JIOYMBINIIEHHUKHA II€PEMECTHJINCh B UHTEPHET, U
MIPOJIOJKAIOT 3aHUMAThCS "JTIOOMMBIM"' JIEJIOM.

Tak mosiBHIach HOBasi yrpo3a: MHTEPHET-MOIIEHHUYECTBA WU (PUIUHT, TJIaBHAA I€JTb
KOTOPOTO COCTOUT B IIOJIyYeHHU KOH(MUAEHIIMATbHBIX JAaHHBIX IOJb30BaTEIEN -
JIOTUHOB | naposiei. Ha anruiickom si3eike phishing untaercs kak ¢pumwuar (ot fishing
- ppIOHAs JI0BJIsA, password - mapoJIb).

OcHOBHBIE COBETHI 110 OOPHOE ¢ PUIITHHTOM :

1. Ciremn 3a CBOMM aKKayHTOM. Ecji THI IIO03peBaelllb, YTO TBOs aHKeTa ObLia
B3JIOMaHa, TO HEOOXOAUMO 3a0JI0KMPOBATh €€ U COOOIUTh afIMUHUCTPATOPaM pecypca
00 3TOM KaK MO’KHO CKODEe;

2. Hcrmosp3yhh Oe3omacHble BeO-CalThl, B TOM YHCJIE, HHTEPHET-Mara3uHOB U
IIOMCKOBBIX CHCTEM;

3. Mcnosnp3yii ciokHblEe U pa3Hble napoyu. TakuMm ob6pasoM, ecyiu Tebsl B3JIOMAIOT, TO
3JIOYMBINIJIEHHUKY TIOJIyYaT JIOCTYII TOJIBKO K OTHOMY TBOEMY IPO(UIIIO B CETH, a HE KO
BCEM;

4. Ecnu Tebs1 B310Masu, TO HEOOXOAUMO TIPEIyIPEAUTD BCEX CBOUX 3HAKOMBIX, KOTOPBIE
nobaByieHbl y TeOS B JIPY3bsX, O TOM, UTO TeOS B3JIOMaJIM U, BO3MOXKHO, OT TBOETO
“MeHHU Oy/leT pacchblIaThCs CIIaM U CChUIKU Ha (DUIITMHTOBbBIE CAUTHI;

5. YcraHoBH HajiexkHbIN 11aposib (PIN) Ha MOOMIBHBIHN TeledOoH;
6. OTKJIIOUU cOXpaHEeHUe MMapoJis B Opays3epe;

7. He oTkpbIBall (ailsbl U pyrue BIOXKEHHUs B MHCbMaX, AaXKe €CJIM OHU MPUIILIN OT
TBOUX JIpy3el. JIydile yTOUHU Y HUX, OTIIPABJISJIN JIU OHU Tebe 3TH (haiibl.

HudposBasa permyranusa

[MudpoBas pemnyTaius - 5T0 HETATUBHAs WIN IO3UTHUBHAA UHQOpMaIus B ceTU o Tele.
Komnpomerupymomasa nadopmanus, pa3MellleHHass B UHTEPHETE, MOXET Cepbe3HbIM
00pa3oM oTpa3uThcs Ha TBOeU peasbHOU xku3HU. "lludpoBas pemyranusa” - 3TO TBOU
UMUK, KOTOPBIU (popMupyeTcs u3 nHGOpManuu o Tede B HHTEPHETE.

TBoe MeCTO JKUTEJbCTBa, y4yeObl, TBOe (UHAHCOBOE IIOJIOKEHUE, OCOOEHHOCTH
XapakTepa U PaccKasbl 0 OJIM3KUX - BCE 9TO HAKATLJIUBAETCS B CETH.



MHorue MOAPOCTKH JIETKOMBICJIEHHO OTHOCATCS K IIyOJTUKAIIUY JIMYHON HHGPOPMaINHU B
VHTepHeTe, HE TOHUMAsT BO3MOKHBIX ITOCJIE/ICTBUH. ThI Jla’ke He CMOKEIIb JI0TalaThCsl
0 ToM, uTo pororpadusi, pa3MelleHHas 5 JIeT Ha3ajl, CTajia IPUUYNHON 0TKa3a MPUHSITH
TebOs1 Ha paboTy.

KomMmeHTapuu, pasmelneHue TBouxX ¢oTorpaduili W Apyrue JIEHUCTBUS MOTYT He
HMCUYE3HYTh Jla’Ke II0CJIe TOTO, KaK Thl MX yJIUIIb. Thl He 3HAENIb, KTO COXPAHUJI 3TY
nHpoOpManuoo, Ioajga JU OHA B MOWUCKOBBIE CHCTEMBI W COXpPaHWIACh JIA OHA, a
IJIaBHOE: YTO MOAYMAIOT O Tebe OKpYKaroIue JIFOAU, KOTOPble HAWUIyT U YBUJSAT 3TO.
Haittu mHGOpPMAIIUIO MHOTO JIET CIIYCTSI CMOKET JII000H - KaK U3 JOOPBIX OOYKAEHUH,
TaK ¥ C HAMepeHHUeM IPUUYNHUTH BpPe. ITO MOKET ObITh KTO YTOTHO.

OcHOBHBIE COBETHI 110 3aIHUTE ITUOPOBON PEIyTAIIH:

1. [Tomymaii, mpekze 4eM 4TO-TO IIyOJIMKOBAaTh U IepefaBaTh y cedsa B Osiore wiiud B
COILIAJILHOM CETH;

2. B HacTpolikax npoduig yCTAaHOBU OTPAaHUYEHUA HA IPOCMOTP TBOEro IPO(UIA U ero
COJIEP>KMMOTO, c/ieJIail ero TOJbKO "I Apy3en’”;

3. He pasmemaii 1 He ykasbiBail HHGOPMAIHIO, KOTOPAsA MOKET KOT0-JTH00 OCKOPOJISThH
WJIA OOMKAaTh.

ABTOpCKOE 1IPAaBO

CoBpemMeHHbBIE IIKOJBHUKU - AKTHUBHBIE I10JIb30BATENU LHU(PPOBOTO MPOCTPAHCTBA.
OnHako Jajieko He Bce 3HAIT, YTO II0JIb30BAHHE MHOTUMH BO3MOXKHOCTSIMU
rdpoBoro Mupa TpedyeT coOI0IeH s TPaB HA HHTEJUIEKTYTbHYIO0 COOCTBEHHOCTbD.

TepMuH "UHTeJUIEKTyayJlbHAst COOCTBEHHOCTH' OTHOCUTCA K PA3JIUYHBIM TBOPEHUSIM
YeJIOBEYECKOTO yMa, HAYMHASA C HOBBIX H300pETEHWH U 3HAKOB, 0003HAYAOIINX
COOCTBEHHOCTh Ha TPOAYKTHl W YCJIYyTH, W 3aKaHYWBAsA KHUTaMH, (ororpadpusmu,
KUHODUIbMaMU U My3bIKaJIbHBIMU IIPOU3BEICHUSMU.

ABTOpCKHE TIpaBa - 3TO IIpaBa Ha MHTEJUIEKTYAJIbHYI0 COOCTBEHHOCTh Ha ITPOU3BEEHUS
HayKU, JIUTEPATYypPhl U MCKycCcTBa. ABTOPCKHME MpaBa BHICTYNAIOT B KauecTBe TrapaHTUU
TOTO, YTO UHTEJIIEKTYaIbHBIN/ TBOPUECKUH TPy aBTOPa He Oy/IeT HAIIPACHBIM, JACT eMY
CIpaBe/JIMBblE BO3MOKHOCTH 3apaboTaTh Ha pe3ysbTaTax CBOEro TPyAa, IMOJIYUUTh
HU3BECTHOCTH U Npu3HaHue. HukTo 0e3 paspelieHus aBTopa He MOKeT BOCIIPOU3BOJIUTH
ero TMPpOU3BeJeHNE, PAaCIPOCTPAHATh, IMYOJUYHO JEeMOHCTPUPOBATh, IIPOJABATh,
HMIIOPTUPOBATh, IyCKaTh B MPOKAT, MyOJIUYHO HCIIOJHATH, ITOKA3BIBAThH/ UCIIOJIHSITh B
adupe wim pa3MmeiaTts B IHTepHeTe.

Hcnosnp3oBaHue "MHUPATCKOro" IPOTpaMMHOTO obecrieueHUs1 MOKET WPHUBECTH K
MHOTHM PHICKAM: OT IOTE€PU JAHHBIX K TBOUM aKKayHTaM [0 OJIOKUPOBKU TBOETO
YCTPOMCTBA, I'7le yCTaHOBJIEHA HejlerajbHasA mporpaMmMa. He crout Takske 3a0bIBaTh, UYTO
CYIIIECTBYIOT JieTaJIbHbIe U OecIIaTHbIe TPOTPaMMbl, KOTOPble MOXKHO HAaWTU B CETH.

O moprase

CeTeBUUOK.pd - TBOU IJIaBHBIM COBETYMK B CETU. 37leCh THl MOXKEIIb Y3HATh O
0e30MacHOCTH B CETH IOHATHBIM M JIOCTYIIHBIM SI3BIKOM, a TPH BO3HUKHOBEHUH
KPUTUYECKON CHUTyallud OOpaTUThCSA 34 COBETOM. A TakXKe NPHUHATH ydyacTHe B
KOHKYpCax U CTaTh CaMbIM ITU(POBBIM IPpAKJAHUHOM !



