UHopmaumoHHas naMAaTKa Ana odyvarowmxca ana pasmMeLweHms
Ha ohmuManbHbIX UHTEPHET-pecypcax

C kaxgblM rogom monogexu B WHTepHeTe ctaHoButcsa 6ornblue, a
LUKONbHUKM — OOHM M3 CaMblX aKTUBHbIX Monb3oBaTenen PyHeTa. Mexay
TeM, MOMMMO OFPOMHOr0O KOSfiMyecTBa BO3MOXHOCTEW, IHTepHET HeceT U
npobnembl. 3Ta NamsaATKa LOSMKHA nomoyb Tebe Be3onacHO HaxoauTbCH B
CeTtwm.

KomnbloTepHble BUPYChI

KoMnbloTeEpPHBIN  BUPYC — 3TO Pas3sHOBUAOHOCTb  KOMMbHOTEPHbIX
nporpamm, OTNNYNTENBHON  OCOBEHHOCTbLIO KOTOpOM  SABMseTCH
CMOCOBHOCTb K pasMHOXeHuto. B gononHeHwe K 3TOMY, BUPYCbl MOryT
noBpeamTb WNU  MNOSIHOCTBIO  YHUYTOXWUTL BCe (pansnibl U JaHHble,
NOOKOHTPOSbHbIE MOMb30BaTENt0, OT UMEHW KOTOpPOro Obinia 3anylieHa
3apaxeHHas nporpamMma, a Takke nNoBpeAuTb UNn Jaxe YHUYTOXUTb
onepauuoHHyD CUCTEMY CO BceMu (pavnamm B uenom. B GonblinHcTBE
Cny4yaeB pacnpocTpaHsaTCs BUPYCbl Yepeld NHTepHET.

MeToab! 3aWmTbl OT BPEAOHOCHbLIX MPOrpamMm:

1. cnonb3yn CcoBpeEMEHHbIE OMNepaunoHHble CUCTEMbI, UMEIOLLNE
CEPbLE3HLIN YPOBEHb 3aLLUUTLI OT BPE4OHOCHbIX NpOorpamMm;

2.locTosiHHO ycTaHaBnuBan naTyn (UMpoBLIE 3anfaTkn, KoTopble
aBTOMaTUYECKN YCTaHaBMMBAKOTCA C LENbio AopaboTku nporpammbl) U
apyrme obHoBNeHust cBOen onepaunoHHOM cuctembl. CkaumBam UX TOSNbKO
Cc odmumanbHoro camta paspabotumka OC. Ecnm cywecTBYyeT pexum
aBTOMaTU4EeCKOro 0BHOBMEHNS, BKIOYN €r0;

3. PaboTtan Ha cBOeEM KOMMNbIOTEPE NoA NpaBamMu NOMbL30OBATENs, a He
adMUHUCTpaTopa. O3OTO He No3BONUT  BOMbLUMHCTBY  BPELOHOCHbIX
nporpamMm UHCTanIMpoBaTbCH Ha TBOEM NepPCOHanbLHOM KOMIMbIOTEpPE;

4. cnonb3yn aHTUBMPYCHble MpOrpaMMHble NPOAYKTbl U3BECTHbIX
npounssoguTenen, c asToMmaTtuyeckum obHoBneHnem 6as;

5. OrpaHuyb OU3MYECKUn OOCTYN K KOMMNbIOTEPY AN NMOCTOPOHHUX
nnu;

6. icnonb3yn BHELUHWE HOCUTENU MHJOPMaLMK, Takne Kak prieLuka,
ONCK nnu pann ns MIHTepHeTa, TONMbKO U3 NPOBEPEHHbIX UCTOYHUKOB,

7. He oTKpbIBan KOMMbOTEPHbIE (hannbl, MNOMyYEHHbIE U3 HEHAOEXHbIX
NCTOYHMKOB. [laxke Te dpannbl, KOTopble Npucran TBOW 3HaKOMbIn. Jlydlie
YTOYHW Yy HEro, OTNpPaBnAn fm oH Tebe unx.

Cetn WI-FI

Wi-Fi — aTo He BMA nepefadn gaHHbIX, HE TEXHOSOMMA, a BCEro Nullb
6peHa, wmapka. Ewe B 1991 rogy HuagepnaHackasi KOMMaHWS
3aperucTtpupoBana 6peng « WECA», uto o6o3Havano
cnosocoyveTaHne «Wireless  Fidelity», koTopbiM nepeBoauTCs  Kak
«becnpoBogHas TOYHOCTbY.

[o Hawero BpemeHu pfowrna pgpyras abbpesuatypa, KoTopas
SABMSETCA TakKoW Xe TexHonormen. IT1o abbpesuatypa «Wi-Fi». Takoe



Ha3BaHMe ©OblNo [aHO C HaMeKOM Ha CTaH4apT BbICLUMA  3BYKOBOW
TexHukn Hi-Fi, 4To B nepeBoae 03Ha4YaeT «BblCOKas TOYHOCTbY.

[a, B6ecnnaTHbIM WHTEPHET-4OCTYN B Kadye, OTEeNsX M asponoprax
SIBNSIETCS OTNIMYHOWN BO3MOXHOCTbIO Bbixoga B VIHTepHeT. Ho MHorume
aKcnepTbl cuyuTalT, 4YTOo obuweapoctynHble Wi-Fi-ceTu He  ABRSOTCS
©e3onacHbIMN.

CoBeTbl N0 6e3onacHoCcTM paboTbl B 06weaocTynHblx ceTax Wi-FI:

1.He nepenasau CBOIO NUYHYIO0 NHdOopMaLNo yepes
obwepnoctynHble Wi-Fi-cetn. Pabotas B HuX, kenaTenbHO HE BBOAUTb
naposim 4ocTyna, JIOrMHbl N KakMe-TOHOMEpPa,;

2. Vicnonb3yn n obHOBAS aHTUBMPYCHbIE NporpamMmMbl 1 BpaHamayep.
Tem cambiMm Tbl ob6esonacuwb ceba OT 3akadkm Bupyca Ha TBOe
YCTPOUCTBO;

3.Mpn ucnonesoBaHun Wi-Fi otknioun dyHkumio «O6wmnm goctyn K
dannam u npuHTepam». [HaHHaa QYHKUMSA 3akpbiTa MO  YyMOSYaHuIo,
O[HAKO HeKoTopble Monb3oBaTeENU akTUBMPYWT €€ ana ygoberea
ncnosib3oBaHna B pabote unun yyebe;

4.He wucnonb3yn nybnuyHbin Wi-Fi ona nepegayn nNUYHBbIX OaHHbIX,
HanpMMmep N4 BblXo4da B coUManbHble CETU UMK B ANIEKTPOHHYIO NMOYTY;

5. Acnonb3yn TONbLKO 3aluuieHHoe coeguHeHue depe3 HTTPS, a
He HTTP, T.e. npu Habope Beb-agpeca BBoAM MMeHHO «https://»;

6. B MobunbHOM TenedoHe oTko4Yn pyHkumo «logknoveHne K Wi-Fi
aBTOMaTunyecku». He pgonyckaM  aBTOMaTUYECKOro  MOAKMHOYEeHUSs
ycTponcTsa K cetam Wi-Fi 6e3 TBoero cornacusi.

CounanbHble ceTu

CoumarnbHble ceTM akTMBHO BXOLSAT B HalWy XW3Hb, MHOrve nwoau
paboTaloT M XMBYT TaM NOCTOsIHHO, a B Facebook yxe 3apernctpmpoBaH
MUNMapg 4YeroBeK, 4YTo SBMSIETCA OOHOWM CeabMOM BCEX KUTENEWn
nnaHeTtbl. MHoOrnMe nonb3oBaTeNM He MNOHMMAKT, 4YTO WHMOpMauus,
pasMelleHHas MMM B coumanbHbIX CeTAX, MOXeT OblTb HanaeHa W
ncnofib3oBaHa KeM yrogHo, B TOM 4ucne He obgasaTtenbHO ¢ Gnarumm
HaMepPEHUSMMN.

OcHoBHble coBeThI N0 6H&30MacHOCTU B coLMarbHbIX CETAX:

1.OrpaHnyb cnucok apysen. Y T1ebs B ApPYy3bsX HE [LOIMKHO ObiTb
CNyYanHbIX N HE3HAKOMbIX JTHOOEN;

2. 3awmiian CBOK YacTHYIO XU3Hb. He ykasbiBan naponu, TenedoHsl,
agpeca, [paTy TBOEro POXAEHUA W OPYryw JIMYHYKO WHAGOPMaLUo.
30YMbILLSIEHHMKN MOTYT UCMNOSb30BaTh Aaxe MHopMauuo O TOM, Kak Tbl
N TBOW pPOOUTENN NNaHNpyeTe NPOBECTU KaHUKYIIbI;

3. 3awman ceo penyTauumio - AepXn ee B YNCTOTE M 3agaBan cebe
Bonpoc: xoten 6bl Tbl, 4TOObl Opyrne nonb3oBaTeNnn BUAENW, 4YTO Tbl
3arpyxaewb? logyman, npexage 4em 4To-TO onybnukoBaTb, HanucaTb W
3arpysuTb;



4. Ecnu Tbl roBOpULLb C NIOAbMU, KOTOPbIX HE 3Haellb, HE UCMOSIb3YyN
CBOE peanbHOE UMS W AOPYryH JNUYHYK WHQOpMauun: uMs, MeCTO
XUTenbCTBa, MECTO y4ebbl 1 Npoyee;

5.36eran pasmelwieHuss gotorpacdhun B WVHTEpHeTe, raoe Thbl
n3obpaxeH Ha MEeCTHOCTM, MO KOTOPOW MOXHO onpegenntb TBOEe
MECTOMOSNOXEHNE;

6. pn pernctpaumm B coumarnbHOM ceTu HeobxoaMMo UCMNoSb30BaTb
CNOXHble Naponun, coctosLme n3 Byks 1 LMpP U ¢ KOMYECTBOM 3HAKOB He
MeHee 8;

7.0na couwanbHOW CcCeTW, NOoYTbl MU OPYyrMx CanToB Heobxoammo
ncrnonb3oBatb pasHble Maponu. Torga ecnu Tebs B3nomaroT, TO
3MOYMBbILUIEHHUKM NoSlydaT OOCTYN TOMbKO K OQHOMY MECTY, a He BO BCe
cpaasy.

ONEKTPOHHbIE AEHbIN

ONEKTPOHHbIE OEHbIM — 3TO O4YeHb YAOOHbIN cnocob nnartexen,
O[HaKO CYLLECTBYIOT MOLUEHHMKN, KOTOPLIE XOTAT NOTYYNUTb 3TN OEHBIN.

OINEKTPOHHbIE AEHbIMM MOABUIINCL COBCEM HEOABHO? N MMEHHO M3-3a
9TOr0 BO MHOMMX rocygapcrBax OO CUX MOP He MNPOMMCaHO MpO HUX B
3aKOHax.

B Poccum ke oHM OYHKLMOHUPYIOT? N O HUX YXKe MPOonmncaHo B 3aKOHe,
roe ux pasgendroT Ha HEeCKOSNbKO BUOOB - aHOHUMHbIE U HEAHOHUMHBbIE.
PasHnua B TOM, YTO aHOHUMMHbLIE — 3TO Te, B KOTOPbIX paspellaeTcs
npoBoauTb onepauun 6e3 uaeHTUdUKauMM nonb3oBaTens, a B
HEeaHOHMMHBbIX MAEHTUdUKaLMS Nonb3oBaTens aenseTcs oba3aTenibHON.

Takke cnegyeTr pasnuyaTb SNEKTPOHHblE (buaTHble OeHbru (pPaBHbI
rocyfapCTBEHHbLIM BasniTaM) U 3SIEKTPOHHble HeduaTHble AeHbrn (He
paBHbl FOCY4apCTBEHHbIM BartoTam).

OcHoBHble coBeTbl no 6GesonacHonm paboTe C  9NEKTPOHHbIMU
AeHbramu:

1. MpmBsXKN K cHeTy MOBUSTbHBLIN TernedoH. OTO cambil YAOOHbLIN U
ObICTpbIN cNOCO6 BOCCTAaHOBUTL OOCTYN K cveTy. NpuBAsaHHbIn TenedoH
NOMOXeT, ecnu 3abyaellb CBOW NNaTeXHbI Naposib UNKn 3angellb Ha canT
C HE3HaKOMOro yCTPOUCTBA;

2. Vicnonb3yn ogHopasoBble naponu. ocne nepexoda Ha YCUNEHHYHO
aBTopu3aumo Tebe yxe He OygeT yrpoxaTb OMACHOCTb KpaXu WIn
nepexsaTa nnaTeXHoro napons;

3.Bbibepn cnoxHbin naponb. [lpectynHukam 6ygetr He npocTo
yragatb CNOXHbIW naposib. HagexHble naponn — 3TO naposiv, KoTopble
cogepXaT He meHee 8 3HaKOB W BKIO4YalOT B cebs CTPOYHbIE U MPOMUCHbIE
OyKBbI, LNdPbLI 1 HECKONIBKO CMMBOJIOB, TakMe Kak 3HaK gonnapa, (pyHTa,
BOCKNULUaTesibHbIM 3HaK 1 T.n. Hanpumep, StRONQ!

4.He BBOOM CBOM JIMYHbIE [OaHHble Ha caunTax, KOTOpPbIM He
aoBepseLLlb.



ONeKTPOHHas no4yTa

ONIeKTpOHHas noyta — 3TO TEXHONOrMa N npefocTaBliieMble €elo
yCIyrm no nepecbiike U MOSyYEeHUO 3MEKTPOHHbIX COOBLLEHUI, KOTOopble
pacnpeensoTcs B KOMNboTEPHON ceTh. OBbIYHO SNEKTPOHHbIN MOYTOBLIN
AWWK BbIMMSAUT criegyrowmm obpasomM: UMA_MNonb3oBaTena@uma AoMeHa.
Takke Kpome nepefayM MPOCTOr0 TeKCTa, MMeeTCcs BO3MOXHOCTb
nepegasaTb havnol.

OcHoOBHble coBeTbl No Be3onacHon paboTe C ANEKTPOHHOW MOYTOMN:

1. Hapo BbibpaTb nNpaBunbHbIA NOYTOBLIA cepBUC. B MHTepHeTe ecTb
OFPOMHbIN  BbIOOP 6GecnnaTHbIX MNOYTOBbIX CEPBUCOB, OLHAKO Iyylle
OOBEPATb TEM, KOO 3HaELLUb N KTO NEPBLIN B PENTUHTE;

2.He ykasblBa B NNUYHOW MOYTE NUYHYKO WMHGOopMauuo. Hanpumep,
nydwe BblbpaTb «My3blkanbHbIM_daHaT@» unn  «pok2013» BMECTo
«Temalldy»;

3. Vicnonb3yn AByxaTarnHyo aBTopmsaumio. 310 Korga noMmMMo naporsis
HY>XHO BBOAWUTb KOZ, NpucbliiaemMbin no SMS;

4. Bblbepun CNoXHbIN Naposib. [nsa Kaxaoro novYToBoOro simka LOSmKeH
ObITb CBOW HaAEXHbIN, YCTONYMBBIN K B3STOMY Naporsib;

5. Ecnn ecTb BO3MOXHOCTb HarnucaTb CaMOMYy CBOW JIMYHbIA BOMpPOC,
NCMonb3yn 3Ty BO3MOXHOCTb;

6. Mlcnonb3yn HECKONbKO MOYTOBbIX AWMKOB. [lepBbin OnsS YaCTHOW
nepenucku c agpecaramu, KOTOPbIM Tbl AoBepsiellb. JTO ONIEKTPOHHbLIN
aZipec He Hao MCMNorb30BaThb NPU perncTpaumm Ha goopymax n cantax;

7. He oTkpbiBan hannel n gpyrme BroXeHNa B NMCbMax, Jaxe ecrin ux
NPULNIOT  TBOWM ApYy3b4. Jlyylle YTOYHM Yy HUX, OTNPaBMsAnM N OHU Tebe
9Tn paunnsl;

8. Nocne okoHYaHus paboTbl HAa NOYTOBOM CepBUCE Nepes 3aKkpbITUem
BKNagku He 3abyab HaxaTb Ha «BbinTuy.

KnbepbynnuHr — npecnegoBaHMe coobueHnamm, cogepawmmm
ockopbrieHnsi, arpeccuio, 3anyrmBaHue; XyruvraHcTBoO; couunarnbHoe
BoMKOTMPOBaHME C MOMOLLBIO Pa3NYHbIX UHTEPHET-CEPBUCOB.

OcHoBHble coBeTbl N0 bopbbe ¢ KNbepbynIMHIoMm:

1.He 6pocanica B 6on. Jlyywmn cnocob: nocoBeToBaTbCs, Kak cebs
BECTM W, €CnM HeT TOoro, K KOMy MOXHO obpaTuTbCs, TO BHayane
ycnokouTtbcs. Ecnu  Tbl HavHewb oTBevaTb OCKOpOGneHusmMmn Ha
OCKOpOMneHust, TO TONbKO eLle Bornblue pasoxKellb KOHPIMKT;

2. Ynpasnan cBoen knbeppenytaumen;

3. AHOHUMHOCTb B CeTun MHuMas. CyliecTBYHOT cnocobbl BbISICHUTD,
KTO CTOUT 32 aHOHMMHbIM aKKayHTOM;

4. He cTOUT BECTU XYNUraHCKnin obpas BUPTYanbHOW XN3HU. NHTepHeT
doukcmpyeT BCe TBOM OENCTBUS U COXpaHAET ux. Yoanutb ux 6yaet kpanHe
3aTpyAHUTENBHO;

5. Cobntogan cBon BUPTYasnbHYH YeCTb CMOSoAY;



6. UrHopupyn eauHunyHbin Heratue. OgHOpasoBble OCKOpPOUTENbHbIE
coobuieHnsa nyywe urHopuposaTtb. OBbLIMHO arpeccus npekpawaeTcs Ha
HayanbHOW cTaguu;

7.banH  arpeccopa. B nporpammax obmeHa - MrHOBEHHbIMU
coobLleHnaMN, B coumanbHbIX CETSX €CTb BO3MOXHOCTb OGrOKMPOBKU
OTnpaBKM cOObLLEHMIN C ONpeaeSieHHbIX aapecos;

8.Ecnun Tbl cBuageTenb knbepbynnuHra, TBOU LENCTBUS: BbICTYNUTb
NPOTUB npecriegoBaTtens, nokasartb eMmy, YTO ero AENCTBUS OLLEHMBAKOTCA
HeraTMBHO, noadepXaTb XEpPTBY, KOTOPOM HyXHA MncuUxorormyeckas
NOMOLLb, COOBLLMTL B3POCHbIM O dhaKTe arpecCMBHOIO NoBeAEHUS B CETMW.

MoOunbHbIM TeNedoH

CoBpemMeHHble cMapTdOHbI M NnaHweTbl cogepxaTt B cebe BnonHe
B3pPOCIbIA  (PYHKUMOHAN, W Tenepb OHUM MOFYT KOHKypuMpoBaTb CO
cTauMOHapHbIMK KOMMbloTepaMmn. O4HAKO CpeacTB 3almThl ANs Nogo0OHbIX
YCTPOWCTB Noka O4YeHb Maso. TecTupoBaHME U MOUCK YSI3BUMOCTEN B HUX
NPOMUCXOOUT He TaK MHTEHCMBHO, kak ans lK, To ke camoe kacaetcs u
MOBUITBHBIX NPUNOXEHWUNA.

CoBpeMeHHble MOOUNbHLIE Opay3epbl y)Xe MNpakTU4ecku [orHanum
HacCToNMbHblE€ aHanoryu, OAHaKoO pacliMpeHue ¢yHKUMOHaNa BrieYeT 3a
cobon 60MbLUYI0 CITOXKHOCTb U MEHbLUYHO 3aLULLEHHOCTb.

[daneko He BCce npou3BoAUTENM  BbiNycKalT  OBHOBIEHUS,
3aKpblBalOLME KPUTUYECKMNE YA3BUMOCTU NS CBOUX YCTPONCTB.

OcHoBHble coBeTbl And 6e3onacHoCTM MObunbHoOro TenedoHa:

1.Hnyero He gaBnsetca no-Hactosiwemy 6GecnnaTtHbiM.  bygb
OCTOpPOXeH, Bedb Korga Tebe npeanaratoT 6ecnnaTHbIi KOHTEHT, B HEM
MOryT BbITb CKPbITbl KAKMe-TO MiaTHbIE YCNYru;

2. lyman, npexage 4em otnpaButb SMS, ¢oTo Unu Buaeo. Tbl TOYHO
3Haelb, rae oHn dyayT B KOHEYHOM UTOre?

3. HeobxogMmo  OOHOBMATL  OMEpPaLMOHHYD  CUCTEMY  TBOEro
cMmapTdooHa:

4./icnonb3y  aHTMBMPYCHble  Nporpammbl AN MOBGUMbHbIX
TenedoHOB;

5. He 3arpyxan npunoxeHust OT HEM3BECTHOIO UCTOYHUKA, BeOb OHU
MOryT COAepKaTb BPEe4OHOCHOE nporpamMmmMHoe obecneyeHme;

6.locrne TOro Kak Tbl BblMAEWb C CaWTa, rge BBOAWST JINYHYHO
MHopMauuio, 3anan B HaCTponKkn bpaysepa n yaganu cookies;

7. MNepuoanyeckn NpoBepsn, Kakne WTaTHbIe YCIyrn akTUBMPOBaHbI Ha
TBOEM HOMEPE,;

8. [laBau cBor HoMep MOBUNBHOro TenedoHa TOMbKO NIAAM, KOTOPbIX
Tbl 3HaELWb N KOMY OOBEpPSiELLb;

9. Bluetooth gomkeH 6bITb BbIKIHOYEH, KOrda Tbl UM HE MOSb3yeLlbCs.
He 3abbiBan nHorga NnpoBepATb 3TO.



Online-urpsl

CoBpeMeHHble OHMaWH-Urpbl — 39TO Kpaco4dHble, 3axBaTbiBaloLMe
pasBrieyeHnsi, o0beANHAWMNE COTHU ThICAY 4YerioBEK Mo BCEMY MUPY.
Wrpokn wuccredyloT pJaHHbIA UM Mup, obuwartca Opyr C  Opyrom,
BbIMOMHAIOT 3aJaHusl, CpaxarwTCs C MOHCTpaMu M nosiydaroT onbiT. 3a
yAOBOJSIbCTBME OHU MNaTAT: MOKyNawT AUCK, onfnadnBatoT aboHEMEHT unu
npuobpeTaroT Kakme-To onunu.

Bce atn cpeactea nayT Ha noggep)kaHve U pasBuTUE Urpbl, a Takke
Ha camy 6e30nNacHOCTb: COBEPLUEHCTBYIOTCA CUCTEMbI aBTOpM3aLuu,
BbiMyCKalOTCA HOBble naTtyn (umdpoBble 3annaTku ANd  nporpamm),
3aKpbIBAOTCHA YA3BMMOCTU CEPBEPOB.

B nogobHbIX urpax CToMT onacaTbCA HE CTOSIbKO CBOMX COMEPHUKOB,
CKONMbKO KpaXku TBOEro naposid, Ha KOTOpPOM OCHOBaHa cucTema
aBTOpM3aunn BOMNbLUIMHCTBA UTP.

OcHoBHble coBeTbl N0 6e30MacHOCTN TBOEro UrPOBOro akKayHTa:

1.Ecnn pgpyron wurpok BegeTr cebsa nnoxo wnu cosgaer Tebe
HenpPUATHOCTN, 3abITOKUPYN ero B CNNCKE UrPOKOB;

2. Moxanynca agMnHUcTpaTtopamM Urpbl Ha Nfoxoe noBedeHue 3Toro
uUrpoka, >xenaTeribHO TMPUMOXUTb Kakue-TO [oKasaTenbCTBa B Buae
CKPVHOB;

3. He ykasbiBayn NUYHyo MHopmMaumo B npodansie urpbl;

4.YBaxawn opyrnx y4acTHUKOB MO Urpe;

5. He yctaHaBnuBan HeouumarnbHble NaTyn n Mogbl;

6. Mlcnonb3yn CroXHble 1 pasHble naposiv;

7.0axe BO BpeMs Urpbl He CTOUT OTKMOYaTb aHTuBMpyc. lMoka Thbl
urpaellb, TBOW KOMMNbOTEP MOTYT 3apasunTb.

PULWIMHT UNK KpaXka NUYHbBIX JaHHbIX

O6bl4yHOM Kpaxken [OeHer u [OKYMEHTOB CerogHsl yXe HUKOro He
yOUBUWbL, HO C pPasBUTUEM WHTEPHET-TEXHOMOMMN 3M0YMbILLEHHNKN
nepeMectTunucb B VIHTEpHET M npoAaosmkalT 3aHMMaTbCs  «HBUMbIM»
OEernom.

Tak nosiBUNacb HoBas Yyrposa: WHTEPHET-MOLWEeHHMYecTBa unm
dUWKnHr,  rmaBHas  uUeflb  KOTOPOro  COCTOUT B MONyYeHuu
KOHoMAeHUMarnbHbIX AaHHbIX NOSfib3oBaTesien — norMHoB M naposien. Ha
aHrnmnckomMm a3blike phishing yntaetca kak douwmHr (ot fishing— pbibHas
noens, password— naporsib).

OcHoBHble coBeTbl No 6opbbe ¢ PULLIMHIOM:

1.Cnegu 3a cBouMM akkayHTOM. Ecnu Tbl nogospeBaellb, YTO TBOS
aHkeTa Obina B3nomaHa, To Heobxoaumo 3abnokupoBaTtb ee U coobLUTb
afMUHUCTpaTopam pecypca 06 aTOM Kak MOXHO CKOpee;

2.Wcnonb3yn GesonacHble Beb-calTbl, B TOM 4uUCNE, WHTEPHET-
MarasvHOB M MOUCKOBbIX CUCTEM;

3. Vicnonb3yn crnoxHbele 1 pasHble naponu. Takum obpasom, ecnun Tebs
B3/1OMatoT, TO 3MI0YMbILLSIEHHUKX NOfyYaT SOCTYN TOMbKO K OAHOMY TBOEMY
npocunto B CETU, a HE KO BCEM,;



4.Ecnu Tebs B3nomann, To Heobxoaumo npeaynpeanTb BCEX CBOMX
3HaKOMbIX, KoTopble gobaBneHbl y Teba B Opy3bdaXx, O TOM, 4TO Tebs
B3/lOMann n, BO3MOXHO, OT TBOero MmeHun GyaoeT paccbinaTbCsa cnam wu
CCbIJTKN Ha OULLMHIOBbIE CaNThl;

5. YcTaHoBu HagexHbin naposb (PIN) Ha MOBUNBbHBIN TeNeqOoH;

6. OTKIOUM coxpaHeHune napons B bpaysepe;

7.He oTkpbiBan dhannbl U Opyrne BrOXEHUd B NUCbMax, Jaxe ecnu
OHW NPULLNN OT TBOUX Apy3en. Jlydwe yTOYHU Yy HUX, OTNpaBnaniv fin OHU
Tebe aTn channsol.

Lindposaga penytaums

LincbpoBas penytauma — 9OTO HeraTtMBHass WM NO3UTUBHAas
nHpopmauusa B Cetn o Tebe. KomnpomeTupywowaa nHGoOpMaums
pa3melleHHas B NHTepHeTe MOXeT cepbe3HbiM 06pa3oM OTpasUTbCA Ha
TBOEW peanbHOM XM3HU. «LndpoBaa penytaumsa» - 3TO TBOM UMWUOX,
KOTopbI hopmupyeTcs ns nHgpopmauum o tebe B MIHTepHeTe.

TBOE MeCTO XUTeNbCTBa, Yy4yebbl, TBOE (MHAHCOBOE MOSIOXKEHME,
0COBEHHOCTN XapakTepa 1 pacckasbl 0 6/IM3KNX - BCE 3TO HaKansMBaeTcs B
Cetn.

MHorme nogpoCTKM NErKOMbICIIEHHO OTHOCATCS K Ny6nukaunum nIn4Hon
nHpopmaumm B UHTEpHETE, HE MOHMMAaa BO3MOXHbIX MocrneacTtBuun. Tol
Aaxe He CMOXellb goragaTtbCs 0 TOM, YTo doTtorpadms, pasmelleHHas 5
neT Hasag, cTana NpUYMHOM oTKasa NPUHATL Tebs Ha paboTy.

KommeHTapumn, pasmelleHme TBoux dpotorpadoum n apyrme OerncTBus
MOTyT HE UCHE3HYTb Jaxe rnocre Toro, Kak Tbl UX yaanuvib. Tel He 3Haellb,
KTO COXpaHus 3Ty MHopMaumto, nornasna fiv OHa B NOUCKOBbIE CUCTEMbI U
coXpaHunacb N1 OHa, a rnaBHOE: 4YTO noaymalT o Tebe okpyxatowime
noguv, Kotopble Havayt M yBUOAT 9T0. Hanmtm mvHdopmauyuo MHoro net
CAycTa CMOXeT fntobon — Kak n3 gobpbix NOOYXOEHM, TaK U C HAMEPEHUEM
NPUYNHUTL Bpen. ITO MOXET ObITb KTO YrogHo.

OcHOBHbIE COBETbI NO 3aLnUTE LMPPOBON penyTauuu:

1. MNogyman, npexage 4em 4To-To NybnmnkoBaTb U nepenasatb y cebsa B
Bnore nnu B coumarnbHOM CeTY;

2.B HacTpomkax npodunss yCTaHOBWU OrpaHUYeHUs Ha MpPOCMOTP
TBOEro Npodounsa u ero cogepXXUmMoro, caenam ero TonbKo «4n9 Opy3eny»;

3. He pasmewianm n He ykasbiBan MHpOpMaLMO, KOTOpas MOXET KOro-
nnbo ockopbnAaATb nnu obmxaTs.

ABTOpCKOE npaBo

CoBpeMEHHbIE LLKOSIbHUKN — aKTUBHbIE MOfib30BaTENU LUPPOBOro
npocTtpaHcTea. OgHako Aaneko He BCEe 3HAalT, YTO MNOfib30BaHNE MHOMMMU
BO3MOXHOCTSAMU UMppoBOro mupa TpedbyeT cobniogeHuss npaB  Ha
WMHTENNEeKTyanbHyt0 COBCTBEHHOCTb.

TepMUH  «UHTennekTyanbHasi  CODOCTBEHHOCTb»  OTHOCUTCA K
pasnMyHbIM  TBOPEHMSAM 4YerloBeYecKoro Yyma, HaydmHas C  HOBbIX
n3obpeteHnn n 3HakoB, 0bBo3Ha4varWmMXx COBCTBEHHOCTb Ha MPOAYKTbl U



ycrnyru, W 3akaHuumBas KHuramu, doTtorpapuamm, KAHOPUNbMaMU U
MY3blKarbHbIMW NPOU3BEeLEHNAMM.

ABTOpCKMe npasBa — 3TO NpaBa Ha MHTeNNeKTyanbHyto CO6CTBEHHOCTb
Ha nNpou3BedeHUs Hayku, nuTepaTtypbl U UCKyccTBa. ABTOpPCKME Npasa
BbICTynaroT B kayecTBe rapaHTum TOro, 4yTO
WHTEeNNeKTyanbHbI/TBOPYECKUA TPy aBTopa He byaeT HanpacHbIM, gacT
eMy cnpaseanuBble BO3MOXHOCTW 3apaboTaTb Ha pesynbratax CBOEro
Tpyaa, MNOMyyYuTb W3BECTHOCTb W MNpusHaHue. HukTo ©e3 paspelueHus
aBTOpa He MOXeT BOCMPOU3BOAUTbL €ro NpousBefeHue, pacnpoCcTpaHAThb,
nyonu4yHO AeMOHCTpupoBaTh, MNpofaBaTb, WMMMOPTMPOBATb, MNyckaTb B
npokat, nNyGrnnM4yHO WCMNOMHATb, MOKa3blBaTb/UCNOMHATL B adupe wunu
pasmellaTb B IHTepHeTeE.

Mcnonb3oBaHne «nNUpaTcKoro» nporpaMMHOro obecnevYeHus MoxeT
NPUBECTU K MHOMMM pUCKaM: OT MOTepU LaHHbIX K TBOMM akkayHTam [0
ONOKMPOBKM TBOEro YCTPOWCTBA, [Ae YCTAHOBSIEHHbIA He nerarnbHas
nporpamma. He cTtouT Takke 3abbiBaTb, YTO CyLLeCTBYET ferarbHble U
BecnnaTtHble NporpamMmmbl, KOTOPbIE MOXHO HANTU B CETMW.

O noprane

CeTeBUYOK.p(p - TBOWM rMaBHbIA COBETYMK B CeTU. 30eCb Tbl MOXELLb
y3Hatb 0 6es3onacHocTn B CeTn, a nNpu BO3HWUKHOBEHUN KPUTUYECKOW
CcUTyaumm obpaTUTbCA 3a COBETOM. A TakkKe NPUHATL y4acTue B KOHKypcax
N cTaTb camMbiM LM(PPOBLIM rpaxxgaHMHOM!



