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HOMOXEHUE
0 OpPraHU3allHi H NPOBEeAECHHUIO padOT Mo odecneyeHHI0 0€30MaACHOCTH
NePCOHAJbHBIX JaHHBIX NPH HX 00padoTKe B MH(OPMANHMOHHBIX CHCTEMAX
NEePCOHANBHBIX JAHHbIX
I'AIIOY «HaOepexHOYeTHUHCKHH NMeJarori4eckKui KoJiIeax»

Hacrosiiee Ilonmoxxenue paspaboraHo B cooTBeTcTBUM ¢ DenepaiibHbIM
JakoHoM o1 27 wurons 2006 roma Ne 152-D3 «O mnepcoHaIbHBIX JTaHHBIXY,
noctaHoBleHueM lIpaBurenscTBa Poccuiickoit ®enepanuu ot 1 HosOpst 2012 r. Ne
1119 «O0 yTBepxaeHHH TpeOOBaHUN K 3alllMTE MEPCOHAIBHBIX JAHHBIX IIPH HX
00paboTKe B  HWH(MOPMALMOHHBIX  CHUCTEMAax  IE€PCOHAIBHBIX  JAHHBIXY,
HopMaTUBHBIMU NOKyMeHTaMu PCTIOK u ®Cbh Poccuu ¢ uenpro odecrieueHus

3aIMTHI [IPaB U CBOOOJ rpaxkJaH Mpu 00pabOTKe UX NHEPCOHAIBHBIX JAHHBIX B
UH(POPMALIMOHHBIX CUCTEMAX MEPCOHAIBHBIX JaHHBIX.

Jis nenen Hacrosero Iosnoxenuss npuMeHsIOTCS CAEAYIOIHE TEPMUHBI U
OIpeIeJICHUS:

Ilepconanbubie paHHble — Jt00as UHGOpPMALIMSA, OTHOCAINASCS K IIPSIMO
WM KOCBEHHO OIIPENEJIEHHOMY WU OlpeAesieMoMy (U3UYECKOMY JIULLY
(CyOBEKTY nepCOHaIbHBIX JaHHBIX ).

Oneparop Ilepconanbubix aanubix — 'AIIOY «HaGepexxHouyenHUHCKUI
neJaroruyeckuy Kotemk» (naiee - Kosemk) — oOpa3zoBarenpHasi opraHu3alus,
FOPUJIMYECKOE MITH (PU3HUECKOE JINL0, CAMOCTOSITEILHO MJIM COBMECTHO C APYTHUMU
JIMIIaMU OpraHu3ylolue W (UJIM) OCYLUECTBIsAIOIIME 00paboTKy NepCOHAIBHBIX
NTAHHBIX, @ TaK)XXe OIpeaelsole [ead 00pabOTKM MEePCOHANBHBIX IaHHBIX,
COCTaB MEPCOHANBHBIX JAaHHBIX, MOIJIEXKAIMUX 00paboTKe, AeHCTBUS (Omepalun),
COBEpIIaeMbI€ C IEPCOHAIBHBIMHU JaHHBIMU.

Undopmanuonnasi cucreMa mnepcoOHAJbHBIX AAHHBIX — COBOKYITHOCTb
COAEpXKAILIUXCsl B 0a3zax JaHHBIX MEPCOHANIBHBIX JAHHBIX U 00ECIIEYUBAIOIIUX UX
00pabOTKy MH(OPMALIMOHHBIX TEXHOJOTUH U TEXHUYECKUX CPEJICTB.

Texnuyeckune cpeacrsa HMHGPOPMANMOHHON CHCTEMbI NEPCOHAJbHBIX
JAaHHBIX  —  CPEACTBAa  BBIYUCIUTEINBHOM  TEXHUKH, HHOOPMALIHOHHO-
BBIYUCJIMUTEIIbHBIC KOMIUIEKChI U CETH, CPEICTBA U CUCTEMBI Mepeaayvu, npruemMa u
00pabOTKM MEpCOHANBHBIX JaHHBIX (CpeACTBA M CHUCTEMBI 3BYKO3AIUCH,
3BYKOBOCITPOU3BE/ICHHUS, TIEPETOBOPHBIE U TEJIEBU3UOHHBIE YCTPOMCTBA, CpeJICTBA



W3rOTOBJICHUS, TUPAXUPOBAHUSA JOKYMEHTOB U JpYrue TEXHUYECKHE CpelCTBa
00pabOoTKU peyeBOH, rpauuecKoi, BUaeo- u OyKBEeHHO-LU(PPOBOI HHDOPMAIMN),
[IPOrpaMMHbBIE CPEJICTBA (ONEPALIUOHHBIE CUCTEMbI, CUCTEMBI YIIpaBIIEHUs Oa3zaMu
JaHHBIX M T.0I.), CpeACTBa 3alUUThl MHGOPMALMM, MPUMEHSEMblEe B
UH(OPMAILIMOHHBIX CHCTEMAX. ,,

[loab3oBareab HHPOPMALMOHHOH CHCTEMBI MEPCOHAJIBHBIX JAHHBIX —
JIMIIO, Yy4YacTByIOllee B (PYHKUUOHUPOBAHUU HH(POPMAIMOHHON CHUCTEMBI
[IEPCOHAIBHBIX JTAHHBIX HUJIM UCIIOJIL3YIOLIEE Pe3yJIbTaThl €€ (YHKIIMOHUPOBAHHUS.

IlpaBuia pasrpannyeHusi aocryna K HHG(POPMALNMOHHBIM CHCTEMAaM
MEPCOHAIbHBIX JAHHBIX — COBOKYIIHOCTH IIPaBuUJl, PEerIaMEHTHPYIOIIMX ITpaBa
JIOCTYTIa CYOBEKTOB JOCTYIA K O0bEKTaM JIOCTYIIA.

O06paboTka mepcoHaNbHBIX JAHHBIX — JII00OE AeicTBUE (onepaius) Uiu
COBOKYMHOCTb JNE€HUCTBUH (OIepaluii), COBEpIIAEMbIX C UCIIOIb30BAaHHEM CPEICTB
aBTOMATU3allid MJIM 0€3 MCIOJb30BaHUSI TaKUX CPEJICTB C MEPCOHAIbHBIMU
JIAHHBIMH, BKJtO4Yass CcOOp, 3amuch, CUCTEMATU3AIMIO, HAKOIJIEHWE, XpaHEHUE,
yTOYHEHHE (OOHOBIIEHHE, WU3MEHEHHUE), U3BJECUCHHE, HCIOIb30BaHUE, Iepenayy
(pactipocTpaHeHue, NPEeAOCTaBIE€HUE, NOCTYI), 00e3IHYMBaHue, OJIOKUPOBAHHUE,
yaaleHue, YHUUTOXKEHUE NTePCOHAIbHBIX JaHHBIX.

PacnpocrpaHenune nepcoHabHBIX JaHHBIX — JICHCTBHUS, HalpaBJICHHbIE HA
pacKpbITHE NEPCOHAIBHBIX TaHHBIX HEOMPEICTICHHOMY KPYTY JIHLL.

IlpenocraB/ieHne nepcoHaNbHbIX JAHHBIX — JIEHCTBUS, HAlIpaBJIEHHbIE HA
PacKphITHE TNIEPCOHATIBHBIX JAHHBIX OIPENEIEHHOMY JIMILY WJIM OIpEeIe/IEeHHOMY
KpYT'y JIKII.

biokupoBaHue mNepCOHANBHBIX AAHHBIX — BPEMEHHOE IpeKpalleHue
00paOOTKH MNEPCOHANBHBIX JaHHbIX (32 UCKJIIOYEHHEM CIIyyaeB, eclid 00paboTKa
HeoOXoMMa JJIsl YTOUHEHHUS NTePCOHAIbHBIX JTaHHbIX ).

YHUYTOXKEHHE TMEePCOHANBbHBIX JAaHHBIX — JEWCTBHA, B pe3yJbTare
KOTOPBIX CTAHOBUTCSI HEBO3MOXXHBIM BOCCTAHOBUTH COJACPIKAHUE ITEPCOHAIBHBIX
NIAHHBIX B HWH(MOPMAIMOHHON CHUCTeME€ INepCOHANBHLIX JaHHBIX W (WJIH) B
pe3ynbpTaTe KOTOPBIX YHMYTOXAIOTCS MaTepHalIbHbIE HOCHTEIU IEPCOHAIBHBIX
JAHHBIX.

Ob0esinunBaHNe MNepCcOHANbHBLIX JaHHBIX — JCHCTBHUS, B pe3ybTaTe
KOTOPBIX CTAQHOBUTCS HEBO3MOXHBIM 0€3 HCIIOJB30BAHUS [IOMNOJHUTEIbHOM
HH(OPMAIIUK ONPEAENUTh NPUHANJIEKHOCTh MEPCOHATBHBIX JAHHBIX KOHKPETHOMY
CYyOBEKTY MEePCOHATBbHBIX JaHHBIX.

KoHuaeHUHANBHOCTE NEPCOHANBHBIX AaHHBIX — Oneparopsl U HMHbIE
JINLA, MOJyYMBUIME JNOCTYN K MEPCOHAJIBHBIM JAaHHBIM, 00s3aHbl HE PACKPLIBATH
TPEThbUM JIMLIaM M HE€ paclpoCTpaHsATh MEePCOHAJIbHBIE [JaHHBIE 0€3 Corjacus
CyOBeKTa NEePCOHANBHBIX JaHHBIX, €CJIM WHOE HE MPEeAyCMOTPEHO (heaepalbHbIM
3aKOHOM.

I'pancrpannyHasl mepeJada mnepcoOHAJbHBIX JAHHBIX — [epejaua
IEPCOHAJIBHBIX JAHHbIX Ha TEPPUTOPUI0 HMHOCTPAHHOI'O TOCYJIAapCTBAa OpraHy

BJIaCTH HHOCTPAHHOI'0 TOCYJApCTBa, HMHOCTPAHHOMY (U3UUYECKOMY JIHIY WU
MHOCTPAHHOMY IOPUAUYECKOMY JIUILY.




HecanKunoHHpOBAaHHBIH 10CTYN (HECAHKIHOHHPOBAHHbIE IeHCTBHUSA) K
HHPOPMALHOHHBIM  CHCTEMAaM MEPCOHAJBbHBIX [JAHHBIX — JIOCTYNl K
MH(pOpMaluu WiauM  JeWcTBus ¢ uHOpMauued, Hapylmalonme —paBHIia
pasrpaHUYeHHs] N10CTyIa, B TOM YMCJIE€ C MCIIOJb30BaHWEM INTATHBIX CPE/CTB,
MPEOCTABIIIEMbIX HH(POPMALIMOHHBIMH CUCTEMaMH TIEPCOHAIBHBIX JAHHBIX.

JamuTa HMHpOpManMM — KOMIUIEKC OPraHU3alMOHHO-TEXHUYECKHX
MEpONPUATUM, HaNpaBICHHBIX Ha MpPeAOTBpaIlleHHe TOTEPH, HCKAXKEHUS WU
HECAaHKIIMOHUPOBAHHOTO AOCTYIIa K JAHHBIM, [IPU 3TOM MpPeayCMaTPUBAETCS:

— pasrpaHUYeHHE NOJHOMOYHH JIOCTYIA K JAHHBIM;

— aBTOpHU3alnusi, KOHTPOJIb M YYET JEHUCTBUU C JAHHBIMM (perucTparlys
COOBITHN );

— KOHTpPOJIb KOITMPOBaHHUS, I€4aTU, OOMEeHa JaHHBIMH 110 KaHAJIaM CBSI3H:

— MEXCETEeBOE SIKpaHUPOBAHUE U 3all[MTa OT BUPYCOB;

— YY€T BHEIIHUX HOCUTENEHN JIaHHBIX;

— Ppe3epBHOE KOMUPOBAHUE / BOCCTAHOBJIEHHUE NAHHBIX;

— pPa3ebHOC XpaHECHHE HOCUTEJIEH JaHHbIX C PE3E€PBHBIMU KOTUSIMMU;

— KOHTPOJIb AOCTYIIa B IOMELIEHUS U K KOMIIBIOTEPAM;

— ITIPUMEHEHHUE YCTPOUCTB HACHTHU(PUKALIMY TOJIb30BaTEeNIeH IS JOCTYIIA.

1.001mue monokeHus

Hacrosmm TlonoxxeHnem ompenensieTcss CTPYKTypa M COCTABJISIOLLNE

0e30MacHOCTH HHMOPMALMU B HHPOPMAIIMOHHON CUCTEME NEPCOHATIBHBIX JaHHBIX
COTPYAHHUKOB, paOOTHHUKOB U MHBIX JULl KoJuie mxka.

Obecrieuenure Oe3onacHOCTH mepcoHanbHbBIX AaHHbIX ([1JH) npu  wux
00paboTKe B aBTOMATU3UPOBAHHBIX CHUCTEMaX (MHPOPMAIIMOHHBIX CHCTEMAX
nepcoHainbHbIX AaHHbIXx — MCIIJIH) pocturaercs mnyrteM  HUCKIIOYEHUS
HECAHKIIMOHUPOBAHHOI'0, B TOM 4YHCJIE CIIy4alHOro, JOCTYIAa K MEPCOHAIBHBIM
JTAaHHBIM, pPE3yJbTaTOM KOTOPOI'0O MOXET CTaTh YHHYTOXXKEHUE, HW3IMEHEHUE,

OJIOKMpOBaHKE, KOMUPOBAHUE, PACIIPOCTPAHEHUE [IEPCOHANBHBIX JAaHHBIX, 4 TAKKE
MHbIC HECAHKIIMOHUPOBAHHbIE JICHCTBUSIL.

Mepomnpusitus o obecneveHuto 6ezonacHoctu I1JH GopMmynupyroTcs Ha
OCHOBaHMU aHajid3a THUINA aKTYyaJIbHBIX YIpO3 M YPOBHEH 3allUILIEHHOCTHU
[IEPCOHANIBHBIX HaHHBIX, oOpabaTbiBaeMbix B MCII/IH ¢ y4eTOM BO3MOKHOTO
BO3HUKHOBEHHUsI YIpo3 0€30MaCHOCTH XU3HEHHO Ba)KHBIM HMHTEpecaM JIMYHOCTH,
Kosutemka u rocygapcrsa.

ObGecnieuenne OesonacHoctu [1JIH ocyiecTBiasieTcss MyTeM BBITIOJHEHHS
I'peboBanmii Mo obecneueHnto 6e30MACHOCTH TEPCOHANBHBIX IAHHBIX TMPU KX

00paboTke B MH(POPMAIMOHHBIX CHCTEMax IEPCOHAJIBHBIX NaHHBIX Koemka
(IIpunoxenue Ne 1).

CTpykrypa, coctaB U ocHOBHbIe pyHkumu C3IT/IH onpenenstoTcs UCXOIs 13
aHaJIM3a TUIIA AKTyaJlbHBIX YI'pO3 M YPOBHEW 3allUIIEHHOCTH I€PCOHAIbHBIX
naHHbIX, 00padateiBaeMbix B MICIT/IH. C3I1/I1 BKiItOYaeT OpraHu3anioHHbIe Mepbl




U TEXHUYECKHE CPENCTBa 3allUThl MH(POpMAUUU (B TOM YMCIE IIH(POBAILHBIE
(kpunrorpadguueckue) CpeJICTBa, CpelcTBa [Ipe0TBpalLEeHUs
HECAaHKI[MOHUPOBAHHOI'0 [IOCTYyIlA, YTEYKH HHMOpPMALMA [0 TEXHUYECKUM
KaHajlaM, [POrpaMMHO-TEXHUYECKUX BO3JEUCTBUN Ha TEXHUYECKHUE CpeACcTBa
oopaboTku II/[H), a Takxke wucnonb3yeMble B HHDOPMALMOHHOM CHCTEME
MH(MOPMAalLIMOHHbBIE TEXHOJIOTHH. “

[lox opranusanmeit obecneyenus: 6ezonacHoctv [1/IH npu ux o06pabdoTke B
MCl1/ln nmoHnmaercss (popMHUpOBaHUE COBOKYITHOCTH OCYILECTBIISIEMBIX Ha BCEX
craausix xu3HeHHoro nukia MCII/In cornacoBaHHbIX MO 1enH, 3aJa4yaM, MECTY U
BPEMEHU MEPONPHUSATHH, HAIlpaBIE€HHbBIX Ha MpeloTBpalleHrue (HeHTpaanu3aluo) 1
napupoBaHue yrpo3 Oe3zomacHoctu IIJln B MCIIJIH; Ha BOcCCTaHOBJIEHHE
HopMasbHOro (yHkuuonupoBanuss MCII[IH mocie HeWTpamu3aluu yrposbl, C
[eJIbI0O MUHUMH3AIMHU KaK HEMOCPEACTBEHHOIO, TaK M ONOCPEI0BAHHOIO yIilepoa
OT BO3MOXXHOH peanu3alii TaKuX yrpos.

MeponpusiTisi Mo odecneyeHno 0e30MacHOCTH MePCOHANBHBIX JaHHBIX IIPU
nx oopadotke B MUCII/IH BKIrOUarOT B ceds:

a) onpeliejieHHe yrpo3 0e30MacHOCTH TNEPCOHAJIBHBIX JAaHHBIX IPU HX
00paboTKe, GOpMUPOBAHUE HA UX OCHOBE MOJIEIH YIPO3;

0) pa3pabOTKy Ha OCHOBE MOJIEH YIpo3 CHCTeMbl 3amuThl [1J]H,
o0ecrieunBarOel HEUTpaIM3aIMIO MPEANoaraeMblX yrpo3 ¢ HCIOJIb30BaHHEM
METOIOB U Croco0o0B 3amuThl I1/IH, npeaycMOTpeHHBIX IJisi COOTBETCTBYIOLLErO
YPOBHS 3aLIUIIEHHOCTH HH(POPMAILIMOHHBIX CUCTEM:

B) IIPOBEPKY TOTOBHOCTHU CPEJICTB 3aIUTHI HH(MOPMALIMU K UCIOIb30BAHUIO
C COCTaBJICHUEM 3aKITFOYEHUH O BO3MOXXHOCTH UX DKCIUTyaTaLlUU;

) yCTAHOBKY M BBOJ B DJKCIUTYaTallMIO Pa3pelleHHbIX JHUIEeH3UOHHBIX
CPEACTB 3allUTbl HHMOPMAlUWU B COOTBETCTBHU C OKCIUIyaTalMOHHOW W
TEXHUYECKOU TOKYMEHTALMEM;

1) OOy4eHHe JIML, HCHOJB3YIOUMX CpeACTBAa 3allMThl MHGOpPMALNHY,
MPUMEHSIEMbIE B MH(QOPMALIMOHHBIX CUCTEMaX, MTpaBUIaM pabOThl C HUMMU;

€) y4eT MPUMEHSEMBIX CPEJICTB 3allMThl WH(OPMALMHU, SKCILTyaTalluOHHOM
1 TEXHUYCCKOHN JOKYMEHTALMH K HUM, HOCUTEJIeH IepCOHAIBHBIX JaHHBIX;

)K) y4eT JIULL, NONMYyLIeHHBIX K pabote ¢ I1/]H B uH(pOpMAaLMOHHOI cucTeME:

3) KOHTPOJIb HAJ COOJIOEHUEM YCJIOBHI HCIIOIB30BAHUS CPEACTB 3AIUTHI
HHQOpPMAaLUK,  NPEeAyCMOTPEHHBIX  AKCIUIYyaTALMOHHOM W TeXHUYECKOM
NOKYMEHTALUEH;

M) pa30MpaTebCTBO U COCTABJICHUE 3aKIIIOUYEHUH 110 (hakTaM HecoOIIoaeH s
YCJIIOBUM XPaHEHWUSI HOCUTEJIeH INepCOHAIbHBIX JAHHBIX, MCIIOJIb30BaHUS CPEICTB
3aIMTBI  MHMOPMALMK,  KOTOPble  MOTYT  MPHBECTH K  HApyLIECHWIO
KOHQuAeHIHanbHOCTH I[IJIH WiM JApYrMM HapylmIeHHsIM, NPHBOISLIAM K
CHHOKCHHUIO YpOBHsS 3amuiineHHoctd I1JIH, paspabotrky u mnpuHsTHe Mep mo
[IPEIOTBPAILLICHHUIO BO3MOXKHBIX OIMACHBIX MMOCJEICTBUM MOAO0OHBIX HAPYILIEHUIA;

K) OIIMCAaHUE CUCTEMBI 3aLMTHI IEPCOHAIBHBIX JAHHBIX.

lexnuyeckne W mporpamMmHble  CpeJCTBA JOJDKHBI  YIOBJIETBOPATEH
yCTaHABJIMBAa€MbIM B  COOTBETCTBMM C  3aKOHOIATEIBCTBOM PocCCUICKOM



Denepanny TpeOOBaHKAM, 00ECIEUUBAIOIIMM 3aIIUTY HH(MOPMALIMH.
JInsi  obecneuenus OesomacHoctu IIJlH mnpu ux obOpaboTke B

HH(POPMAIMOHHBIX CUCTEMaX OCYLIECTBISIETCS 3alllUTa peuyeBOd HHGOPMALUH W
HHpOpMaIuy, O0O0pabaTbiBaeMON  TEXHHYECKMMH  CpPEIACTBAMHM, a  TaKKe

MH(pOpMAalMK, IpeACTaBIeHHOW B BHIEe HWHGOPMATUBHBIX SIEKTPUIECKHUX
CUT'HAJIOB, (PU3UYECKUX MOJIEH, HOCUTENIEH Ha OYyMaXXHOW, MAarHUTHOM, MArHHUTHO-
OIITUYECKOU U UHOU OCHOBE.

Lo crpykrype MCII/IH, Ha KOTOpBIE HaNpaBiieHa pealnu3alis MepOIPUITHIA
M0 3allMTE, BBIAEIAIOTCS CIEAYIOLIUE KIIacChl YIPO3:

— yrpo3sl OesonacHocty I1JlH, oOpabareiBaemMbix B MCII/IH Ha Oaze
aBTOMaTU3UPOBAHHOI'O padoyero Mecra;

— yrpo3el OesomacHoctu I1JlH, oOpaGarteiBaembix B MCIT/IH Ha Oaze
JIOKAJIbHBIX HH(MOPMALMOHHBIX CUCTEM;

— yrpo3sbl, peanusyembie B MICI1/IH npu UX NMOAKIIOYEHUU K CETSIM CBSI3M
OOLIIEro IMoJIb30BAHUSL.

Jlnst oOecreuenuss  OesomacHoctu [IJlH mpu  ux ob6paborke B
WH(POPMALMOHHBIX CUCTEMAX MPOBOISTCS:

— 00ciieloBaHKe U OPOPMIIEHUE JOKYMEHTa O TUIIE aKTYalbHbBIX YIPo3 U
YPOBHEM 3alMINEHHOCTH IEPCOHAJBHBIX JaHHBIX, 00pabaTbIBaeMbIX B
MCII/IH, ompenenenue cnocoO0OB HM  cocTaBa CPEACTB  3all[UThl
napopmauuu (C3HU), paspaborka texuuyeckoro 3amanus (T3) Ha
CO3JaHME KOMIIJIEKCHOM CHUCTEMBbI 3allUThl MH(MOPMAIIMA, B TOM YHCIIE
pa3paboTKa MOAENU YIrpo3, MPOESKTHPOBAHHUE;

— BBOJl B 9KCIUTyaTalyio — 3aKylKa U UHCTAJUISIUUS CEPTUPULIMPOBAHHBIX
C3H, oOyuenue nepconana, u3jlaHue NPHKA30B O JOMYCKe IepcoHaa U
pernaMeHToB 00pabdOTKH KOH(PUIESHIIMATBLHOW HH(MOPMALIUH.

2. Heaun obecnneyenuss uHGOpMALHOHHOM 0€30MACHOCTH

CTpaTermueckoi 1enpl0 oOecrieyeHuss O€30MacHOCTH HHPOPMALUU B
MCII/In sBiiseTcs 3ammra MHTEPECOB CYOBEKTOB MH(DOPMALIMOHHBIX OTHOIICHMUH.
JlaHHasl 1IeJIb TOCTUTaeTCsl MOCPEICTBOM MOCTOSIHHOTO MOAMEPIKAHUS CIIENYFOILUX
CBOWCTB MH(OPMALUU B ITpoLiecce ee 00pabOoTKK, XpaHEHHUs U Tepeladun:

— LEJIOCTHOCTHU UH(POPpMaIIHU;

— JOCTYNHOCTH 00padaTsiBaeMOi UH(OPMALIUU JUISl 3aPETUCTPUPOBAHHBIX
[MOJIb30BATEJICU;

—  KOH(MUAEHLMAIBHOCTU MH(DOPMALIUK.

3. O0BbeKT 3aUThI

OOBeKTOM 3alluThl sABIsAETCS WH(DOpPMALMOHHAS CHCTEMA IEePCOHATBHBIX
JaHHBIX COTPYAHUKOB, paOOTHUKOB U UHBIX JUl] KoJunemka:



a) HpopmalimOHHbIE PECYPCHI:
— IIepCOHAJIbHBbIE JIaHHbIE COTPYAHUKOB, PAOOTHUKOB M WHBIX JIML
Konnemka (ncxogHas uH@gopmaniusi, MHGOpMaIMOHHbIE 0a3bl TaHHBIX );

— MHCTPYMEHTajbHasg HH@OpMaLus (IIporpaMMHOE OOECII€YEeHHUE), C
[IOMOIIBIO KOTOpOM 00padaThiBaeTCsi, XPaHUTCS M MepeaaeTcs
nH@opmauus [1]1H; |

0) TexHU4YeCKue HH(pOPMALMOHHbIE CHUCTEMbl U cpeactBa Koiemxa, B

KOTOPBIX 00padaThIBaeTCsl, XpaHUTCS U nepeaaercs nHpopmauus I 1/1H;
B) moMelleHus: 00bekToB  Kouiemka, B KOTOPBIX  pa3MELIAIOTCS

MH(OPMALIMOHHBIE  pecypchl, U oOpabOaTeiBaeTcss  KOH(UICHIMAJIbHAS
MH(pOpPMaLUS; ,
') TEXHUYECKHUE CUCTEMBI KU3HeoOeceueHusl, 3JIEKTPOIIMTAHUS,

MPOBOJHOTO BEIAHHWS, OXPAHHOM CUTHAJIMU3ALMK, OOECIeYUBAIOIIUE HIIH
pa3zmelniaemMble COBMECTHO ¢ o0opynoBanueM MCII/1H.
KpUTHUYHBIMHM CBOMCTBAMU OOBEKTA 3AILUTHI SIBJISFOTCS:

a) BO3MOXKHOCTb Pa3pylLICHUS] WUJIH MTOBPEXKACHUS MHOOPMALIMOHHBIX CUCTEM
MepCOHANbHBIX JAHHBIX B PE3yJIbTATE MOXKapa, 3aTOIJICHUS, aBapUH WHXXEHEPHBIX
CUCTEM >KU3HE00EeCIIeUeHU S,

0) BO3BMOXXHOCTb  MpeKpalleHuss  WJIM  HaApyLIeHWs  HOPMAaJbHOIO
dyuknuonupoBanus HWCIIJlH B pesynbrare TNOBpPEeXKACHUS OTICIBHBIX HX
3JI€MEHTOB;

B) HECAHKLIMOHUPOBAHHASI JIOCTYIIHOCTh HMH(OPMAIMK, BBIpAXKAKOLIASCS B
BO3MO>XHOCTH:

— HEINOCPEACTBEHHOro JOCTyrna K UWH(pOpMaLMHA, HaxXoAfglleucs Ha
[IEPBUYHOM WJM BTOPUYHOM HOCHUTEJIE, B TPAHCIIOPTHOM CpeJie
nepeiauv; BO3JECUCTBUS HA HOCUTEIb WM TPaAHCHOPTHYH Cpeay C

[IEeJbI0  MEepPJaCTpaliMM, OTYYXIEHHUS, KOIMUPOBAHUS, HW3MEHEHMS,
MOAMEHBI U YHUUTOXEHHUSI UH(POPMALIUHU;

— IIpSAMOr0 MJIM KOCBEHHOro pgocrtyna k obOopynoBanuro MCII[IH u
TPAHCIIOPTHOM Cpelie Iepeadyd C LEJbI0 IOJIy4eHUsT J0CTyna K
nH(popMalUU (HECAaHKIIUOHUPOBAHHBIN JOCTYII);

— IIepexBaTa peuyeBOM MH(OpMALMU M0 aKyCTUYECKUM M JIPYTMM KaHajlaM
YTEUKHU (MOACIYILIUBAHHUE).

4. Cy0ObeKkTbl MHPOPMANMOHHBIX OTHOIIEHUH

4.1 Cy0bekTaMy MHOOPMAIIMOHHBIX OTHOIIECHWM SIBJISIFOTCS:

— Pa0oTHHKH (CYOBEKTHI NEPCOHAJNbHBIX JAHHBIX) - (DU3UYECKHUE JIULIA,
COCTOSIIIIME WJIM TOTOBSIIUECS BCTYIIUTh B TPYAOBbIE W HHBIC

rpakJaHCKO-IIpaBOBble OTHOWIeHUs ¢ KomjmemkeM, a Takxke JMlLa,
Haxos1I1ecs B KaJpOBOM Pe3epBe;

— HWHuble JIUIA (3aKOHHBIE [IpeACTABUTEIH BOCIIMTAHHUKOB,
O0OyYaromuxcsi, OETECU-CUPOT U JE€TEH, OCTABIIUXCS ©0€3 MOoNeyYeHUs
POJMTEJIEH, CTYACHThI, PAOOTHUKH YUPEXKJICHHUM 00pa3zoBaHUs M HAYKH,



BHEIITATHbIE PA0OTHUKU ((pU3MYECKUE JIULIA, COCTOSIIHE B JJONOBOPHBIX
OTHOLIEHHMAX ¢ KosutemkeM), MHAMBUAYaTIbHBIE NPEANPUHHUMATENN U
np.) (CyOBeKThl) - (pU3MUYECKHE JIMIla, OOPATUBILUECS C 3asBJICHUSIMH,
Kaimobamu, OOpallleHUsIMHM, MNPEeIOKEHUAMH, JIMOO COCTOSIIUE B

rpaXJaHCKO-MTPABOBLIX OTHOLICHUSIX ¢ KosuiemkeM, npeaycMOTPEeHHbBIX
Ycrasom Kosiemxka. "

4.2 llepeuncneHHbie CyOBEKTHI UH(pOPMaIMOHHBIX OTHOLLIEHUM
3aUHTEPECOBaHbl B 00ECIIEUEHUHU:

KOHQUACHLMAIBHOCTY  (COXpaHeHHs B TaiHe) HMHPOPMALMH B
COOTBETCTBUU C TPeOOBAHUSIMU POCCUNCKOTO 3aKOHOIATEIBCTBA;
IOCTOBEPHOCTH (MOJTHOTBI, TOYHOCTH, aJeKBATHOCTH, [IEJIOCTHOCTH )
UH(OpMALIUU;

3allUThl OT HaBSI3BIBAaHUS UM JIOXKHOUW (HEJOCTOBEPHOM, HMCKaKEHHON)
UH(OpMaLMK (TO €CTh OT JAe3uH(pOPMALIUN);

CBOEBPEMEHHOI'0 JOCTymna (3a OpUeMJIEMOE IS HHUX Bpems) K
HEOOXOUMOM UM MH(MOPMALIUH;

pasrpaHU4YeHUs OTBETCTBEHHOCTH 3a HApPYLIEHUS 3aKOHHBIX IIPaB
(MHTEpPECOB) JpYyruxX CYOBEKTOB HMH(POPMALMOHHBIX OTHOIICHUN U
yCTaHOBJIEHHBIX MPaBHJI 00palleHus ¢ UHHOPMAIHEid;

BO3MOYXHOCTH OCYLIECTBIIEHUSI HENPEPBIBHOIO KOHTPOJIS U yIIPaBIIEHUS
npoueccaMu 00pabOTKU U nepenavyr HHGOPMAaLHHY;

3aIIMThl MH(MOPMALIUM OT HE3aKOHHOTO €€ THPAKUPOBAHUS (3ALLUTHI

[IEPCOHAJIBHBIX JAHHBIX, 3alAThl ABTOPCKUX IIpaB, MpaB COOCTBEHHUKA
UH(pOpPMAIUH )

>. Bo3moxkHbIe yrpo3bl M YYaCTKH BTOPKEHHUS

OO01as knaccuukanus yrpos.

1.

YTpo3bl KOHQUASHIMAIBHOCTH AAHHBIX U TIporpamm. Peanusyrorcs npu

HECaHKIMOHUPOBAHHOM JIOCTYIE K IporpaMMam, JaHHBIM, KaHallaM CBSI3H, [PU
epexBaTe 3JICKTPOMAarHUTHBIX U3JIyYE€HUH, PU aHaIu3e TpaduKa.

2.

YTpO3bl LEJOCTHOCTH IAHHBIX, MpOrpamM, ammnaparypbl. Peanusyrorcs

[IPU HECAHKIIMOHUPOBAHHOM YHHYTOXXEHUU, MOAU(PUKALIMU JAHHBIX, [TOPOXKIECHUN

(hanbCH(UUUPOBAHHBIX JAHHBIX, 3aJ€pP)KKe W HApyLIEHHWM MapLIpyTH3alHH
JAHHBIX B KaHaAJIaX CBS3H.

3.

YTrpo3bl JOCTYITHOCTA NAaHHBIX. Peallu3yroTcs Mpu CO3JaHUM YCIIOBUIA,

KOrja 3aKOHHBIM I10JIb30BaTellb WU [IPOLHECC HE II0JYy4YacT CBOCBPEMCHHOI'O
JOCTYIIA K JdHHBIM HWJIM peCypcCaM CUCTEMbI, KaHAJIaM CBS3U.

6. llopsiiok nmpoBeaeHHsi KOHTPOJIbLHbIX MEPONIPUATHH U JeHCTBHI MO

pe3yJibTaramM KOHTPOJIA

KonTtpone  3akimrouaercs B NpoOBepKEe  BBINOJHEHUS  TpeOOBaHUIA
HOPMATUBHBIX JIOKYMEHTOB MO 3allluTe HHMOOPMALIMH, a TaKXe B OILIEHKE



OOOCHOBAaHHOCTU U OP(MEKTUBHOCTU MNPUHATBHIX Mep. KOHTPOIb MOXKET
IPOBOAUTHCS KOMUCCUEH, co3naHHou B Koiutemke, WM Ha JOTOBOPHOM OCHOBE

CTOPOHHUMH OpraHU3alMusIMU, NPU HAJIWYUMM JIUILEH3UM Ha JIeSTEILHOCTH II0
TEXHUYECKOM 3a1iuTe KOHPUASHUMAILHOU HH(MOPMALIHH.

Perienve  OCHOBHBIX  BONMPOCOB  oOecnedyeHus  3amuTel  [1/H
IpeayCcMaTpUBaEeT MOAIOTOBKY KaJIpOB, BbIIEJICHUE HEOOXOAUMBIX (PMHAHCOBBIX U
MaTepUaIbHBIX CPEJICTB, 3aKyIKy NPOrPaMMHOIO M aIlapaTHOTro oOecIieueHus, a

TaKXe, IIpU HEOOXOAUMOCTH, IPUBJICYUEHUE CTOPOHHEH OpraHu3auu IPU HAJIUYUH
muues3u OCTHK u OCBh.

[Ipunoxenust k [loJgoXKeHUIO 1O OpraHW3aldd U IPOBEACHUIO DPAOOT TIO
oOecreyeHu0 O€30MaCHOCTU TMEepPCOHANBHBIX JaHHBIX IIPH KX 00paboOTKEe B

WHQOPMALUOHHBIX CHUCTEMAX IE€PCOHANBHBIX JaHHBIX Kosuremka SBISIOTCS
CaAMOCTOSITEJIbHBIMU JOKYMEHTAMU U €0 HEOTHhEMJIEMON YaCThIO.
CHOUCOK NPUJIOKEHUN

| Ipunoxenue Ne 1. TpeboBanus [10 00eCIeueHHUIO 0€30I1aCHOCTH

[EPCOHATIBHBIX MaHHBIX NPU UX 00pabOoTKe B HMHMOPMALIMOHHBIX CHCTEMAaXx
[epCOHAJIbHBIX JaHHbLIX KoJemka.

lIprnoxenue Ne 2. Onuvcanue jokajlibHO-BRIYMCIUTEIBHON ceTd Kosutemxka.

I Ipunoxenune Ne 3. Onucanue cocrtaBa TeXHHUYECKHUX cpeAcTB Kosnemxka,
YYAaCTBYIOILMX B 00padOTKe NepCOHaIbHBIX JTaHHBIX.

lIpunoxenue Ne 4. CBenenuss o mporpaMMHOM oOecrneuenun Koiuiemka,
YCTaHOBJIECHHOM Ha CepBepax U padO4yuX CTaHLUAX, YUYACTBYIOIIMX B 00pabOTKe
[IEPCOHAJIbHBIX JIAHHBIX.

Ilpunoxxenne Ne 5. CBenenuss 0  IporpaMMHO-TEXHHYECKHX  CpENCTBax
3allUThl  Komnemka, yCTaHOBIIEHHBIX Ha cepBepax M pPabO4YMX CTaHIUAX,
YYaCTBYIOILIUX B 00padOTKE NepCOHAIbHBIX JaHHbIX.

[Ipunoxenue Ne 6. CBesieHust O MOJIB30BATENAX  CHUCTEM  OOILIETO
noab3oBaHus (COII) Konnemxa.

[lpunoxenune Ne 7. PekoMengauuu 1o uMCMoib30BaHUIO MNPOTPAMMHBIX U

alrapaTHbIX CpPEACTB 3allUuThbl HWH(MOPMALMM U OOECIIEYEeHUIO Oe30MacHOCTHU

[IEPCOHAIBHBIX HAaHHBIX IpU UX O00padOTKe B HHMPOPMAIMOHHBIX CHUCTEMAX
[EPCOHAJIBHBIX JaHHBIX.



I Ipunoxenue Ne |

K | lonioxxenuro no opranuzanyu u
[IPOBEJICHHUIO PadOT MO 00ECIIEUEHUIO
0€30IMaCHOCTH MEPCOHAILHBIX JJTaHHbBIX
Ipu UX 00paboTKe B HHMOPMALMOHHBIX
CUCTEMaX NECPCOHAJIbHBIX JAHHBIX

[ AIIOY «HabepexHOUEITHUHCKU
[IEJArOTHYECKUUN KOJLJIE K

TPEBOBAHWUSI
o obecrnevyeHU 0 0e30NMACHOCTH MEePCOHATIBHBIX JAHHBIX
NpH UX 00padoTke B MH(POPMALMOHHBIX CHCTEMAaX
nepconajbHbIX AaHHBIX I'AIIOY «HabepexkHouyeTHHHCKHH
NeJArori4eCKut KoJ1JaeIx»

[lpy opranmszanMu M OCYIIECTBIEHUH 3alUTHI TEPCOHAIBHBIX TAHHBIX
(IL/IH) HeoOXOOMMO pPYyKOBOACTBOBAThCS TPeOOBAHUSIMM HOPMATHBHBIX U
METOAUYECKUX NOKYMEHTOB IO 3alluTe HH(POpPMAllMd B aBTOMATH3UPOBAHHBIX
cucTemMax (MH(MOPMALMOHHBIX CUCTEMax NepCOHaNbHBIX naHHbIX — MCII]IH),
Y4YUTbIBasi Mpu 3ToM, 4To 11/IH, B cooTBeTcTBUM ¢ DenepanbHbIM 3aKOHOM OT 27
utonnst 2006 roga Ne 152 — @3 «O nepcoHanbHbIX AaHHBIX» U YKazom [Ipe3unenTa
P® No 188 o1 06.03.97 r., oTHECEHBI K KOHPUAEHIHATBHON UHPOPMALIUH.

Mepbl 1o oOecneueHno 0e30MacCHOCTH IePCOHANIBHBIX JIaHHBIX Ipu UX
00paboTke

[. Oneparop mpu 00paboTke MepcOHANBHBIX MAHHLIX O0A3aH MPUHUMATH
HEOOXOJMMbIE IPAaBOBBIE, OPraHU3AlMOHHBIE W TEXHUYECKUE Mepbl WIIH
obecrieunBaTh WX [PUHATHE M 3aAU[UTHl  [EPCOHATBHBIX JAHHBIX OT
HEIPaBOMEPHOr0 MJIM CIIy4auHOTO JOCTyINa K HUM, YHHYTOXEHHUS, U3MEHEHUS,
OJIOKMPOBaHHMS, KOIMPOBAHUS, NIPEJOCTABIEHHUS, PACIIPOCTPAHEHHS IEPCOHATBHBIX
JaHHBIX, a TaKX€ OT HHBIX HENPaBOMEPHBIX JEHCTBHH B OTHOILUEHUH
NEPCOHAIIBHBIX JaHHBIX.

2. Olecneyenre 0€30MacCHOCTH MEPCOHANBHBIX IAHHBIX JIOCTHUTAETCS, B
JAaCTHOCTMU. |

l) ompenenenueM yrpo3 06e30MacHOCTH MEPCOHANBHBIX IAHHBIX IPU HX
00paboTKe B MH(OPMAIIMOHHBIX CUCTEMAX [IEPCOHATIBHBIX JaHHBIX;

2) NIPUMEHEHUEM OPraHU3ALMOHHBIX M TEXHUYECKHX MEp M0 00eCleYeHHIO
0e30MacHOCTH MEPCOHANBHBIX JAHHBIX MPH MX 00paboTKe B MHGOPMAIMOHHBIX
CHUCTEMAaX NEePCOHANIbHBIX JaHHbBIX, HEOOXOAUMBIX ISl BBITOJIHEHHS! TPeOOBaHUM K
3alIUTE  MEPCOHAIBHBIX  JAHHBIX, MUCIOJHEHHWE KOTOPBIX o0OecrneuyuBaeT
YCTaHOBJICHHBIE | IpaBuTEIBCTBOM Poccunckoi Denepauuu YPOBHHU
3aLUIIEHHOCTH MEPCOHATBHBIX JAHHBIX;

3) TpUMEHEHHEM IPOUIEAINMX B YCTAHOBJIEHHOM IMOPSJKE IPOLEIYPY
OLIEHKH COOTBETCTBUS CPE/CTB 3aIlUThl HH(MOPMALUH;



4) oueHKoM SP(EKTUBHOCTU TPUHMMAEMBIX MEP [0 O00ECIEYEHUIO
0€30MacCHOCTHM  NEPCOHAJIBHBIX  JAaHHBIX 1O BBOJAA B  JKCIUIYaTalMIo

MHPOPMALTMOHHOM CUCTEMBI IEPCOHAIBHBIX JaHHbIX;
) y4€TOM MAIlIMHHBIX HOCUTEJIEH NEPCOHAIBHBIX JaHHBIX;

6) oOnHapyxeHuemM (akTOB  HECAHKIIMOHMPOBAHHOIO  JOCTyma K
[IEPCOHAJILHBIM JaHHBIM U IIPUHSATUEM MED; ‘"

7) BOCCTaHOBJICHMEM MEPCOHAJBHBIX JAHHBIX, MOIU(MHUIMPOBAHHBIX WM
YHUYTOXXEHHBIX BCIEJICTBUE HECAHKIMOHUPOBAHHOTI'O JOCTYIIA K HUM;

3) YCTAHOBJIEHWEM TIpaBUJI JIOCTyHa K II€PCOHAJIBHBIM JIaHHBIM,
oOpabOaTbIBaeMbIM B MH(POPMAILIMOHHON CHCTEME MEPCOHAIBHBIX JAHHBIX, 4 TAKKe

obOecrieyeHUeM PpPETruCTpallMl M y4yeTa BCeX [EeMCTBUM, COBEPIIAEMBIX C
[IEPCOHAJIbHBIMU TaHHBIMU B HH()OPMALMOHHOM CUCTEME TIePCOHATBHBIX JaHHBIX;
9) KOHTpOJIEM 3a IPUHUMAEMBIMH MepaMH [0 00ECIIEYEeHUI0 0e30MacHOCTH

MEPCOHANILHBIX JAaHHBIX W YPOBHS 3allIMIIEHHOCTH HWH(MOPMAIMOHHBIX CHCTEM
[epPCOHAJIbHBIX JIAHHBIX.

[Ipu mnposenenuu wmeponpusatuii no 3ammre I1JIH yuuThIBaeTCs, YTO
WH(POPMALIMOHHBIE PEeCYypChbl MOABEP)KEHBI IOTEHLMAJIbHBIM BHEIIHUM U

BHYTPEHHHUM YIpo3aM, BEAYIIUM K IOTEPSIM KOH(OUASHUHUATBHOCTH, TOCTYITHOCTH
1 LIEJIOCTHOCTU UH(POPMALIMOHHBIX PECYPCOB.

MCTOYHUKH yIPO3bI:

— oAl (HeZOOpPOCOBECTHbIE BHEIIHWE M BHYTPEHHHUE I10JIb30BATEIIH
UH(OPMALIMOHHBIX PECYPCOB);

— aBapuH (OLIUOKY I10JIB30BaTENS, OIIMOKH aIMUHUCTPATOPA);

— OTKa3  anmapaTtHoro  obOecneveHusi  (OIIMOKH  IPOrpaMMHOIO
o0ecrieueHus, 0TKa3bl UHAYCTPUATIBLHOIO 000PYJOBAHUA);

— MNPUPOJIHBIE  (AKTOPbl (CTUXUMHBIE O€ICTBHUS, acCTPOPU3IUUYECKHE
SIBJICHUSI, OMOJIOTMYECKUE SIBJIEHUS ).

YTPO3bI yBEJIMYUBAIOT PUCKU O€30MACHOCTH, IPEACTABIISIONME COOOM:
— HEaBTOPU3UPOBAHHBIN IOCTYII B CETh;
— HEaBTOPU3HUPOBAHHOE PACKPBITHE WH(MOPMAIIHY;

— HEaBTOPU3UPOBAHHYKD MOAU(PUKALMIO JaHHBIX MM IIPOrPAMMHOIO
o0ecrieueHus;

— paspylieHue QYyHKIUN ceTH (HEAOCTYITHOCTh JaHHBIX U CEPBUCOB).
Hannuyre puckoB Oe3omacHOCTH TpeOYIOT BBEIEHHS Mep Oe30IIacHOCTH.
Mepel 0e301macHOCTU AOIKHBI TapaHTUPOBATh:

—  KOH(pUIAECHIIUAJIbHOCTD;

— LEJOCTHOCTD;

— JIOCTYIIHOCTh UH(pOPMALIHH;

— CBOEBPEMEHHOE MOJyYeHHE OTYETHOCTH;

— (pu3n4eckyro 0e30nacHOCTh UH(DOPMALIHK;

— KOHTpPOJIb NOCTYIIa K HH(POpMALIUH.
MupopmanmonHas 6€30MacHOCTb MpeayCMaTPUBAET:

— TPOUEAYPHYIO (AAMHUHUCTPATUBHYIO U OpraHU3allMOHHYIO
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0€30ITaCHOCTh );
— 0€30I1acHOCTh MePCOHaIa;

—  (DUBHUYECKYI0 0€30MaCHOCTE;
— 0e301acCHOCTh CUCTEMBEI;
— 0€30IMmacHOCTh KOMMYHUKAIIUH.

OGecneuenue OesomacHoctr IIJln npu ux obpaborke B WCII/IH
JOCTUIaeTCs IYyTEM HCKIIOYEHUS HECAHKIMOHUPOBAHHOIO, B TOM YHUCJE
CJIy4aHHOro JOCTyIla K IMEPCOHAJIBHBIM JAHHBIM, Pe3yJIbTaTOM KOTOPOIO MOXKET
CTaTh YHUYTOXCHHUE, U3MEHEHUE, OJIOKUPOBAHUE, KOITMPOBAHHUE, PACTIPOCTPAHEHHUE
MEPCOHAJIbHBIX JaHHbIX, 4 TAK)XE UHbIE HECAHKLIMOHUPOBAHHbBIE IEHCTBHUS.

Meponpusatuss 1o oOecnedeHuto Oe3onacHoctd [IJI[H mnpoBoxasiTcs B
3aBUCUMOCTH OT THUNA AaKTyallbHbIX YIrpo3 M ypPOBHEH 3alUIIEHHOCTH
ME€PCOHANIBHBIX JaHHBIX, oOpabarbiBaembix B MCIIJIH, ¢ y4eToM BO3MOXKHOIO
BO3HUKHOBEHHUS YIpo3 O€30IaCHOCTH JKU3HEHHO Ba)XKHBIM HHTEpECaM CYOBEKTOB
[IEPCOHANBHBIX JaHHBIX.

[lpu obecneyenun OeszonacHoct [I/IH mpoBomsaTcs MeponpusaTus,
HarpaBJIEHHbIE Ha:

— TMpeaoTBpalleHre HecaHKUroHupoBaHHoro noctymna (HCJ) x IT1/Ix u
(Mnu) repeaavy Ux JIMLAM, OpraHu3alusaM, He UMEIOLIHMM I1paBa JoCTyTa
K TaKOW MH(pOpMaLIUU;

— cBoeBpeMeHHoe oOHapyxeHue ¢paktoB HCJI k I1/1#x;

—  HEOOIYyILIEHUE BO31€CTBUS Ha TEXHAYECKUE CpeJicTBa
aBTOMAaTU3MpoBaHHOU 00paboTku [1/IH, B pe3ysbTaTe KOTOPOro MOXeT
OBITh HapyLIEHO UX (DYHKIIMOHUPOBAHUE;

— omnepaTuBHOro pesepBupoBanus nuHbopmauuu B MCIT]IH;

— BO3MOYHOCTbD HEe3aMeJJINTEIIbHOI'O BOCCTAHOBJICHUS I1/1n,
MOIU(PULMPOBAHHBIX WKW YHHUTOXKEHHBIX BeiieacTBue HCJI kK HUM:

— TIOCTOSSHHBIH KOHTPOJIb 3a o0ecrneueHrueM ypoBHS 3amuieHsocty [1/]H.

ObOecnieuenne Oe3zomacHoctv IIJIH ocylecTBiaseTcss MmyTeM BBITOJHEHUS
KOMIUIEKCA OPraHU3allMOHHBIX M TEXHUYECKUX MEPONPHUITHH, peaanu3yeMbIX B
paMKax CO3/1aBa€MOM CHCTEMBI 3allUThI NepcoHanbHbIX AaHHBIX (C3I1/1H).

CTpykTypa, coctaB u ocHOBHble ¢yHkiuu C3I1/In omnpenensitorcss B
3aBUCMUMOCTU OT THUIIA AaKTyaJlbHBIX Yrpo3 W YPOBHEM 3allMUIIEHHOCTHU
MepCOHANbHBIX HaHHbIX, oOpaOareiBaembix B MCII/H, w#crmons3yeMbix B
Konnemxe.

C3I1/In BKtOYaeT oOpraHU3alMOHHBIE MeEPbl U TEXHUYECKUE CpeACTBa
3allIUTBI  MH(POpMaLUK (B TOM uucie mudpoBanbHble (kpunrorpaduyeckue)
CpeACTBa, CPEACTBA NPENOTBPAILLIEHUS HECAHKUMOHUPOBAHHOIO JIOCTYIA, YTEYKU
MH(pOpMaIMU TI0 TEXHUYECKUM KaHajiaM, [IPOTrPaMMHO-TEXHHUYECKUX BO3AEUCTBUM
Ha TeXHU4YeCKue cpeacrBa oOpabotku [IJ[H), a Takke HCHOIb3yeEMblEe B
MH(POPMALMOHHOM cUCcTeMe MH(MOPMALIHOHHBIE TEXHOJIOTHH.
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llon opranusanmei obecneyenus 6e3omnacHoctu I1JIH mpu ux ob6paboTke B
MCII/In monumaercst (popMUpOBaHHE COBOKYITHOCTH OCYILECTBISIEMBIX Ha BCEX
cranusax xusHeHHoro 1ukina MCII/Ix cornacoBanHbIxX no menu, 3ajadyaM, MeCTy M
BPEMEHU MEpPOINPUSITHH, HAMPABJIECHHBIX Ha MpeNOoTBpalleHue (HEUTpaIU3aLMI0) U
napupoBanue yrpo3 OeszomnacHoctd I1/ln B MCIIJIH, Ha BOCCTaHOBJIEHHE
HopManbeHOrO (QyHKUMOHUpoBaHus WCII/[IH mocne HeWTpamu3auuu * yrposbl, c
[E€JIbI0 MUHUMU3AlMK KaK HEMOCPEACTBEHHOI0, TaK U OMOCPEJIOBaHHOIO yiiepoa
OT BO3MOXXHOM peanu3aluu Takux yrpo3. Obecneuenue Oe3omacuocty I1/In npu
ux o0paborke B aBromatu3upoBaHHbIX MCIT/IH mpoBoaUTCs myTeM BBITIOTHEHUS
KOMIUIEKCA OPraHM3aLMOHHBIX W TEXHHYECKMX MEPONPHATHH (IpUMEHEeHHs!
TEXHUYCCKUX CPENICTB), B PAMKaX CUCTEMbI (TIOJICUCTEMBI) 3alIUThI TIEPCOHATBHBIX
JIaHHBIX, pa3BepTbiBaeMou B VICII/IH B niporiecce ee co3aHms HIIM MOAEPHU3ALIUM.

llopsinok opranusauuu obGecnieduenust Oe3omacHoctd [1/ln B WCIT/IH
npeaycMaTpuBaeT:

— OLIEHKY OOCTaHOBKU;

— o0bocHOBaHWEe TpeOoOBaHUK 1O obecrevyenuro OGeszonacHoctd I[1JIH H
GopmynupoBaHue 3a1a4 3amuThl [1IH;

— pa3paboTKy mpoekta obecneuenus OesomacHoctd I1/IH; BBIGOp

[[eJIeCO00pa3HpIX CnocoboB (Mep ©  cpeacTtB) 3ammtel [IJ[H B
COOTBETCTBUH C 3aJla4yaMM U IMPOEKTOM 3all[HThI,

— PpELIeHue BOMNPOCOB ympaBieHUs olOecrniedyeHueM Oe3omnacHocTH [1/]H B
JIUHAMUKE HW3MEHEHHUS OOCTAaHOBKM U KOHTPOJS 3(DGHEKTUBHOCTH
3alIMThI;

— obecnieyeHue pean3aliiy MPUHITOIO IPOEKTA 3aLUTHI;

— TIJIJaHUpOBaHWe MeponpusaTui no 3amure [1)1H;

— OpraHu3alyi0 U NOpoBeleHUEe padoT IO CO3MaHUID CUCTEMBI 3allUThI
nepcoHanbHbiX  paHHbIX  (C3II[JH) B  pamkax  pa3paborku
(Monmepumszanuu) MCIIJJlH, B TOM uymcie ¢  nOpUBICYCHHEM
CHEUUAIU3UPOBAHHBIX CTOPOHHUX OpraHu3aluid K pa3paboTke u
pasBepTbiBaHuto C3II/In mnu ee snementoB B WCII/IH, peuienue
OCHOBHBIX 3aJ1a4 B3aMMOJIEUCTBUS, ONpeAesieHre UX 3a7a4 U (HYyHKLIUH
Ha pa3IUYHBIX CTaausaX co3aanus u skcrryatauuu MCIT/x;

— pa3pabOTKy JIOKYMEHTOB, perlaMeHTHPYIOLIMX BOIIPOCHI OpPraHU3aIiy

obecnieuenus 6esonacHoctu I1/1x u sxkcruyaranuu C3I1/{x B UCIT/IE.

B wHTepecax Texnuueckoro obecrneyenus GeszomacHoctr IIJIH npu ux
oopabotke B MCII/IH, B 3aBUCHUMOCTH OT Kjacca WHGOPMALMOHHONW CHCTEMBI
NOJDKHBI OBITH MpPOBeJNeHb Meponpusatus no 3amure or HCJ k ITJlH mpu ux
oopadotke B UCIT/1H.

B cocraB meponpusatuit no 3awmmre [/l npu ux o6paborke B UCITJIH ot
HCJ/I 1 HenmpaBoMepHBIX AeMCTBHIA BXOSAT CIIELYIOIIHAE MEPOITPHUSITHS:

— 3amuTta ot HCJI npu onHomnone3oBarenbeckom pesxxume oopadorku [1J1H;

— 3amuTa ot HC/l mpu mHOronons3oBarensckoM pexume oopadorku [1/1n
1 paBHBIX IMpaBax JOCTyIla K HUM CyOBbEKTOB JOCTYIIA;
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— 3ammTa oT HC /] npu MHOromnosns30BaTenbckoM pexxume o0padorku [1/1xH
U pa3HbIX MMpaBax J0CTYIIa;

— 3alluTa UHQPOpMaLuMu npu MexcereBoM B3aumoaerctsuu MCI1/Ix;

— QHTUBUPYCHAa 3allyTa.

Meponpusituss mo 3amure IIJI[H peanusyroTcs B paMkKax ITOICUCTEM:

yIpaBjleHUs] JOCTYIIOM, PErucTpaud M YydyeTa, OOecHeueHUs LEJIOCTHOCTH,
KpUNITOrpapuueCKOM 3alUThl, aHTUBUPYCHOM 3aIUTEHL.

Mepsi 0e3onacHocTu [1/{H 10KHBI rapaHTUPOBATh:

—  KOH(MUJAEHIUAJILHOCTD;

— 1EJOCTHOCTD;

—  IOOCTYITHOCTb UH(OPMALIHH. |
Meponpustas 1o o0ecredyeHnIo 0€30MacHOCTH MPENYCMATPUBAIOT:
— yIIpaBji€eHUE JOCTYIOM;

— PErucTpalyio U yyerT;

— obecrieyeHue 1EJTOCTHOCTH:

— KOHTpPOJIb OTCYTCTBUS HEAEKJIAPUPOBAHHBIX BO3MOKHOCTEM;

— AHTUBUPYCHYIO 3aALLIHUTY;

— o0ecneyeHne 0€30MacHOr0 MEXCETEBOIO B3aUMOIECUCTBUS;

— aHaJIu3 3alIMIIEHHOCTH.

llopcucTemsl yripaBiaeHUsT AOCTYNIOM M PETrHCTPallMd W ydeTa JOJIKHBI
peanu3oBbIBaThCs  Ha  0a3e  NPOrpaMMHBIX  CPEACTB  OJIOKUPOBAHUS
HECAaHKIIMOHUPOBAHHBIX  JIEUCTBUM, CUTHAIM3ALMAM W  PErucTpaluu. TO
ClieUUalIbHbIC, HE BXOJMSIIHME B SJAPO KaKOW-JIMOO OMNepallMOHHON CHUCTEMBI
NporpaMMHble W  TIpOrpaMMHO-amnmnaparHbie  CpejcTBa  3allUTHl  CAMHUX
ONEPALMOHHBIX CHUCTEM, D3JIEKTPOHHBIX 0a3 NAaHHBIX U MPUKIAAHBIX ITPOrPAMM.
OHH BBINOJTHAIOT (QYHKUUH 3aLIUThl CAMOCTOSITENILHO MITH B KOMIUIEKCE C APYTUMHU
CPeACTBaMHM 3alllMThl M HAlpaBj€eHbl Ha WCKJIOYEHHE WM 3aTpyIHEHHE
BBITIOJIHEHMSI OMMACHBIX JEUCTBUU [10JIb30BATEIS UM HAPYIITUTEIIS.

CpencTsa QUAarHOCTHKH JOJIKHBI OCYIIECTBISTh TECTUpOBaHUE (ailioBoi
CUCTEeMbI U 0a3 JaHHBIX, MOCTOSHHBIN cOOp MHPOpPMaLUU O (HYHKLIIHMOHUPOBAHUU
3JIECMEHTOB MOJACUCTEMBI 0OecnieuyeHus: 0€30MacHOCTH HH(GOPMALIHH.

CpencrBa yHUUTOXEHUS MpeAHa3HAYeHbl JUIS YHUYTOXKEHUS OCTATOUHBIX
JIAHHBIX W JOJDKHBI IIpEelyCMaTpUBaTh aBapUHOE YHUUTOXKEHHE JAHHBIX B CIIy4yae
yrpo3sl HecaHkuuoHupoBaHHOro pocryna (HCJI), koropas He MOXET ObITh
OJIOKMpPOBaHa CUCTEMOM.

CpencrtBa  CUTHanM3allMM  MpeJHA3HAYEHbl IS NPeAyIpPeKICHUS
OIepaToOpoOB (MOJIb30BaTENCH ) MPU UX OOPALIEHUH K 3allUIIAEMbIM TaHHBIM U JUIS
NpeaynpexaeHuss aMUHUACTpaTopa npu oOHapyxeHuu (paxkta HCJl, uckaxenuu
[IPOTPAMMHBIX CPEJICTB 3all[UThl, BBIXOJAE WJIM BBIBOJIE W3 CTPOS allapaTHbIX

CPEACTB 3alllMThl W O JpPYyrUX (paKkrax HapylIeHHs INITATHOTO peXxuMa
QYHKLIHUOHUPOBAHHUS.
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[loncucrema oOecriedyeHusi LEJIOCTHOCTH JOJDKHA OBITh peaan30BaHa
OIlepallMOHHBIMU CHUCTEMaMU U CUCTEMAMHU VIIpaBJIEHUS Oa3aMH [JaHHBIX.
CpencrtBa  MOBBILIEHUS ~ JOCTOBEPHOCTH W OOECIEYEeHUs]  LEJIOCTHOCTH
nepeaaBaeMbIX  JaHHBIX W HAAEXXKHOCTH TpaH3aKlWi, BCTpauBaeMble B
OIlE€PALIMOHHBIE CUCTEMBI MU CUCTEMbI yIIpaBJIeHHUS 0a3aMH NAaHHBIX, OCHOBAHbI HA
pacyeTe KOHTPOJIBHBIX CYMM, YBEIOMJIEHUHM O cOoe B mepejave IaKeTa
COOOILIEHUS, TIOBTOPE Mepeiauy He TIPUHSATOrO IMaKeTa.

IloncucremMa KOHTPOJISE OTCYTCTBUSL HEIACKIAPHPOBAHHBIX BO3MOXKHOCTEU
JOJ’KHA peai30BbIBaThCA Ha 0a3e CUCTeM yIlpaBiieHUs 0a3aMM JaHHBIX, CPEICTB
3aLMTHI UH(OPMALMU, AHTUBUPYCHBIX CPEJICTB 3aLUThLI HH(DOPMALUH.

JIsT OCyIIEeCTBIEHUST pa3rpaHUyYeHMsl J0CTyna K HWH(PpOPMAILHOHHBIM
pecypcaM IpH MEXCETEBOM B3aUMOACMCTBUM NOJIKHO MPUMEHSATHCS MEXKCETEBOE
SKpaHUPOBAHUE, KOTOPOE peAIU3yeTcsi NPOrpaMMHBIMUA H/MIU IPOrpaMMHO-
annapaTHbIMU MEXCETeBbIMU dSKpaHamu (MD). MexceTeBoil 3KpaH I0OJDKEH
yCTaHaBJIMBATbCSl MEXKAY 3alllMIaeMON CEThbIO, HA3bIBA€MOW BHYTpPEHHEH, W
BHEIITHEU CEThbIO. MeXceTeBOUW 3KpaH MOJDKEH BXOJMTH B COCTAB 3allMIIAEMOM
cetu. lIpu ero HacTpoiike OTAEIBHO 3a1al0TCsl TPaBuIa, OrPAHUYHBAIOIIHE JJOCTYII
U3 BHYTPEHHEHW CETU BO BHEILLHIOK U HA0OOPOT.

llopcucrema anHanu3sa 3alMIIEHHOCTH JIOJDKHA PEAIM30BbIBATHCS HA OCHOBE
HCIIOJb30BaHMSl CPEJICTB TECTHUPOBAHUS (aHaIM3a 3alUIIEHHOCTH) U KOHTPOJIS
(ayaurta) 0e30macHOCTH MH(pOPMAIHH.

Jist  pa3pabOTKM M OCYWIECTBICHUS MEPONPUATHA 110 00eCleYeHUIo
0€30ITaCHOCTH IEePCOHAIBHBIX JAaHHBIX MPH MX 00pabOTKe B MH(MOPMALIMOHHOI

CUCTEME HAa3HaA4YaeTcsl CTPYKTYPHOE NOApa3feieHue WM JODKHOCTHOE JIUIIO,
OTBETCTBEHHBIE 3a oO0OecnedyeHue Oe30MacHOCTH IePCOHANBHBIX JAHHBIX B
WH(QOPMALIMOHHBIX CUCTEMAX NEPCOHAITBHBIX JaHHbIX.

JInna, moctynm KOTOpBIX K MEepCOHAIbHBIM JaHHBIM, 00padaThIBAEMbBIM B
WHQOPMALlMOHHOM  CHCTEMe, HeOOXOAWM IS  BBIIOJIHEHHUS  CIIyXKEOHBIX
(TPyZOBBIX) OOSA3aHHOCTEH, JOJDKHBI JIONYCKAaThCS K  COOTBETCTBYIOLIMM
MepCOHAIbHBIM JaHHBIM Ha OCHOBAHUM YTBEPXKIAECHHBIX llepeuHell JOIKHOCTHBIX
JINL, TOIYIIEHHBIX K pad0oTe ¢ NepCOHATbHBIMU JaHHBIMH.

3anpocel  I0JIb30BaTeNIel MHQMOPMAIIMOHHOM CHCTEMBI HA IOJIYYEHHUE
MEPCOHAJIBHBIX JAHHBIX, BKJIIOYas JIML, YKAa3aHHbIX B yTBEpXKJIeHHBIX Ilepeunsx
JIOJDKHOCTHBIX JIMII, a TakXe (akThl MPeJOCTABIEHUS MEePCOHANBHBIX AAHHBIX IO
3TUM 3anpocaM JOJDKHBI PErMCTPUPOBATHCS aBTOMATU3UPOBAHHBIMHM CPEJICTBAMHU
MH()OPMALIMOHHOW CUCTEMBI B 3JIEKTPOHHOM JXypHase obOpamenuii. Comepixanue
IEKTPOHHOTO XypHasa oOpalleHui NEePUOIUYECKHU [IPOBEPSACTCS

COOTBETCTBYIOLIMMHU JO/HKHOCTHBIMHU JinliaMu KoJuiemka UM yroJTHOMOYEHHBIMU
JTALIAMU.

[Ipu oOHapyXeHMHM HapylUeHUH NOpsaKa MPeIOCTaBICHHUS IEPCOHAIbHBIX
JaHHBIX Kosulemka  ymoJaHOMOYEHHBbIE JIMLA JOJDKHBI  He3aMeJIATENbHO
PUOCTAHOBUTH MNPENOCTABICHUE II€PCOHAJBHBIX JAHHBIX [OJH30BaTEIAM

MH()OPMALIMOHHOW CHCTEMbI 1O BBISIBJICHUS NPHYWH HApYLIEHUI U YCTpPaHEHUS
YTHUX MIPUYHH.
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llpn XpaHeHHH MaTepUaIbHbIX HOCUTENeH MHGOPMAIUKA C [EPCOHATBHBIMU
JIAHHBIMK ~ (MIM  APYrod  KOH(DUIEHLHAAbHOW  WH(OpMaLMeii)  JOHKHBI
CO0JIIOIaThCs YCIIOBUS, 00ECIIeUNBAIOIINE COXPAHHOCTh [IEPCOHABHBIX JaHHBIX H
MCKIIIOYalollMe HECAHKUIMOHUPOBAaHHBIK K HUM joctymn. lIlepeyensr Mep,
HEOOXOAMMBIX NIl OOECIIeYeHUs] TaKUX YCIIOBHM, MOPSIOK UX MPUHATHUS, a TAKKe

HHCPCHUCHD JIML, OTBCTCTBCHHLIX 3a p€aIu3aliuto YKa3aHHbIX MEP, YCTAHABJIIMBAKOTCS
OTACJIIBHO.
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l lprnoxenue No 2

K [ l0J10’KeHHMIO 110 Opra’Hu3aluu 1
[IPOBEACHUIO Pa0OT 110 00ecneYeHUIO
0€30MacHOCTH NEePCOHABLHBIX JTaHHbBIX
[IpU UX 00pabOTKe B MH(MPOPMAIIMOHHBIX
CAUCTEMAX IEPCOHAIBHBIX JAaHHBIX
['AIIOY «HabepexxHOUeTHUHCKUT

[eJarorudeCKuu KoJuie IkK»

Onucanue jiokaabHO-BbIUHCAUTENBbHOM ceTH (JIBC)
I'AIIOY «HabGepe:xHOUYETHHHCKHH MeAArOrHUYeCKUH KOJIJIEIN):

I. JIBC HaxonuTcs B Ipesenax OAHOIO 3/1aHUS U 3aHUMAET TPH dTaXKa.

2. KonnuecTBo y3510B, 00padaThiBalOIINX MePCOHATBHBIE JaHHBIE —O.

3. Tommonorus — 38e3na, Tum — Ethernet 100Base—TX.

4. YYaCTHUKU  CeTU  SABJSIFOTCA  WCTOYHHMKAMU U IIOTPEOUTENSIMU
UH(MOpMAaLIUH.

5. Cetp ucnonb3yet ctek nporokoiioB TCP/IP.

6. TelekOMMyHHUKaLIUOHHBIE KaHAJIBI NPEIOCTABISIOTCS coryiacHo JloroBopy
¢ npoBaugepom I UCT PT.

7. CkopocTtHble xapakrepuctuku: JIBC — 100 Mowut/c.

8. AIMUHUCTPUPOBAHUE 5! [IepeYEeHb padoT OTIPEICIISFOTCS]
AIMUHUCTPATOPOM MH(POpMaLIMOHHOMN Oe3onacHocTu Kostemxka.

9. YYaCTHUKH CE€TU, KOTOPbIM HeoOXoauM noctyn B HMHrepHer s
BBITIOJIHEHMS CIIY)KEOHBIX OOS3aHHOCTEH, AOMYCKAIOTCS ¢ pa3pelleHuss JUPEeKTopa

Koiemka u UMEIOT JOCTYII B IV100aJIbHYIO CETh B COOTBETCTBUHU C Pa3pellIeHHBIMH
MOJIHOMOYHUSIMH.

10. Bnecenne wu3MeHeHMN B TeJNeKOMMYHUKAUMOHHYKO cxemy JIBC

MPOU3BOAMUTCS COTpyAHMKaMH Koimemka (und CcTOpoHHEM opraHu3aluei I10
JIOTOBOPY UJIM KOHTPAKTY).
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